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Purpose	
  of	
  the	
  course	
  

•  Introduce	
  you	
  to	
  the	
  idiosyncrasies	
  and	
  
complica)ons	
  associated	
  with	
  exploit	
  
development	
  in	
  an	
  enterprise	
  opera)ng	
  
system	
  environment.	
  

•  Teach	
  you	
  the	
  basics	
  of	
  finding	
  and	
  exploi)ng	
  
vulnerabili)es	
  in	
  closed	
  source	
  applica)ons.	
  

•  Make	
  you	
  aware	
  of	
  the	
  capabili)es	
  and	
  
limita)ons	
  of	
  exploit	
  mi)ga)on	
  technologies	
  
deployed	
  on	
  the	
  Windows	
  environment.	
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Course	
  Prerequisites	
  

•  Strong	
  understanding	
  of	
  x86	
  assembly	
  
•  Solid	
  understanding	
  of	
  buffer	
  overflow	
  basics	
  
•  Familiarity	
  with	
  the	
  inner	
  workings	
  of	
  the	
  
Windows	
  Opera)ng	
  System.	
  	
  

•  Have	
  used	
  a	
  debugger	
  before	
  

4	
  



Course	
  Outline	
  1	
  

•  Windows	
  stack	
  overflow	
  basics	
  	
  
•  Windows	
  shellcode	
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Course	
  Outline	
  2	
  

•  Windows	
  exploit	
  mi)ga)on	
  technologies	
  
•  Defea)ng	
  windows	
  exploit	
  migita)on	
  
technologies	
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Course	
  Outline	
  3	
  

•  Fuzzing	
  and	
  crash	
  dump	
  analysis	
  
•  From	
  crash	
  dump	
  to	
  working	
  exploit	
  lab	
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General	
  Course	
  Comments	
  
•  Lab	
  driven	
  course	
  
•  Learn	
  by	
  doing,	
  not	
  by	
  reading/seeing.	
  Please	
  put	
  
effort	
  into	
  the	
  labs/challenges.	
  Ask	
  ques)ons,	
  
work	
  together.	
  This	
  is	
  how	
  you	
  will	
  really	
  
understand	
  the	
  material.	
  

•  I’ll	
  stop	
  covering	
  new	
  material	
  and	
  end	
  class	
  early	
  
each	
  day.	
  Students	
  who	
  need	
  extra	
  help	
  can	
  stay	
  
and	
  I	
  will	
  help	
  review	
  the	
  material.	
  	
  Students	
  who	
  
understand	
  the	
  material	
  well	
  can	
  leave,	
  or	
  stay	
  
and	
  work	
  on	
  more	
  challenging	
  examples	
  of	
  the	
  
covered	
  material.	
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Starter	
  example	
  

Here	
  is	
  a	
  very	
  basic	
  program	
  to	
  help	
  us	
  explore	
  our	
  exploit	
  environment.	
  The	
  
basic_vuln	
  program	
  reads	
  in	
  a	
  binary	
  file	
  and	
  displays	
  the	
  first	
  64	
  hexadecimal	
  
bytes	
  from	
  that	
  file.	
  The	
  program	
  prints	
  various	
  meta	
  data	
  such	
  as	
  the	
  loca)on	
  of	
  
variables	
  and	
  func)ons	
  in	
  the	
  process	
  address	
  space.	
  This	
  meta	
  informa)on	
  will	
  
help	
  simplify	
  the	
  exploita)on	
  process	
  as	
  we	
  are	
  learning.	
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Starter	
  example	
  code	
  

There	
  is	
  an	
  obvious	
  overflow	
  in	
  line	
  27	
  where	
  the	
  fread	
  call	
  reads	
  128	
  bytes	
  into	
  a	
  64	
  byte	
  
Buffer.	
  This	
  leads	
  to	
  a	
  tradi)onal	
  stack	
  overflow,	
  among	
  other	
  possibili)es	
  that	
  we	
  will	
  later	
  
explore.	
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rose_colored_glasses	
  =	
  1	
  

For	
  starters	
  we	
  disable	
  all	
  visual	
  studio	
  compiler	
  op)miza)ons.	
  These	
  don’t	
  have	
  
anything	
  to	
  do	
  with	
  exploit	
  mi)ga)on,	
  but	
  they	
  will	
  o,en	
  cause	
  unexpected	
  assembly	
  
to	
  be	
  generated	
  for	
  the	
  given	
  source	
  code.	
  For	
  now,	
  we	
  are	
  turning	
  this	
  off	
  so	
  the	
  
underlying	
  assembly	
  is	
  as	
  vanilla	
  as	
  possible.	
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Rose_colored_glasses++	
  

Here	
  we	
  are	
  really	
  helping	
  ourselves	
  by	
  turning	
  off	
  visual	
  studio	
  stack	
  protec)on.	
  
More	
  about	
  how	
  this	
  is	
  implemented,	
  and	
  how	
  to	
  defeat	
  it	
  later.	
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First	
  goal	
  

•  An	
  important	
  concept	
  in	
  exploit	
  development	
  
is,	
  if	
  you	
  can	
  exploit	
  it,	
  you	
  can	
  crash	
  it	
  

•  Let’s	
  try	
  to	
  generate	
  a	
  crash	
  in	
  basic_vuln	
  by	
  
crea)ng	
  a	
  large	
  test	
  file,	
  then	
  analyzing	
  the	
  
crashing	
  process	
  in	
  windbg.	
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Byte	
  writer	
  

Byte	
  writer	
  is	
  a	
  generic	
  visual	
  studio	
  project	
  I’ve	
  included	
  for	
  crea)ng	
  files	
  of	
  arbitrary	
  
binary	
  bytes.	
  You	
  can	
  modify	
  this	
  to	
  generate	
  your	
  payloads.	
  You	
  are	
  welcome	
  to	
  use	
  
cygwin	
  and	
  a	
  scrip)ng	
  language	
  of	
  your	
  choice	
  instead.	
  
	
  
In	
  this	
  case	
  we	
  create	
  a	
  file	
  of	
  128	
  bytes	
  of	
  0xdeadbeef.	
  This	
  will	
  overflow	
  the	
  64	
  byte	
  
buffer	
  in	
  the	
  hexdump_file	
  func)on,	
  smashing	
  the	
  stack,	
  and	
  genera)ng	
  a	
  crash.	
  Let’s	
  
check	
  it	
  out.	
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First	
  blood	
  

Here	
  we	
  see	
  a	
  good	
  ol’	
  fashion	
  windows	
  applica)on	
  crash.	
  I’m	
  
sure	
  you	
  have	
  seen	
  this	
  before.	
  If	
  you	
  have	
  seen	
  it	
  when	
  you	
  
opened	
  up	
  a	
  strange	
  pdf	
  from	
  an	
  unrecognized	
  email	
  address,	
  
you	
  should	
  be	
  nervous….	
  
	
  
However,	
  this	
  isn’t	
  too	
  informa)ve.	
  Let’s	
  get	
  comfortable	
  with	
  
our	
  windows	
  debugger	
  (windbg)	
  so	
  we	
  can	
  see	
  what’s	
  going	
  on	
  
behind	
  the	
  scenes	
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windbg	
  

Windbg	
  is	
  our	
  debugger	
  of	
  choice	
  for	
  this	
  class.	
  It	
  takes	
  some	
  gemng	
  use	
  to,	
  but	
  is	
  quite	
  
powerful	
  once	
  you	
  get	
  the	
  hang	
  of	
  it.	
  In	
  this	
  case	
  I	
  ini)ate	
  the	
  debugger	
  with	
  the	
  QY	
  argument	
  
which	
  basically	
  tells	
  it	
  to	
  save	
  our	
  semngs.	
  You	
  can	
  windbg	
  to	
  display	
  whatever	
  informa)on	
  is	
  
useful	
  to	
  you.	
  Right	
  now	
  I	
  have	
  the	
  command	
  engine	
  on	
  the	
  right,	
  and	
  the	
  disassembly	
  and	
  
corresponding	
  source	
  code	
  displaying	
  in	
  the	
  le,	
  window.	
   16	
  



Useful	
  windbg	
  commands	
  
-­‐  Bp	
  basic_vuln!main	
  ,	
  set	
  a	
  break	
  point	
  for	
  the	
  main	
  func)on	
  in	
  the	
  basic_vuln	
  process.	
  
-­‐  Dd	
  ebp	
  L2	
  ,	
  display	
  2	
  32bit	
  values	
  star)ng	
  at	
  the	
  address	
  poin)ng	
  to	
  by	
  the	
  ebp	
  register.	
  
-­‐  K,	
  display	
  stack	
  backtrace	
  informa)on	
  
-­‐  Using	
  “run	
  to	
  cursor”	
  icons	
  in	
  conjunc)on	
  with	
  source/binary	
  mode.	
  
	
  
-­‐  p,	
  step	
  over	
  
-­‐  T,	
  step	
  
-­‐  X	
  basic_vuln!prize,	
  tell	
  me	
  the	
  loca)on	
  of	
  the	
  prize	
  func)on	
  in	
  basic_vuln.	
  
-­‐  Poi(0xdeadbeef),	
  returns	
  *0xdeadbeef	
  
-­‐  ?	
  <expression>,	
  masm	
  evalua)on	
  mode	
  
-­‐  ??	
  <expression>,	
  c++	
  evalua)on	
  mode	
  
-­‐  U	
  address,	
  disassemble	
  code	
  at	
  address	
  
-­‐  U	
  poi(ebp+4),	
  disassemble	
  the	
  code	
  that	
  the	
  return	
  address	
  is	
  poin)ng	
  to	
  
-­‐  Dg	
  fs,	
  display	
  segment	
  informa)on	
  selected	
  by	
  the	
  fs	
  register	
  
-­‐  Dt	
  nt!_peb,	
  display	
  structure	
  informa)on	
  on	
  the	
  peb	
  structure	
  that	
  is	
  defined	
  in	
  the	
  nt	
  

module	
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Basic_vuln	
  crash	
  1	
  

First	
  we	
  set	
  a	
  break	
  point	
  before	
  the	
  fread	
  call	
  in	
  hexdump_file	
  that	
  will	
  ul)mately	
  corrupt	
  
the	
  stack,	
  so	
  we	
  can	
  check	
  out	
  the	
  stack	
  before	
  its	
  destroyed.	
  In	
  this	
  case	
  I	
  switch	
  to	
  source	
  
mode,	
  open	
  up	
  the	
  disassembly	
  window,	
  put	
  my	
  cursor	
  on	
  the	
  push	
  ecx	
  before	
  the	
  call	
  to	
  
fread,	
  then	
  tell	
  windbg	
  to	
  run	
  to	
  cursor.	
  Once	
  the	
  break	
  point	
  before	
  fread	
  is	
  hit,	
  I	
  can	
  
inspect	
  the	
  saved	
  frame	
  pointer	
  and	
  saved	
  return	
  address	
  on	
  the	
  stack	
  with	
  dd	
  ebp	
  L2.	
  
Everything	
  looks	
  sane	
  at	
  this	
  point	
  since	
  the	
  stack	
  hasn’t	
  been	
  smashed.	
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Basic_vuln	
  crash	
  2	
  

We	
  do	
  a	
  couple	
  “p”	
  commands	
  to	
  step	
  over	
  the	
  call	
  to	
  fread,	
  then	
  examine	
  the	
  stack	
  again.	
  
No)ce	
  the	
  return	
  address,	
  as	
  well	
  as	
  all	
  the	
  over	
  local	
  variables	
  have	
  been	
  obliterated.	
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Basic_vuln	
  crash	
  3	
  

One	
  last	
  ‘g’	
  to	
  con)nue	
  execu)on	
  will	
  send	
  us	
  into	
  oblivion.	
  You	
  can	
  see	
  that	
  our	
  aDacker	
  
controlled	
  value,	
  0xdeadbeef,	
  ends	
  up	
  controlling	
  the	
  execu)on	
  flow.	
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Basic_vuln	
  lab	
  	
  

-­‐  Your	
  first	
  lab	
  will	
  be	
  to	
  get	
  basic_vuln	
  to	
  execute	
  the	
  prize	
  func)on.	
  Addi)onally	
  
make	
  prize	
  run	
  once	
  and	
  only	
  once.	
  If	
  you	
  spam	
  the	
  en)re	
  stack	
  the	
  address	
  of	
  the	
  
prize	
  func)on,	
  it	
  will	
  execute	
  mul)ple	
  )mes.	
  Use	
  windbg	
  to	
  examine	
  the	
  stack	
  and	
  
discover	
  	
  the	
  precise	
  number	
  of	
  bytes	
  you	
  will	
  need	
  to	
  write	
  to	
  get	
  to	
  the	
  return	
  
address.	
  	
  

-­‐  A,er	
  you	
  have	
  successfully	
  executed	
  the	
  prize	
  func)on,	
  try	
  to	
  redirect	
  execu)on	
  to	
  
the	
  nops	
  buffer,	
  which	
  is	
  just	
  full	
  of	
  the	
  nop	
  instruc)on.	
  	
  

-­‐  You	
  can	
  use	
  the	
  byte	
  writer	
  program	
  to	
  generate	
  your	
  payloads,	
  or	
  a	
  scrip)ng	
  
language	
  of	
  your	
  choice.	
  However,	
  I’d	
  suggest	
  saving	
  your	
  payloads	
  as	
  we	
  will	
  use	
  
them	
  later	
  to	
  explore	
  exploit	
  mi)ga)on	
  technologies.	
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Basic	
  vuln	
  lab	
  wrapup	
  

•  How	
  did	
  you	
  calculate	
  the	
  number	
  of	
  bytes	
  to	
  
write?	
  

•  What	
  possible	
  problems	
  can	
  you	
  spot	
  with	
  
this	
  payload?	
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Basic	
  vuln	
  lab	
  wrapup	
  2	
  
I	
  calculated	
  the	
  number	
  of	
  bytes	
  to	
  write	
  by	
  
using	
  windbg’s	
  masm	
  evalua)on	
  mode.	
  Ebp
+4	
  is	
  the	
  loca)on	
  of	
  the	
  return	
  address.	
  Buf	
  is	
  
evaluated	
  as	
  the	
  loca)on	
  of	
  buf	
  on	
  the	
  stack.	
  
The	
  difference	
  between	
  them	
  is	
  the	
  number	
  
of	
  bytes	
  you	
  have	
  to	
  write	
  to	
  get	
  to	
  the	
  
return	
  address.	
  

A	
  possible	
  problem	
  with	
  our	
  payload	
  is	
  all	
  the	
  null	
  bytes.	
  Many	
  user	
  input	
  parsing	
  func)ons	
  
will	
  stop	
  reading	
  in	
  input	
  when	
  they	
  see	
  the	
  null	
  byte.	
  In	
  our	
  case,	
  we	
  are	
  reading	
  in	
  the	
  
data	
  like	
  its	
  binary	
  data,	
  so	
  we	
  don’t	
  terminate	
  upon	
  seeing	
  null	
  bytes.	
  This	
  highlights	
  a	
  
larger	
  problem	
  with	
  windows	
  exploita)on,	
  the	
  addresses	
  are	
  o,en	
  less	
  friendly	
  than	
  in	
  
Linux	
  because	
  they	
  o,en	
  contain	
  forbidden	
  characters	
  (0x00,0x0a,	
  etc..)	
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Basic	
  vuln	
  lab	
  wrapup	
  3	
  

Your	
  payload	
  to	
  execute	
  nops	
  should	
  look	
  similar	
  to	
  the	
  prize	
  one.	
  You	
  can	
  check	
  whether	
  	
  
Or	
  not	
  nops	
  actually	
  ends	
  up	
  being	
  executed	
  by	
  semng	
  a	
  breakpoint	
  on	
  it.	
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Basic	
  vuln	
  lab	
  wrapup	
  4	
  

If	
  DEP	
  was	
  enabled	
  on	
  this	
  computer,	
  basic_vuln_nops_payload	
  would	
  not	
  have	
  worked	
  
But	
  basic_vuln_prize_payload	
  would	
  have.	
  That’s	
  because	
  the	
  nops	
  is	
  stored	
  in	
  a	
  	
  
Non-­‐executable	
  region	
  of	
  the	
  processes	
  memory.	
  Obviously	
  the	
  prize	
  func)on	
  has	
  to	
  be	
  	
  
Stored	
  in	
  an	
  executable	
  region	
  of	
  the	
  process	
  since	
  it	
  is	
  a	
  func)on.	
  More	
  on	
  this	
  later…	
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The	
  rabbit	
  hole	
  

•  This	
  lab	
  should	
  have	
  served	
  as	
  a	
  gentle	
  review	
  of	
  
very	
  basic	
  exploit	
  concepts	
  and	
  given	
  you	
  the	
  
opportunity	
  to	
  become	
  familiar	
  with	
  our	
  tools	
  and	
  
environment.	
  

•  Our	
  goal	
  in	
  exploit	
  development	
  is	
  always	
  
arbitrary	
  code	
  execu)on,	
  so	
  its	
  )me	
  to	
  talk	
  about	
  
Windows	
  shellcode	
  development.	
  

•  Windows	
  shellcode	
  is	
  brutally	
  complicated	
  
compared	
  to	
  Linux	
  shellcode,	
  so	
  prepare	
  for	
  
baDle.	
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Linux	
  vs	
  Windows	
  Shellcode	
  

The	
  top	
  image	
  is	
  an	
  example	
  of	
  Linux	
  hello	
  world	
  style	
  shellcode,	
  the	
  lower	
  image	
  is	
  
an	
  equivalent	
  example	
  in	
  Win32.	
  Ouch.	
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Why?	
  
•  In	
  Linux	
  we	
  use	
  the	
  handy	
  int	
  0x80	
  interface	
  
which	
  allows	
  us	
  to	
  directly	
  access	
  system	
  calls.	
  

•  Windows	
  has	
  something	
  similar	
  with	
  int	
  0x2e,	
  
but	
  it	
  is	
  not	
  used	
  by	
  reliable	
  shellcode.	
  

•  The	
  Linux	
  int	
  0x80	
  interface	
  is	
  set	
  in	
  stone	
  and	
  
will	
  not	
  change.	
  The	
  Windows	
  int	
  0x2e	
  
interface	
  changes	
  from	
  version	
  to	
  version,	
  so	
  
can’t	
  be	
  used	
  reliably	
  in	
  shellcode.	
  

•  Also,	
  the	
  0x2e	
  interface	
  lacks	
  useful	
  shellcode	
  
func)onality	
  like	
  network	
  socket	
  crea)on	
  
code	
  that	
  is	
  present	
  in	
  the	
  Linux	
  0x2e.	
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The	
  Way	
  
•  Instead	
  of	
  using	
  a	
  system	
  call	
  interface,	
  in	
  Windows	
  we	
  
will	
  traverse	
  a	
  complicated	
  and	
  mul)layered	
  system	
  of	
  
data	
  structures	
  to	
  find	
  important	
  system	
  DLLs	
  loaded	
  
into	
  the	
  vic)m	
  process	
  address	
  space.	
  

•  Once	
  we	
  have	
  located	
  the	
  system	
  DLLs,	
  we	
  will	
  parse	
  
their	
  complicated	
  and	
  layered	
  data	
  structures	
  to	
  locate	
  
two	
  important	
  func)ons	
  that	
  allow	
  us	
  to	
  load	
  arbitrary	
  
DLLs	
  into	
  the	
  vic)m	
  process	
  address	
  space,	
  then	
  locate	
  
and	
  call	
  the	
  func)ons	
  those	
  loaded	
  DLLs	
  provide.	
  

•  We	
  will	
  use	
  the	
  func)ons	
  contained	
  in	
  the	
  DLLs	
  we	
  
choose	
  to	
  load	
  to	
  accomplish	
  arbitrary	
  func)onality.	
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Eyes	
  on	
  the	
  prize	
  

•  It’s	
  easy	
  to	
  lose	
  sight	
  of	
  our	
  objec)ve	
  as	
  we	
  dive	
  
deep	
  into	
  the	
  Quagmire	
  that	
  is	
  the	
  win32	
  API.	
  

•  Remember,	
  our	
  first	
  goal	
  here	
  is	
  to	
  find	
  where	
  
important	
  system	
  DLLs	
  are	
  located	
  in	
  the	
  
processes	
  address	
  space.	
  	
  

•  Once	
  we	
  have	
  located	
  them,	
  we	
  can	
  use	
  their	
  
func)ons	
  for	
  shellcode	
  func)onality.	
  

•  In	
  par)cular,	
  the	
  DLL	
  we	
  are	
  looking	
  for	
  is	
  
kernel32.dll,	
  which	
  hosts	
  some	
  important	
  
func)ons	
  that	
  we	
  will	
  make	
  use	
  of.	
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Repe))on	
  

•  We	
  are	
  looking	
  for	
  kernel32.dll’s	
  loca)on	
  in	
  
the	
  vic)m	
  process	
  address	
  space.	
  

•  We	
  are	
  looking	
  for	
  kernel32.dll’s	
  loca)on	
  in	
  
the	
  vic)m	
  process	
  address	
  space.	
  

•  We	
  are	
  looking	
  for	
  kernel32.dll’s	
  loca)on	
  in	
  
the	
  vic)m	
  process	
  address	
  space.	
  

•  We	
  are	
  looking	
  for	
  kernel32.dll’s	
  loca)on	
  in	
  
the	
  vic)m	
  process	
  address	
  space.	
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Thread	
  Execu)on	
  Block	
  (TEB)	
  
•  In	
  Windows,	
  a	
  process	
  is	
  composed	
  of	
  threads.	
  
•  It’s	
  the	
  threads	
  that	
  are	
  “execu)ng,”	
  	
  not	
  the	
  
process.	
  

•  At	
  logical	
  address	
  fs:0	
  Windows	
  stores	
  the	
  Thread	
  
Execu)on	
  Block	
  (TEB)	
  for	
  the	
  currently	
  execu)ng	
  
thread.	
  (We	
  all	
  remember	
  how	
  segmenta)on	
  
works	
  right…?)	
  

•  The	
  TEB	
  stores	
  all	
  sorts	
  of	
  interes)ng	
  data	
  about	
  
the	
  currently	
  execu)ng	
  thread.	
  	
  

•  The	
  TEB	
  is	
  the	
  entrance	
  to	
  the	
  complicated	
  maze	
  
of	
  data	
  structures	
  we	
  will	
  navigate.	
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TEB	
  2	
  

•  The	
  TEB	
  contains	
  all	
  sorts	
  of	
  interes)ng	
  data	
  in	
  it.	
  	
  
•  However,	
  we	
  are	
  really	
  only	
  interested	
  in	
  the	
  pointer	
  it	
  

contains	
  to	
  the	
  Process	
  Execu)on	
  Block	
  (PEB).	
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PEB	
  

•  The	
  Process	
  Execu)on	
  Block	
  contains	
  meta	
  informa)on	
  about	
  a	
  process.	
  
•  It	
  contains	
  a	
  variety	
  of	
  useful	
  data	
  from	
  an	
  aDacker’s	
  perspec)ve.	
  
•  Right	
  now	
  we	
  are	
  interested	
  in	
  the	
  “Ldr”	
  member	
  of	
  the	
  peb,	
  which	
  

contains	
  informa)on	
  about	
  the	
  DLLs	
  loaded	
  into	
  the	
  processes	
  address	
  
space.	
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PEB_LDR_DATA	
  

•  PEB_LDR_DATA	
  stores	
  the	
  heads	
  of	
  a	
  few	
  linked	
  lists	
  that	
  
enumerate	
  the	
  DLLs	
  currently	
  loaded	
  into	
  the	
  process.	
  

•  As	
  expected,	
  InLoadOrderModule	
  list	
  gives	
  a	
  linked	
  list	
  of	
  
the	
  DLLs	
  used	
  by	
  the	
  process,	
  ordered	
  by	
  the	
  order	
  in	
  which	
  
they	
  were	
  loaded	
  by	
  the	
  process.	
  

•  We	
  are	
  interested	
  in	
  the	
  InIni)aliza)onOrderModuleList	
  
because	
  it	
  lists	
  the	
  process	
  DLLs	
  in	
  an	
  order	
  where	
  the	
  
system	
  DLL	
  we	
  are	
  looking	
  for,	
  “kernel32.dll”	
  is	
  always	
  the	
  
second	
  DLL	
  in	
  the	
  list.	
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The	
  unknown	
  
•  Unfortunately	
  once	
  we	
  hit	
  the	
  
InIni)aliza)onOrderModuleList	
  we	
  have	
  fallen	
  
off	
  of	
  the	
  edge	
  of	
  the	
  map	
  as	
  far	
  as	
  Windows	
  is	
  
concerned.	
  

•  The	
  structure	
  it	
  is	
  poin)ng	
  too	
  is	
  mostly	
  
undocumented	
  (or	
  not	
  documented	
  
accurately)	
  and	
  WinDBG	
  won’t	
  help	
  us	
  parse	
  it	
  
because	
  there	
  are	
  no	
  publicly	
  available	
  
debugging	
  symbols	
  for	
  it.	
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Manual	
  Inspec)on	
  

•  First	
  we	
  manually	
  dump	
  the	
  bytes	
  associated	
  with	
  the	
  
unknown	
  structure.	
  

•  When	
  reverse	
  engineering	
  Windows	
  structures,	
  you	
  can	
  
o,en	
  make	
  inferences	
  about	
  the	
  data	
  based	
  on	
  the	
  
values.	
  For	
  instance	
  0x7c900000	
  looks	
  like	
  a	
  base	
  address	
  
of	
  something	
  because	
  of	
  its	
  alignment.	
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SpoDy	
  Documenta)on	
  

•  Some	
  developers/reverse	
  engineering	
  websites	
  contain	
  
documenta)on	
  of	
  the	
  reverse	
  engineered	
  structures.	
  

•  However,	
  they	
  are	
  not	
  always	
  100%	
  reliable.	
  The	
  above	
  
documenta)on	
  gives	
  us	
  an	
  idea	
  of	
  what	
  we	
  are	
  looking	
  at,	
  
but	
  doesn’t	
  completely	
  match	
  up	
  with	
  what	
  we	
  are	
  seeing	
  
in	
  the	
  debugger.	
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Mini	
  Lab	
  

•  Spend	
  some	
  )me	
  using	
  WinDbg	
  to	
  try	
  to	
  reverse	
  engineer	
  
the	
  contents	
  of	
  this	
  structure.	
  

•  Determine	
  which	
  look	
  like	
  pointers,	
  and	
  which	
  look	
  like	
  
data	
  values.	
  Inspect	
  further	
  anything	
  that	
  looks	
  like	
  a	
  
pointer.	
  

•  Use	
  the	
  previous	
  page	
  as	
  a	
  guide	
  for	
  what	
  you	
  should	
  
“expect”	
  to	
  be	
  seeing.	
  

•  Reversing	
  obscure	
  data	
  structures	
  is	
  a	
  fundamental	
  part	
  of	
  
the	
  Windows	
  exploita)on	
  experience,	
  so	
  use	
  this	
  as	
  an	
  
opportunity	
  to	
  familiarize	
  yourself	
  with	
  the	
  process.	
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Mini	
  Lab	
  Wrap	
  Up	
  

•  What	
  inferences	
  did	
  you	
  make	
  about	
  the	
  data	
  
structure?	
  What	
  does	
  each	
  value	
  represent?	
  

•  What	
  methodology	
  and	
  WinDbg	
  commands	
  
did	
  you	
  use	
  to	
  help	
  you	
  figure	
  out	
  the	
  
structure?	
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My	
  solu)on	
  

•  First	
  I	
  no)ce	
  that	
  242020	
  is	
  similar	
  to	
  the	
  address	
  of	
  the	
  
structure	
  I	
  am	
  currently	
  looking	
  at	
  (241f58),	
  so	
  they	
  are	
  
close	
  in	
  locality	
  and	
  242020	
  is	
  probably	
  also	
  a	
  pointer.	
  

•  A,er	
  inspec)ng	
  that	
  address,	
  I	
  see	
  it	
  contains	
  similar	
  
looking	
  data	
  to	
  the	
  original	
  data	
  structure	
  at	
  241f58.	
  From	
  
this	
  I	
  deduce	
  242020	
  is	
  a	
  pointer	
  to	
  another	
  data	
  structure	
  
of	
  the	
  type	
  we	
  are	
  inspec)ng.	
  

•  Because	
  I	
  know	
  I	
  am	
  dealing	
  with	
  a	
  linked	
  list	
  structure,	
  I	
  
know	
  this	
  is	
  probably	
  either	
  the	
  forwards	
  or	
  backwards	
  
pointer.	
  

•  Further	
  inference	
  leads	
  me	
  to	
  believe	
  that	
  241ebc	
  is	
  also	
  a	
  
similar	
  linked	
  list	
  pointer.	
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My	
  solu)on	
  2	
  

•  I	
  originally	
  guessed	
  that	
  7c900000	
  was	
  a	
  base	
  
address	
  because	
  of	
  its	
  alignment.	
  Inspec)ng	
  it	
  
reveals	
  it	
  to	
  point	
  to	
  the	
  start	
  of	
  a	
  win32	
  PE	
  
executable,	
  so	
  our	
  assump)on	
  is	
  confirmed.	
  

•  All	
  Win32	
  PE	
  executable	
  start	
  with	
  the	
  bytes	
  
‘MZ’.	
  To	
  help	
  you	
  remember,	
  MZ	
  are	
  the	
  ini)als	
  
of	
  the	
  inventor	
  of	
  the	
  format:	
  Mark	
  Zbikowski.	
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My	
  solu)on	
  3	
  

•  Since	
  I	
  know	
  7c900000	
  is	
  the	
  base	
  address	
  for	
  the	
  module	
  that	
  is	
  
currently	
  being	
  described,	
  I	
  see	
  that	
  7c9120f8	
  is	
  poin)ng	
  into	
  that	
  
module	
  and	
  take	
  a	
  wild	
  stab	
  in	
  the	
  dark	
  that	
  it	
  might	
  be	
  the	
  ‘entry	
  
point’	
  into	
  that	
  module.	
  

•  Inspec)on	
  with	
  WinDbg	
  shows	
  the	
  tell	
  tale	
  signs	
  of	
  a	
  func)on	
  
prologue.	
  Right	
  again!	
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My	
  solu)on	
  4	
  

•  I	
  con)nue	
  this	
  process	
  un)l	
  I	
  discover	
  where	
  the	
  
module’s	
  unicode	
  name	
  is	
  located.	
  	
  

•  At	
  this	
  point	
  we’ve	
  located	
  in	
  the	
  data	
  structure	
  
where	
  the	
  module	
  name	
  is,	
  it’s	
  base	
  address,	
  
entry	
  point,	
  and	
  pointers	
  to	
  the	
  next	
  data	
  
structures	
  in	
  the	
  linked	
  list.	
  For	
  now,	
  this	
  is	
  really	
  
all	
  we	
  care	
  about.	
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Down	
  the	
  rabbit	
  hole	
  

•  Let’s	
  use	
  our	
  new	
  found	
  understanding	
  of	
  this	
  
data	
  structure	
  to	
  traverse	
  its	
  encapsulated	
  
linked	
  list.	
  

•  We	
  are	
  looking	
  for	
  “kernel32.dll”	
  which	
  
contains	
  the	
  func)ons	
  we	
  need	
  to	
  call	
  in	
  our	
  
shellcode.	
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•  It	
  turns	
  out	
  the	
  very	
  next	
  entry	
  in	
  the	
  linked	
  list	
  
describes	
  the	
  kernel32.dll	
  module	
  we	
  are	
  looking	
  
for.	
  

•  This	
  isn’t	
  a	
  coincidence,	
  kernel32.dll	
  will	
  always	
  
be	
  the	
  2nd	
  entry	
  in	
  the	
  
InIni)aliza)onOrderModuleList	
  linked	
  list.	
  

•  Thus	
  we	
  have	
  a	
  reliable	
  method	
  to	
  locate	
  
kernel32.dll	
  and	
  its	
  base	
  address.	
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Next	
  Step	
  

•  We	
  have	
  spent	
  a	
  lot	
  of	
  effort	
  trying	
  to	
  find	
  
kernel32.dll,	
  the	
  reason	
  is	
  because	
  
kernel32.dll	
  contains	
  two	
  very	
  useful	
  func)ons	
  
that	
  will	
  empower	
  us	
  to	
  do	
  whatever	
  we	
  want	
  
in	
  shellcode.	
  

•  These	
  func)ons	
  are	
  LoadLibrary	
  and	
  
GetProcAddress.	
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LoadLibrary	
  

•  LoadLibrary	
  allows	
  us	
  to	
  load	
  arbitrary	
  DLLs	
  into	
  the	
  vic)m	
  
address	
  space.	
  	
  

•  It	
  also	
  automa)cally	
  tells	
  us	
  the	
  base	
  address	
  of	
  the	
  loaded	
  
module,	
  thus	
  once	
  we	
  have	
  access	
  to	
  it	
  we	
  no	
  longer	
  have	
  to	
  
jump	
  through	
  all	
  the	
  hoops	
  previously	
  described.	
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GetProcAddress	
  

•  GetProcAddress	
  tells	
  us	
  the	
  address	
  of	
  any	
  func)on	
  in	
  a	
  
DLL	
  we	
  previously	
  loaded	
  with	
  LoadLibrary.	
  

•  Unfortunately,	
  we	
  can’t	
  use	
  GetProcAddress	
  to	
  find	
  
GetProcAddress	
  in	
  kernel32.dll…	
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•  So	
  LoadLibrary	
  and	
  GetProcAddress	
  will	
  allow	
  us	
  
to	
  load	
  any	
  DLL	
  we	
  want	
  into	
  the	
  process	
  we	
  are	
  
exploi)ng,	
  and	
  then	
  find	
  out	
  the	
  loca)on	
  of	
  the	
  
DLLs	
  func)ons	
  so	
  we	
  can	
  use	
  their	
  exported	
  
func)onality.	
  But	
  we	
  can’t	
  call	
  GetProcAddress
(“LoadLibrary”)	
  or	
  GetProcAddress
(“GetProcAddress”)	
  because	
  we	
  don’t	
  yet	
  know	
  
the	
  address	
  of	
  either	
  func)on	
  in	
  kernel32.dll!	
  

•  Once	
  again	
  we	
  will	
  traverse	
  a	
  complicated	
  and	
  
nested	
  sequence	
  of	
  data	
  structures	
  embedded	
  in	
  
kernel32.dll	
  so	
  we	
  can	
  find	
  the	
  loca)on	
  of	
  the	
  
two	
  func)ons	
  we	
  need.	
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•  By	
  now	
  we	
  know	
  the	
  address	
  of	
  kernel32.dll	
  in	
  the	
  
vic)m	
  processes	
  address	
  space.	
  

•  The	
  kernel32.dll	
  that	
  appears	
  in	
  memory	
  at	
  the	
  base	
  
address	
  we	
  discovered	
  will	
  closely	
  resemble	
  what	
  is	
  on	
  
disk.	
  	
  

•  Mostly	
  important,	
  the	
  binary	
  headers	
  that	
  contain	
  meta	
  
informa)on	
  about	
  the	
  executable	
  and	
  allow	
  the	
  loader	
  
to	
  run	
  the	
  executable,	
  end	
  up	
  in	
  the	
  memory	
  as	
  well.	
  

•  We	
  will	
  use	
  the	
  informa)on	
  in	
  these	
  headers	
  to	
  locate	
  
the	
  address	
  of	
  GetProcAddress	
  and	
  LoadLibrary	
  in	
  
kernel32.dll.	
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Repe))on++	
  

•  We	
  are	
  trying	
  to	
  locate	
  GetProcAddress	
  and	
  
LoadLibrary	
  in	
  kernel32.dll.	
  

•  We	
  are	
  trying	
  to	
  locate	
  GetProcAddress	
  and	
  
LoadLibrary	
  in	
  kernel32.dll.	
  

•  We	
  are	
  trying	
  to	
  locate	
  GetProcAddress	
  and	
  
LoadLibrary	
  in	
  kernel32.dll.	
  

•  We	
  are	
  trying	
  to	
  locate	
  GetProcAddress	
  and	
  
LoadLibrary	
  in	
  kernel32.dll.	
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Export	
  Address	
  Table	
  

•  DLL’s	
  like	
  kernel32.dll	
  main	
  purpose	
  is	
  to	
  provide	
  
func)ons	
  for	
  other	
  processes	
  to	
  use.	
  

•  To	
  meet	
  this	
  purpose,	
  DLLs	
  have	
  a	
  data	
  structure	
  known	
  
as	
  the	
  Export	
  Address	
  Table	
  that	
  adver)ses	
  the	
  loca)ons	
  
of	
  the	
  func)ons	
  the	
  DLL	
  provides.	
  

•  	
  Once	
  we	
  find	
  the	
  EAT	
  we	
  can	
  use	
  it	
  to	
  look	
  up	
  
GetProcAddress	
  and	
  LoadLibrary.	
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But…	
  

•  It’s	
  not	
  quite	
  that	
  easy.	
  	
  
•  There	
  are	
  actually	
  several	
  data	
  structures	
  
associated	
  with	
  the	
  Export	
  Address	
  Table.	
  A	
  table	
  
of	
  the	
  func)on	
  names,	
  a	
  table	
  of	
  the	
  func)on	
  
ordinals,	
  and	
  a	
  table	
  of	
  the	
  func)ons	
  rela)ve	
  
virtual	
  addresses	
  (RVAs)	
  inside	
  the	
  DLL.	
  	
  

•  And….	
  The	
  EAT	
  isn’t	
  immediately	
  accessible,	
  we	
  
first	
  have	
  to	
  drill	
  down	
  on	
  some	
  of	
  those	
  headers	
  
located	
  at	
  the	
  start	
  of	
  the	
  executable	
  in	
  order	
  to	
  
discover	
  the	
  EAT’s	
  loca)on.	
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•  Located	
  at	
  the	
  top	
  of	
  the	
  executable	
  file	
  (and	
  the	
  base	
  
address	
  of	
  the	
  DLL	
  in	
  memory)	
  is	
  the	
  IMAGE_DOS_HEADER.	
  

•  This	
  contains	
  a	
  bunch	
  of	
  uninteres)ng	
  stuff,	
  the	
  only	
  thing	
  
useful	
  to	
  us	
  is	
  the	
  offset	
  to	
  the	
  NT_HEADER	
  which	
  contains	
  
all	
  the	
  useful	
  data.	
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•  The	
  NT	
  Headers	
  area	
  contains	
  3	
  individual	
  headers/sets	
  of	
  data.	
  
•  The	
  Signature	
  which	
  is	
  just	
  the	
  bytes	
  ‘PE’	
  for	
  Portable	
  

Executable.	
  
•  The	
  IMAGE_FILE_HEADER	
  which	
  contains	
  some	
  moderately	
  

interes)ng	
  data	
  like	
  the	
  )mestamp	
  on	
  the	
  file,	
  the	
  type	
  of	
  
executable	
  it	
  is	
  (DLL,	
  EXE,	
  SYS,	
  etc…)	
  and	
  so	
  on	
  

•  The	
  IMAGE_OPTIONAL_HEADER	
  which	
  contains	
  informa)on	
  
about	
  all	
  of	
  the	
  stuff	
  the	
  aDacker	
  really	
  cares	
  about.	
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•  Inside	
  the	
  IMAGE_OPTIONAL_HEADER	
  we	
  find	
  
the	
  RVA	
  to	
  the	
  EAT.	
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•  The	
  RVA	
  for	
  the	
  EAT	
  we	
  just	
  received	
  leads	
  us	
  to	
  this	
  
data	
  structure.	
  

•  The	
  names	
  table	
  contains	
  an	
  array	
  of	
  pointers	
  to	
  
ASCII	
  strings	
  of	
  the	
  exported	
  func)on	
  names.	
  

•  The	
  address	
  table	
  contains	
  an	
  array	
  of	
  pointers	
  to	
  the	
  
actual	
  func)ons	
  that	
  the	
  DLL	
  exports.	
  

•  The	
  ordinal	
  table	
  kind	
  of	
  links	
  the	
  names	
  table	
  and	
  
the	
  address	
  table.	
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Using	
  the	
  EAT	
  
•  The	
  locate	
  a	
  func)on	
  named	
  “func)on”	
  using	
  the	
  EAT	
  we	
  do	
  

the	
  following.	
  
•  First,	
  iterate	
  through	
  the	
  names	
  table	
  comparing	
  each	
  one	
  

of	
  the	
  strings	
  referenced	
  in	
  the	
  table	
  to	
  “func)on.”	
  Let’s	
  say	
  
that	
  the	
  x’th	
  entry	
  in	
  the	
  names	
  table	
  is	
  “func)on”,	
  in	
  other	
  
words	
  namesTable[x]	
  ==	
  “func)on.”	
  

•  Then	
  we	
  get	
  func)on’s	
  ordinal	
  in	
  the	
  x’th	
  entry	
  of	
  the	
  
ordinal	
  table.	
  So	
  func)onOrdinal	
  =	
  ordinalTable[x].	
  

•  Now	
  we	
  can	
  retrieve	
  func)on’s	
  RVA	
  inside	
  the	
  DLL	
  by	
  
looking	
  at	
  the	
  x’th	
  entry	
  of	
  the	
  addressTable.	
  func)onRVA	
  =	
  
addressTable[func)onOrdinal].	
  

•  	
  Finally,	
  we	
  can	
  calculate	
  where	
  “func)on”	
  actually	
  exists	
  in	
  
a	
  processes	
  address	
  space	
  by	
  adding	
  func)onRVA	
  to	
  the	
  
base	
  address	
  of	
  kernel32.dll	
  in	
  the	
  vic)m	
  process.	
  

	
  	
  	
  	
  	
  func)onAddress	
  =	
  func)onRVA	
  +	
  DLL	
  base	
  address	
  
This	
  allows	
  us	
  to	
  call	
  func)onAddress!!!	
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Tes)ng	
  your	
  understanding	
  

•  If	
  you	
  really	
  understand	
  the	
  process	
  I	
  just	
  
described,	
  you	
  should	
  be	
  able	
  to	
  use	
  WinDbg	
  
to	
  find	
  the	
  address	
  of	
  “AddAtomA”	
  in	
  
basic_vuln’s	
  address	
  space.	
  

•  AddAtomA	
  is	
  a	
  func)on	
  exported	
  by	
  
kernel32.dll.	
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•  First	
  start	
  by	
  using	
  WinDbg	
  to	
  look	
  at	
  the	
  bytes	
  
at	
  the	
  kernel32.dll	
  base	
  address.	
  

•  Then	
  open	
  up	
  kernel32.dll	
  in	
  PEView	
  and	
  use	
  it	
  
to	
  help	
  you	
  interpret	
  the	
  bytes	
  you	
  are	
  looking	
  
at,	
  and	
  the	
  datastructures	
  they	
  represent.	
  

A	
  liDle	
  help	
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Room	
  for	
  improvement	
  

•  When	
  searching	
  through	
  the	
  EAT	
  name’s	
  
table,	
  comparing	
  each	
  string	
  to	
  
“GetProcAddress”	
  or	
  “LoadLibrary”	
  is	
  costly	
  
from	
  an	
  instruc)on	
  count	
  stand	
  point,	
  and	
  
from	
  a	
  shellcode	
  size	
  stand	
  point	
  because	
  it	
  
requires	
  that	
  we	
  hardcode	
  the	
  
“GetProcAddrss”	
  and	
  “LoadLibrary”	
  strings	
  
somewhere	
  in	
  our	
  shellcode.	
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Waste	
  not,	
  want	
  not	
  
•  Instead	
  of	
  comparing	
  string	
  values,	
  common	
  
prac)ce	
  is	
  to	
  hash	
  each	
  string	
  in	
  the	
  EAT	
  names	
  
table	
  with	
  a	
  simple	
  32bit	
  hash	
  producing	
  func)on	
  
and	
  compare	
  it	
  to	
  precalculated	
  hashes	
  for	
  
“LoadLibrary”	
  and	
  “GetProcAddress.”	
  

•  This	
  is	
  simple	
  to	
  implement,	
  and	
  allows	
  us	
  to	
  
store	
  hardcoded	
  32bit	
  hashes	
  instead	
  of	
  
wastefully	
  storing	
  the	
  en)re	
  ascii	
  strings	
  for	
  
“LoadLibrary”	
  and	
  “GetProcAddress.”	
  	
  

•  Comparing	
  32bit	
  values	
  on	
  the	
  x86	
  architecture	
  is	
  
very	
  simple	
  and	
  fast.	
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Hash	
  func)on	
  

•  For	
  each	
  character	
  c	
  in	
  string:	
  h=((h<<5)|
(h>>27))+c	
  	
  

•  This	
  simple	
  hash	
  func)on	
  is	
  fairly	
  ubiquitous	
  
among	
  win32	
  shellcode.	
  

•  It	
  produces	
  hash	
  values	
  for	
  GetProcAddress	
  
and	
  LoadLibraryA	
  that	
  equal	
  0x7c0dfcaa	
  and	
  
0xec0e4e8e	
  respec)vely.	
  	
  

*Hash	
  func)on	
  taken	
  from:	
  
hDp://www.hick.org/code/skape/papers/win32-­‐shellcode.pdf	
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Round	
  up	
  
•  The	
  win32	
  shellcode	
  process	
  we	
  have	
  covered	
  can	
  be	
  

summarized	
  as	
  follows:	
  
1)  First	
  locate	
  kernel32.dll’s	
  base	
  address	
  by	
  walking	
  from	
  the	
  

TEB	
  to	
  the	
  PEB	
  to	
  the	
  loaded	
  modules	
  linked	
  list.	
  
Kernel32.dll	
  is	
  always	
  the	
  second	
  member	
  of	
  this	
  linked	
  list.	
  

2)  Locate	
  kernel32.dll’s	
  EAT	
  by	
  walking	
  through	
  the	
  executable	
  
headers	
  located	
  at	
  kernel32.dll’s	
  base	
  address.	
  Then	
  use	
  the	
  
EAT’s	
  names	
  table,	
  ordinal	
  table,	
  and	
  address	
  table	
  to	
  locate	
  
the	
  addresses	
  of	
  GetProcAddress	
  and	
  LoadLibrary.	
  

3)  Use	
  LoadLibrary	
  to	
  load	
  arbitrary	
  DLL’s	
  into	
  the	
  vic)m	
  
processes	
  address	
  space.	
  

4)  Use	
  GetProcAddress	
  to	
  locate	
  the	
  address	
  of	
  func)ons	
  that	
  
those	
  DLLs	
  provide	
  us.	
  

5)  Use	
  LoadLibrary	
  in	
  conjunc)on	
  with	
  GetProcAddress	
  to	
  load	
  
and	
  resolve	
  func)ons	
  to	
  perform	
  arbitrary	
  func)onality.	
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Hello	
  World	
  shellcode	
  example	
  

•  Tip:	
  you	
  can	
  embed	
  your	
  shellcode	
  into	
  a	
  standard	
  C	
  file	
  using	
  inline	
  assembly	
  as	
  shown	
  
here.	
  This	
  can	
  o,en	
  make	
  dumping/using	
  your	
  shellcode	
  bytes	
  to	
  create	
  a	
  payload	
  easier.	
  

•  Also	
  no)ce	
  the	
  call	
  to	
  VirtualProtectEx.	
  I	
  am	
  semng	
  the	
  program’s	
  code	
  sec)on	
  to	
  writeable	
  
(which	
  it	
  normally	
  isn’t),	
  that	
  way	
  the	
  shellcode	
  won’t	
  crash	
  when	
  it	
  modifies	
  itself	
  in	
  this	
  
testbed.	
  

•  When	
  your	
  exploit/shellcode	
  is	
  actually	
  running	
  a,er	
  a	
  successful	
  exploit	
  has	
  taken	
  place,	
  
this	
  won’t	
  be	
  necessary	
  because	
  your	
  shellcode	
  will	
  probably	
  be	
  running	
  in	
  a	
  data	
  region	
  
such	
  as	
  the	
  stack	
  which	
  is	
  already	
  marked	
  as	
  writeable.	
  	
   66	
  



Shellcode	
  example	
  con)nued	
  

•  No)ce	
  how	
  embedding	
  the	
  shellcode	
  in	
  the	
  C	
  file	
  
allows	
  us	
  to	
  easily	
  parse	
  out	
  the	
  relevant	
  bytes,	
  and	
  
how	
  big	
  the	
  shellcode	
  is.	
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More	
  )ps	
  

•  You	
  can	
  compile	
  your	
  C	
  programs,	
  like	
  the	
  example	
  
shellcode	
  with	
  the	
  cl	
  compiler.	
  Cl	
  is	
  actually	
  what	
  visual	
  
studio	
  is	
  using	
  on	
  the	
  back	
  end.	
  This	
  op)on	
  is	
  o,en	
  
convenient	
  for	
  smaller	
  programs	
  (like	
  exploits)	
  so	
  you	
  
don’t	
  have	
  to	
  deal	
  with	
  all	
  the	
  bloat	
  associated	
  with	
  
visual	
  studio.	
  

•  The	
  /Zi	
  flag	
  tell’s	
  cl	
  to	
  generate	
  debugging	
  symbols,	
  this	
  
will	
  make	
  WinDbg	
  much	
  more	
  informa)ve	
  when	
  
debugging.	
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Running	
  shellcode	
  example	
  

•  For	
  a	
  protypical	
  “hello	
  world”	
  style	
  shellcode	
  
example,	
  I’ve	
  used	
  LoadLibrary	
  to	
  load	
  user32.dll	
  into	
  
the	
  process	
  address	
  space,	
  then	
  GetProcAddress	
  to	
  
find	
  the	
  address	
  of	
  the	
  MessageBox	
  func)on.	
  	
  

•  The	
  MessageBox	
  func)on	
  is	
  what’s	
  responsible	
  for	
  
the	
  lovely	
  message	
  you	
  are	
  now	
  viewing.	
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Running	
  shellcode	
  con)nued	
  

•  The	
  C	
  program	
  that	
  contains	
  the	
  shellcode	
  also	
  
prints	
  out	
  the	
  shellcode	
  bytes	
  once	
  the	
  shellcode	
  
has	
  run	
  its	
  course.	
  

•  No)ce	
  all	
  the	
  bad	
  bytes,	
  like	
  null	
  and	
  newline,	
  in	
  
the	
  shellcode	
  payload.	
  We	
  aren’t	
  going	
  to	
  worry	
  
about	
  them.	
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•  Gemng	
  rid	
  of	
  the	
  bad	
  bytes	
  is	
  just	
  an	
  exercise	
  in	
  
assembly	
  manipula)ons,	
  you	
  should	
  all	
  know	
  how	
  to	
  
this	
  this	
  already.	
  

•  Overflows	
  that	
  occur	
  in	
  binary	
  data	
  structures	
  (as	
  
opposed	
  to	
  ascii	
  strings)	
  can	
  have	
  bad	
  bytes	
  in	
  them.	
  
For	
  instance,	
  an	
  overflow	
  in	
  a	
  client	
  side	
  applica)on	
  
will	
  o,en	
  be	
  overflowing	
  a	
  binary	
  data	
  structure	
  like	
  
the	
  structure	
  associated	
  with	
  an	
  icon	
  bitmap,	
  
embedded	
  executable,	
  or	
  something	
  of	
  that	
  sort.	
  

•  Basically	
  I	
  am	
  making	
  things	
  easier	
  on	
  you	
  because	
  I	
  
am	
  a	
  nice	
  guy,	
  but	
  the	
  scenario	
  is	
  s)ll	
  realis)c.	
  

71	
  



Other	
  shellcode	
  op)ons	
  

•  A	
  more	
  useful	
  shellcode	
  I’ve	
  included	
  is	
  one	
  that	
  
binds	
  a	
  cmd.exe	
  shell	
  to	
  port	
  8721.	
  This	
  allows	
  an	
  
aDacker	
  to	
  connect	
  to	
  the	
  exploited	
  machine	
  and	
  
accomplish	
  whatever	
  he	
  pleases.	
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Real	
  world	
  shellcode	
  
•  Cmd.exe	
  port	
  binding	
  shellcode	
  is	
  s)ll	
  o,en	
  not	
  
very	
  useful	
  since	
  the	
  vic)m	
  machine	
  is	
  o,en	
  
behind	
  a	
  firewall,	
  so	
  you	
  wouldn’t	
  be	
  able	
  to	
  
connect	
  to	
  the	
  port	
  with	
  the	
  cmd.exe	
  shell	
  on	
  it.	
  

•  Instead,	
  the	
  aDacker	
  can	
  develop	
  shellcode	
  that	
  
causes	
  the	
  vic)m	
  machine	
  to	
  connect	
  to	
  a	
  
hardcoded	
  server	
  address/port	
  and	
  receive	
  
commands	
  to	
  execute	
  from	
  the	
  server.	
  

•  Another	
  commonly	
  used	
  op)on	
  is	
  to	
  have	
  the	
  
shellcode	
  download	
  and	
  execute	
  a	
  binary	
  stored	
  
at	
  a	
  hardcoded	
  hDp	
  loca)on.	
  The	
  binary	
  that	
  is	
  
downloaded/executed	
  is	
  typically	
  a	
  rootkit	
  or	
  
something	
  of	
  that	
  nature.	
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Easy	
  shellcode	
  genera)on	
  

•  metasploit	
  is	
  very	
  handy	
  for	
  is	
  genera)ng	
  
shellcode	
  that	
  fits	
  your	
  criteria.	
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Mystery	
  Vuln	
  Lab	
  

•  Mystery.exe	
  contains	
  a	
  vulnerability	
  similar	
  to	
  
the	
  basic_vuln.exe	
  we	
  first	
  looked	
  at.	
  

•  However,	
  the	
  func)onality	
  is	
  slightly	
  different	
  
and	
  this	
  )me	
  you	
  don’t	
  have	
  source	
  code.	
  

•  You’ll	
  have	
  to	
  use	
  your	
  trusty	
  debugger	
  to	
  
iden)fy	
  the	
  vulnerability,	
  trigger	
  it,	
  and	
  use	
  the	
  
shellcode	
  from	
  the	
  previous	
  slide	
  to	
  spawn	
  
calc.exe.	
  

•  Hint:	
  start	
  set	
  a	
  breakpoint	
  on	
  the	
  main	
  func)on,	
  
so	
  you	
  can	
  look	
  at	
  its	
  disassembly	
  to	
  try	
  to	
  figure	
  
out	
  what’s	
  going	
  on.	
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Abusing	
  Windows	
  Features	
  

•  The	
  Windows	
  opera)ng	
  system	
  provides	
  us	
  
lots	
  of	
  useful	
  “features”	
  that	
  are	
  useful	
  from	
  
an	
  aDacker	
  stand	
  point.	
  

•  O,en	
  these	
  features	
  can	
  be	
  leveraged	
  when	
  
performing	
  an	
  exploit	
  to	
  help	
  gain	
  control	
  of	
  
EIP,	
  defeat	
  an	
  exploit	
  mi)ga)on,	
  etc…	
  

•  One	
  such	
  important	
  feature	
  is	
  Windows	
  
Structured	
  Excep)on	
  Handlers.	
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SEH	
  

•  Excep)on	
  Handlers	
  provide	
  us	
  a	
  means	
  to	
  detect	
  an	
  error	
  
condi)on	
  in	
  our	
  program,	
  and	
  try	
  to	
  correct	
  it.	
  

•  In	
  the	
  above	
  example,	
  the	
  dereferrence	
  on	
  line	
  7	
  will	
  cause	
  
an	
  excep)on	
  and	
  our	
  excep)on	
  handler	
  will	
  be	
  called.	
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•  Even	
  without	
  the	
  try/except	
  clause,	
  excep)on	
  handlers	
  are	
  
s)ll	
  in	
  place	
  and	
  excep)on	
  handling	
  is	
  s)ll	
  happening.	
  

•  There	
  is	
  always	
  at	
  least	
  one	
  excep)on	
  handler	
  installed	
  
(there	
  can	
  be	
  many)	
  courtesy	
  of	
  Windows.	
  

•  You	
  can	
  view	
  the	
  list	
  of	
  currently	
  registered	
  excep)on	
  
handlers	
  with	
  the	
  WinDBG	
  “!exchain”	
  command.	
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SEH	
  STRUCTURE	
  

•  The	
  Excep)on	
  Handlers	
  are	
  stored	
  in	
  a	
  linked	
  list.	
  
The	
  head	
  of	
  this	
  list	
  is	
  stored	
  in	
  the	
  TEB.	
  

•  Each	
  entry	
  in	
  the	
  Excep)on	
  Handler	
  linked	
  list	
  
contains	
  2	
  32	
  bit	
  pointers.	
  The	
  first	
  pointer	
  is	
  to	
  
the	
  next	
  entry	
  in	
  the	
  Excep)on	
  Handler	
  linked	
  
list.	
  The	
  second	
  pointer	
  is	
  to	
  the	
  actual	
  excep)on	
  
handler	
  code	
  to	
  be	
  called	
  in	
  the	
  event	
  of	
  an	
  
excep)on.	
  

•  0xFFFFFFFF	
  in	
  the	
  next	
  entry	
  posi)on	
  indicates	
  
the	
  end	
  of	
  the	
  linked	
  list.	
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Important	
  Points	
  

•  The	
  Excep)on	
  Handler	
  list	
  is	
  stored	
  on	
  the	
  
stack	
  in	
  a	
  posi)on	
  that	
  can	
  be	
  clobbered	
  
during	
  a	
  stack	
  overflow.	
  (In	
  other	
  words,	
  the	
  
Excep)on	
  Handler	
  list	
  is	
  “above”	
  local	
  
variables	
  in	
  memory).	
  

•  The	
  Excep)on	
  Handler	
  list	
  contains	
  func)on	
  
pointers	
  that	
  are	
  called	
  when	
  an	
  excep)on	
  
occurs.	
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•  If	
  we	
  overwrite	
  the	
  excep)on	
  handler	
  list	
  then	
  
cause	
  an	
  excep)on,	
  we	
  gain	
  control	
  of	
  EIP.	
  

•  Causing	
  an	
  excep)on	
  during	
  a	
  buffer	
  overflow	
  
is	
  straight	
  forward	
  since	
  we	
  are	
  corrup)ng	
  all	
  
kinds	
  of	
  stuff.	
  In	
  fact,	
  our	
  stack	
  overflow	
  will	
  
cause	
  an	
  excep)on	
  on	
  its	
  when	
  we	
  eventually	
  
write	
  data	
  off	
  the	
  end	
  of	
  the	
  stack	
  (if	
  we	
  can	
  
write	
  a	
  large	
  enough	
  amount	
  of	
  data).	
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Why	
  Bother?	
  
•  The	
  return	
  address	
  resides	
  in	
  between	
  the	
  buffer	
  
we	
  overflow	
  and	
  the	
  excep)on	
  handler	
  list,	
  so	
  it	
  
is	
  usually	
  corrupted	
  before	
  we	
  even	
  get	
  to	
  the	
  
excep)on	
  handler	
  list.	
  So	
  why	
  bother	
  going	
  all	
  
the	
  way	
  to	
  the	
  excep)on	
  handler	
  list?	
  

•  That’s	
  because	
  the	
  return	
  address	
  only	
  allows	
  us	
  
to	
  gain	
  control	
  of	
  EIP	
  when	
  the	
  func)on	
  returns.	
  
Thus	
  execu)on	
  has	
  to	
  con)nue	
  gracefully	
  un)l	
  
the	
  func)on	
  returns,	
  so	
  we	
  actually	
  get	
  EIP.	
  If	
  our	
  
overflow	
  causes	
  an	
  excep)on	
  before	
  the	
  return	
  
instruc)on	
  is	
  reached,	
  we	
  lose.	
  

•  Unless	
  we	
  overwrite	
  the	
  excep)on	
  handler	
  list!	
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•  Consider	
  the	
  above	
  example…	
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•  I	
  have	
  set	
  and	
  hit	
  a	
  break	
  point	
  directly	
  a,er	
  the	
  
vulnerable	
  fread	
  call.	
  

•  At	
  this	
  point	
  I	
  have	
  smashed	
  the	
  stack,	
  
overwriDen	
  the	
  return	
  address,	
  and	
  will	
  soon	
  
achieve	
  great	
  glory.	
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•  No	
  0xdeadbeef	
  for	
  me.	
  
•  On	
  my	
  way	
  to	
  glory,	
  I	
  also	
  destroyed	
  some	
  local	
  
variables,	
  including	
  the	
  file	
  pointer	
  used	
  by	
  fread.	
  

•  The	
  call	
  to	
  fclose	
  then	
  crashed	
  the	
  applica)on,	
  
and	
  my	
  corrupted	
  return	
  address	
  was	
  never	
  
used.	
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Once	
  more…	
  

•  Last	
  )me	
  I	
  only	
  wrote	
  enough	
  data	
  to	
  smash	
  
the	
  stack	
  and	
  overwrite	
  the	
  return	
  address	
  
(plus	
  a	
  liDle	
  bit	
  extra	
  because	
  I	
  was	
  too	
  lazy	
  to	
  
calculate	
  exact	
  offsets).	
  

•  This	
  )me	
  I	
  will	
  write	
  a	
  lot	
  more	
  in	
  an	
  aDempt	
  
to	
  overwrite	
  the	
  excep)on	
  handler	
  list	
  as	
  well.	
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•  Same	
  break	
  point	
  loca)on,	
  lot’s	
  more	
  deadbeefs.	
  
•  No)ce	
  the	
  excep)on	
  handler	
  linked	
  list	
  has	
  also	
  been	
  corrupted.	
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Winner!	
  

•  I	
  con)nue	
  from	
  the	
  break	
  point,	
  the	
  same	
  
excep)on	
  is	
  generated	
  during	
  the	
  fclose	
  on	
  the	
  
corrupted	
  pointer.	
  

•  But	
  this	
  )me	
  the	
  excep)on	
  handler	
  points	
  to	
  
0xdeadbeef,	
  so	
  I	
  gain	
  control	
  of	
  EIP!	
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SEH	
  Overflow	
  Lab	
  
•  Part	
  1:	
  Exploit	
  the	
  SEH	
  overflow	
  applica)on,	
  
overwrite	
  the	
  excep)on	
  handler	
  list,	
  cause	
  an	
  
excep)on,	
  and	
  cause	
  the	
  prize()	
  func)on	
  to	
  be	
  
executed.	
  

•  Part	
  2:	
  Next,	
  modify	
  your	
  payload	
  to	
  try	
  to	
  have	
  
the	
  triggered	
  excep)on	
  execute	
  some	
  shellcode	
  
on	
  the	
  stack.	
  

•  Note:	
  you	
  will	
  have	
  to	
  press	
  ‘g’	
  a	
  couple	
  )mes	
  
once	
  windbg	
  has	
  encountered	
  the	
  excep)on	
  so	
  
that	
  Windbg	
  will	
  transfer	
  handling	
  of	
  the	
  
excep)on	
  to	
  the	
  actual	
  applica)on.	
  

•  Note	
  2:	
  Part	
  2	
  will	
  be	
  frustra)ng	
  for	
  you	
  (and	
  for	
  
good	
  reason),	
  try	
  anyways.	
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Part	
  2	
  Fu)lity	
  
•  There	
  is	
  a	
  reason	
  you	
  are	
  having	
  a	
  hard	
  )me	
  
gemng	
  part	
  2	
  of	
  the	
  lab	
  to	
  work.	
  

•  Due	
  to	
  prolific	
  abuse	
  of	
  excep)on	
  handler	
  
overwrites	
  in	
  “in-­‐the-­‐wild”	
  windows	
  exploits,	
  
Microso,	
  made	
  the	
  Windows	
  Excep)on	
  Handler	
  
“smarter.”	
  	
  

•  The	
  code	
  responsible	
  for	
  parsing	
  the	
  excep)on	
  
handler	
  list	
  now	
  runs	
  some	
  heuris)cs	
  on	
  each	
  
excep)on	
  record	
  structure	
  to	
  decide	
  if	
  its	
  
acceptable	
  or	
  not.	
  	
  

•  If	
  the	
  address	
  of	
  the	
  excep)on	
  handler	
  func)on	
  
pointer	
  points	
  to	
  the	
  stack,	
  it’s	
  not	
  acceptable.	
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Return	
  2	
  libc	
  con)nued	
  
•  In	
  Exploits	
  1	
  we	
  discussed	
  returning	
  to	
  a	
  
library	
  func)on	
  instead	
  of	
  returning	
  directly	
  to	
  
our	
  shellcode,	
  in	
  that	
  case	
  it	
  was	
  because	
  we	
  
couldn’t	
  execute	
  code	
  on	
  the	
  stack.	
  

•  In	
  this	
  case	
  we	
  can	
  execute	
  code	
  on	
  the	
  stack	
  
(DEP	
  is	
  off),	
  we	
  just	
  can’t	
  use	
  the	
  excep)on	
  
handler	
  to	
  jump	
  to	
  the	
  stack	
  directly.	
  

•  Instead,	
  we	
  will	
  point	
  the	
  excep)on	
  handler	
  to	
  
something	
  not	
  on	
  the	
  stack,	
  but	
  that	
  
eventually	
  transfers	
  control	
  to	
  the	
  stack.	
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•  At	
  the	
  point	
  when	
  the	
  excep)on	
  handler	
  we	
  
specify	
  begins	
  execu)ng,	
  ESP	
  is	
  8	
  bytes	
  away	
  
from	
  the	
  next	
  excep)on	
  handler	
  pointer.	
  

92	
  



•  This	
  means	
  if	
  we	
  point	
  the	
  excep)on	
  handler	
  
func)on	
  pointer	
  at	
  a	
  piece	
  of	
  code	
  (not	
  on	
  the	
  
stack)	
  that	
  shi,s	
  the	
  ESP	
  register	
  by	
  8	
  bytes	
  
and	
  then	
  does	
  a	
  return,	
  we	
  will	
  be	
  returning	
  
into	
  the	
  4	
  bytes	
  corresponding	
  to	
  the	
  next	
  
excep)on	
  handler	
  pointer.	
  

•  I’ll	
  draw	
  a	
  diagram	
  on	
  the	
  board	
  to	
  make	
  
things	
  more	
  clear…	
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Shi,	
  the	
  stack	
  by	
  8	
  and	
  return	
  

•  In	
  order	
  to	
  point	
  ESP	
  at	
  data	
  we	
  control	
  (the	
  
next	
  excep)on	
  handler	
  pointer),	
  and	
  then	
  use	
  
that	
  data,	
  we	
  need	
  to	
  shi,	
  the	
  stack	
  pointer	
  
by	
  8	
  bytes	
  and	
  then	
  perform	
  a	
  return.	
  

•  So	
  we	
  need	
  to	
  look	
  for	
  opcodes	
  of	
  the	
  form:	
  
1)  Pop	
  reg;	
  pop	
  reg;	
  ret	
  
OR	
  
2)	
  Add	
  esp,	
  8;	
  ret	
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•  Lucky	
  for	
  us,	
  pop	
  reg;	
  pop	
  reg;	
  ret	
  is	
  a	
  common	
  
instruc)on	
  sequence	
  in	
  Windows.	
  

•  Since	
  this	
  code	
  is	
  not	
  on	
  the	
  stack,	
  the	
  excep)on	
  
handler	
  list	
  parsing	
  code	
  will	
  accept	
  it	
  as	
  a	
  valid	
  
func)on	
  pointer	
  to	
  an	
  excep)on	
  handler.	
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What	
  next?	
  	
  
•  The	
  pop-­‐pop-­‐ret	
  instruc)on	
  executed	
  when	
  
an	
  excep)on	
  occurs	
  will	
  load	
  the	
  address	
  of	
  
the	
  pointer	
  to	
  the	
  next	
  excep)on	
  handler	
  as	
  
the	
  EIP.	
  We	
  control	
  the	
  bytes	
  at	
  this	
  address,	
  
but	
  we	
  only	
  have	
  4	
  bytes	
  to	
  work	
  with	
  before	
  
we	
  overwrite	
  the	
  excep)on	
  handler	
  func)on	
  
pointer	
  to	
  pop-­‐pop-­‐ret	
  (and	
  we	
  need	
  that	
  in	
  
tact).	
  

•  What’s	
  the	
  best	
  4	
  byte	
  shellcode	
  in	
  the	
  world?	
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0xCC	
  0xCC	
  0xCC	
  0xCC	
  

•  For	
  now,	
  use	
  4	
  bytes	
  of	
  0xCC	
  as	
  your	
  shellcode,	
  
which	
  is	
  just	
  4	
  so,ware	
  break	
  points.	
  	
  

•  So	
  modify	
  your	
  SEH	
  exploi)ng	
  payload	
  to	
  
overwrite	
  the	
  excep)on	
  handler	
  func)on	
  pointer	
  
with	
  the	
  pop-­‐pop-­‐ret	
  sequence	
  we	
  found	
  
previously.	
  

•  Also,	
  overwrite	
  the	
  next_excep)on_handler	
  
pointer	
  with	
  0xCCCCCCCC.	
  	
  

•  If	
  you	
  did	
  it	
  right,	
  WinDBG	
  should	
  break	
  like	
  its	
  
hit	
  a	
  breakpoint	
  when	
  it	
  starts	
  execu)ng	
  your	
  4	
  
byte	
  shellcode.	
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•  This	
  is	
  what	
  you	
  should	
  see	
  when	
  you	
  are	
  
successfully	
  execu)ng	
  your	
  4	
  byte	
  shellcode.	
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Weaponized	
  4	
  byte	
  shellcode	
  

•  In	
  the	
  real	
  world	
  you	
  want	
  your	
  shellcode/exploit	
  
to	
  do	
  something	
  beyond	
  triggering	
  a	
  breakpoint.	
  	
  

•  The	
  4	
  byte	
  shellcode	
  you	
  should	
  actually	
  be	
  using	
  
is	
  an	
  x86	
  rela)ve	
  jump	
  instruc)on	
  to	
  somewhere	
  
that	
  contains	
  your	
  real	
  shellcode.	
  

•  The	
  canonical	
  example	
  is	
  to	
  overwrite	
  the	
  
next_excep)on_handler	
  pointer	
  with	
  a	
  jmp	
  6	
  
instruc)on,	
  and	
  then	
  place	
  your	
  shellcode	
  
directly	
  a,er	
  the	
  overwriDen	
  excep)on	
  handler	
  
func)on	
  pointer.	
  Then	
  when	
  the	
  jmp	
  6	
  is	
  
executed,	
  it	
  will	
  jmp	
  directly	
  to	
  your	
  shellcode.	
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•  Let’s	
  try	
  this	
  rela)ve	
  jump	
  trick	
  to	
  give	
  us	
  more	
  than	
  4	
  bytes	
  for	
  
shellcode.	
  

•  Your	
  excep)on	
  handler	
  should	
  look	
  similar	
  to	
  what	
  you	
  see	
  in	
  my	
  
debugger	
  above.	
  

•  Note	
  the	
  opcodes	
  for	
  rela)ve	
  jump	
  forward	
  6	
  are	
  0xeb	
  0x06.	
  I’ve	
  used	
  2	
  
NOP’s	
  to	
  pad	
  out	
  the	
  addi)onal	
  2	
  bytes	
  we	
  have	
  in	
  the	
  next	
  excep)on	
  
handler	
  pointer.	
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•  Now	
  we’ve	
  moved	
  out	
  of	
  our	
  4	
  byte	
  boundary	
  and	
  
have	
  room	
  for	
  real	
  shellcode.	
  

•  I’ll	
  leave	
  execu)ng	
  “real”	
  shellcode	
  as	
  an	
  exercise	
  
for	
  the	
  bold.	
  Note	
  there	
  are	
  more	
  unexpected	
  
challenges	
  you	
  will	
  run	
  into.	
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C++	
  Super	
  Happy	
  Fun	
  Land	
  
•  C++	
  Provides	
  lots	
  of	
  super	
  happy	
  fun	
  features,	
  
like	
  classes	
  and	
  polymorphism	
  etc.	
  

•  These	
  features	
  are	
  good	
  for	
  programmers,	
  
and	
  good	
  for	
  exploit	
  developers!	
  

•  Behind	
  the	
  scenes	
  what	
  is	
  really	
  implemen)ng	
  
all	
  these	
  features	
  is	
  liberal	
  use	
  of	
  func)on	
  
pointers.	
  

•  Thus,	
  in	
  a	
  C++	
  applica)on	
  you	
  usually	
  have	
  a	
  
lot	
  of	
  func)on	
  pointers	
  flying	
  around	
  that	
  you	
  
can	
  target	
  for	
  gaining	
  control	
  of	
  EIP.	
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•  Consider	
  the	
  following	
  class	
  hierarchy.	
  
•  No)ce	
  that	
  it	
  contains	
  virtual	
  func)ons,	
  this	
  is	
  
important.	
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•  With	
  Virtual	
  Func)ons	
  you	
  can	
  implement	
  polymorphic	
  
type	
  func)onality.	
  

•  Even	
  though	
  “ptr”	
  is	
  of	
  type	
  person,	
  it	
  correctly	
  calls	
  
the	
  Student	
  version	
  of	
  Ac)on()	
  thanks	
  to	
  
polymorphism.	
  

•  How	
  is	
  all	
  this	
  implemented	
  under	
  the	
  hood?	
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•  Whenever	
  you	
  declare	
  a	
  class	
  with	
  virtual	
  
func)ons,	
  what	
  you	
  are	
  really	
  ending	
  up	
  with	
  in	
  
memory	
  is	
  basically	
  a	
  C	
  structure	
  in	
  memory.	
  

•  This	
  structure	
  contains	
  all	
  of	
  your	
  variables	
  (like	
  
the	
  name[64]	
  buffer),	
  as	
  well	
  as	
  a	
  pointer	
  to	
  a	
  
func)on	
  pointer	
  table.	
  

•  This	
  func)on	
  pointer	
  table	
  stores	
  pointers	
  to	
  all	
  
of	
  the	
  methods	
  your	
  C++	
  class	
  implements.	
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•  Here	
  I	
  examine	
  the	
  func)on	
  pointer	
  table	
  
associated	
  with	
  p1	
  (which	
  is	
  of	
  type	
  Person).	
  

•  No)ce	
  the	
  first	
  entry	
  in	
  the	
  func)on	
  pointer	
  
table	
  is	
  for	
  the	
  Person::Ac)on	
  method.	
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Target	
  Acquired	
  

•  The	
  main	
  point	
  to	
  realize	
  is	
  that	
  whenever	
  we	
  
declare	
  a	
  C++	
  class	
  with	
  virtual	
  methods,	
  the	
  
pool	
  of	
  memory	
  where	
  it	
  exists	
  (the	
  heap,	
  the	
  
stack,	
  etc…)	
  now	
  contains	
  a	
  pointer	
  to	
  a	
  
func)on	
  pointer	
  table	
  which	
  will	
  eventually	
  be	
  
used	
  to	
  call	
  the	
  func)on.	
  

•  In	
  the	
  event	
  of	
  an	
  overflow,	
  we	
  can	
  overwrite	
  
this	
  pointer	
  value	
  so	
  that	
  our	
  code	
  will	
  be	
  
called	
  the	
  next	
  )me	
  a	
  virtual	
  method	
  is	
  called.	
  

•  Let’s	
  see	
  this	
  in	
  ac)on.	
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•  An	
  overflow	
  occurs	
  during	
  the	
  SetName	
  opera)on,	
  
corrup)ng	
  the	
  virtual	
  table	
  pointer	
  for	
  Person	
  p1.	
  	
  

•  When	
  one	
  of	
  p1’s	
  virtual	
  methods	
  is	
  called	
  (Ac)on()	
  in	
  
this	
  case),	
  that	
  corrupted	
  virtual	
  table	
  pointer	
  will	
  be	
  
used	
  to	
  try	
  to	
  locate	
  the	
  correct	
  Ac)on()	
  func)on.	
  
Since	
  the	
  table	
  is	
  corrupt,	
  we	
  should	
  see	
  a	
  nice	
  crash.	
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•  The	
  exploitability	
  of	
  this	
  is	
  at	
  first	
  unclear	
  
because	
  crashing	
  on	
  mov	
  eax,	
  [edx]	
  doesn’t	
  
look	
  very	
  exci)ng.	
  We	
  should	
  look	
  closer.	
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•  No)ce	
  we	
  control	
  what	
  data	
  is	
  read	
  in	
  eax,	
  
because	
  we	
  control	
  edx.	
  	
  

•  Then,	
  eax	
  is	
  used	
  as	
  the	
  argument	
  for	
  call!	
  
•  Thus	
  if	
  we	
  point	
  corrupt	
  edx	
  in	
  a	
  way	
  that	
  it	
  
points	
  to	
  aDacker	
  controlled	
  data,	
  we	
  gain	
  
control	
  of	
  eip.	
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•  No)ce	
  if	
  we	
  had	
  overwriDen	
  p1’s	
  vtable	
  
pointer	
  with	
  12fee0	
  (which	
  points	
  to	
  aDack	
  
controlled	
  data),	
  we	
  would	
  then	
  gain	
  control	
  
of	
  EIP	
  as	
  well.	
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Day	
  2	
  

•  Part	
  1:	
  Exploits	
  mi)ga)ons	
  
•  Part	
  2:	
  Exploit	
  mi)ga)on	
  weaknesses	
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Jus)fica)on	
  

•  Why	
  am	
  I	
  teaching	
  you	
  all	
  of	
  these	
  
exploita)on	
  techniques,	
  many	
  of	
  whom	
  
overlap	
  in	
  their	
  use	
  cases?	
  

•  Because	
  they	
  are	
  all	
  important	
  tools	
  for	
  us	
  to	
  
leverage	
  once	
  we	
  start	
  breaking	
  Windows	
  
exploit	
  mi)ga)on	
  technologies.	
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Exploit	
  Mi)ga)ons	
  

•  /GS	
  stack	
  protec)on	
  
•  DEP	
  
•  ASLR	
  
•  SafeSEH	
  
•  Variable	
  reordering	
  
•  Oh	
  my!	
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/GS	
  

•  Let’s	
  enable	
  GS	
  for	
  basic_vuln	
  and	
  see	
  what	
  happens	
  
when	
  we	
  try	
  to	
  exploit	
  it	
  again.	
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•  At	
  this	
  point	
  you	
  can	
  see	
  I’ve	
  overwriDen	
  the	
  
stack	
  and	
  the	
  return	
  address	
  with	
  0xdeadbeef.	
  

•  Once	
  the	
  func)on	
  returns,	
  victory	
  should	
  be	
  
ours!	
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Let’s	
  take	
  a	
  look	
  under	
  the	
  hood	
  to	
  see	
  what’s	
  going	
  on…	
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•  When	
  the	
  func)on	
  begins	
  execu)ng	
  it	
  creates	
  a	
  
stack	
  cookie	
  value	
  and	
  places	
  it	
  on	
  the	
  stack	
  in	
  
front	
  of	
  the	
  return	
  address,	
  saved	
  ebp	
  etc.	
  

•  At	
  the	
  end	
  of	
  the	
  func)on	
  it	
  checks	
  to	
  make	
  sure	
  
that	
  value	
  is	
  s)ll	
  in	
  tact.	
  If	
  not,	
  it	
  immediately	
  
kill’s	
  your	
  program	
  without	
  ever	
  using	
  the	
  return	
  
address	
  you	
  corrupted.	
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DEP	
  

•  We	
  should	
  all	
  be	
  preDy	
  familiar	
  with	
  this	
  from	
  
exploits	
  1.	
  

•  With	
  DEP,	
  the	
  we	
  cannot	
  execute	
  code	
  in	
  
regions	
  of	
  memory	
  that	
  are	
  not	
  marked	
  as	
  
executable.	
  

•  Most	
  data	
  regions	
  that	
  we	
  would	
  overflow,	
  
like	
  the	
  stack	
  and	
  heap,	
  are	
  not	
  marked	
  as	
  
executable	
  by	
  default.	
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Without	
  DEP	
  

•  Here	
  I	
  am	
  just	
  using	
  a	
  func)on	
  pointer	
  to	
  transfer	
  EIP	
  to	
  my	
  
shellcode.	
  	
  

•  My	
  shellcode	
  is	
  stored	
  in	
  a	
  data	
  region,	
  but	
  since	
  DEP	
  is	
  currently	
  
off,	
  the	
  processor	
  happily	
  executes	
  it.	
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Changing	
  DEP	
  op)ons	
  

•  Edit	
  boot.ini	
  to	
  change	
  your	
  DEP	
  op)ons	
  
•  OptOut	
  means	
  a	
  process	
  has	
  to	
  explicitly	
  register	
  to	
  
the	
  OS	
  that	
  it	
  does	
  not	
  want	
  to	
  have	
  DEP	
  turned	
  on	
  
(usually	
  for	
  backwards	
  compa)bility	
  issues).	
  

•  OptIn	
  means	
  a	
  process	
  has	
  to	
  explicitly	
  register	
  to	
  the	
  
OS	
  that	
  it	
  DOES	
  want	
  DEP	
  turned	
  on.	
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•  Changing	
  system	
  wide	
  DEP	
  policy	
  requires	
  a	
  
reboot,	
  this	
  )me	
  I	
  enable	
  it	
  to	
  see	
  how	
  my	
  
shellcodes	
  fair	
  in	
  the	
  brave	
  new	
  world.	
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Try	
  #2	
  

•  These	
  aren’t	
  the	
  calc.exe’s	
  I’m	
  looking	
  for…	
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ASLR	
  

•  We	
  talked	
  about	
  this	
  in	
  Exploits	
  1	
  as	
  well.	
  
•  Executables	
  and	
  their	
  associated	
  DLL’s	
  are	
  
loaded	
  at	
  random	
  loca)ons	
  in	
  the	
  address	
  
space.	
  This	
  makes	
  it	
  harder	
  for	
  an	
  aDacker	
  to	
  
guess	
  where	
  things	
  will	
  be	
  located,	
  ul)mately	
  
making	
  exploita)on	
  more	
  difficult.	
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ASLR	
  in	
  Windows	
  7	
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ASLR	
  in	
  Windows	
  XP	
  

ASLR	
  isn’t	
  supported	
  in	
  Windows	
  XP!	
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SafeSEH	
  

•  Previously	
  we	
  abused	
  the	
  structured	
  excep)on	
  
handler	
  by	
  poin)ng	
  it	
  to	
  a	
  piece	
  of	
  a	
  code	
  that	
  
was	
  useful	
  to	
  us	
  (a	
  pop-­‐pop-­‐ret	
  sequence).	
  

•  We	
  already	
  had	
  the	
  constraint	
  that	
  the	
  excep)on	
  
handler	
  couldn’t	
  point	
  to	
  the	
  stack.	
  

•  SafeSEH	
  add’s	
  further	
  constraints:	
  A	
  SafeSEH	
  
enabled	
  module	
  registers	
  a	
  table	
  of	
  valid	
  
excep)on	
  handlers.	
  Before	
  execu)ng	
  an	
  
excep)on	
  handler	
  rou)ne,	
  the	
  opera)ng	
  system	
  
first	
  verifies	
  that	
  the	
  excep)on	
  handler	
  pointer	
  
points	
  to	
  an	
  entry	
  in	
  this	
  table.	
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Without	
  SafeSEH	
  

•  Here	
  I’ve	
  manually	
  edited	
  the	
  Structured	
  Excep)on	
  Handler	
  to	
  
point	
  to	
  the	
  prize()	
  func)on	
  right	
  before	
  an	
  excep)on	
  is	
  about	
  
to	
  happen	
  in	
  the	
  code.	
  The	
  excep)on	
  handler	
  isn’t	
  poin)ng	
  at	
  
the	
  stack,	
  so	
  the	
  excep)on	
  handler	
  parser	
  should	
  like	
  it.	
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Without	
  SafeSEH	
  #2	
  

•  Great	
  Success	
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Enabling	
  SafeSEH	
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SafeSEH	
  Enabled	
  

•  With	
  SafeSEH	
  enabled,	
  I	
  try	
  the	
  same	
  trick	
  as	
  before…	
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•  Now	
  no	
  maDer	
  how	
  hard	
  I	
  try,	
  the	
  excep)on	
  handler	
  parsing	
  
rou)ne	
  won’t	
  execute	
  the	
  excep)on	
  handler	
  I	
  hacked	
  in	
  
because	
  it	
  doesn’t	
  point	
  to	
  a	
  registered	
  excep)on	
  handler	
  
rou)ne.	
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Defea)ng	
  mi)ga)ons	
  

•  All	
  the	
  mi)ga)ons	
  we’ve	
  talked	
  about	
  can	
  be	
  
defeated	
  

•  Some)mes	
  a	
  mi)ga)on	
  will	
  render	
  a	
  
vulnerability	
  impossible	
  to	
  exploit,	
  but	
  more	
  
o,en	
  than	
  not,	
  the	
  mi)ga)on	
  is	
  just	
  a	
  
nuisance	
  that	
  requires	
  the	
  aDacker	
  to	
  work	
  a	
  
liDle	
  harder.	
  

•  Let’s	
  examine	
  the	
  weaknesses	
  of	
  each	
  
mi)ga)on	
  in	
  detail.	
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GS	
  Weaknesses	
  

•  The	
  main	
  weakness	
  of	
  GS	
  is	
  that	
  it	
  only	
  
detects	
  corrup)on	
  at	
  the	
  point	
  the	
  func)on	
  is	
  
preparing	
  to	
  return.	
  

•  If	
  the	
  aDacker	
  can	
  gain	
  control	
  of	
  EIP	
  before	
  
the	
  vulnerable	
  func)on	
  returns,	
  GS	
  will	
  never	
  
get	
  the	
  opportunity	
  to	
  detect	
  the	
  aDack.	
  

•  Let’s	
  inves)gate	
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•  Let’s	
  enable	
  GS	
  protec)on	
  on	
  the	
  
seh_overflow	
  project	
  we	
  exploited	
  previously.	
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•  I’ve	
  pointed	
  seh_overflow	
  at	
  a	
  file	
  containing	
  a	
  
bunch	
  of	
  0xdeadbeef.	
  Let’s	
  run	
  it	
  and	
  see	
  what	
  
happens…	
  

136	
  



•  Great	
  job	
  GS	
  
•  What	
  happened?	
  

Where	
  my	
  G’s	
  at?	
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GS	
  failure	
  analysis	
  
•  What	
  happened	
  is	
  we	
  clobbered	
  the	
  whole	
  stack	
  with	
  
0xdeadbeef,	
  including	
  the	
  saved	
  ebp,	
  return	
  address	
  
AND	
  the	
  excep)on	
  handler	
  list.	
  	
  

•  In	
  fact,	
  we	
  wrote	
  so	
  much	
  data	
  we	
  wrote	
  off	
  the	
  end	
  of	
  
the	
  stack	
  and	
  caused	
  an	
  excep)on.	
  

•  This	
  caused	
  the	
  excep)on	
  handler	
  rou)ne	
  to	
  kick	
  in,	
  
and	
  pick	
  0xdeadbeef	
  as	
  the	
  excep)on	
  handler	
  to	
  use.	
  

•  Overwri)ng	
  the	
  excep)on	
  handler	
  list	
  is	
  always	
  a	
  good	
  
way	
  to	
  bypass	
  GS.	
  

•  GS	
  will	
  also	
  fail	
  you	
  if	
  you	
  can	
  overwrite	
  c++	
  vtables	
  on	
  
the	
  stack	
  or	
  any	
  other	
  func)on	
  pointer	
  type	
  data	
  that	
  
get’s	
  used	
  before	
  the	
  func)on	
  returns.	
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DEP	
  
•  In	
  exploits	
  1	
  we	
  already	
  saw	
  some	
  techniques	
  to	
  
defeat	
  DEP.	
  

•  Instead	
  of	
  returning	
  to	
  shellcode,	
  we	
  returned	
  to	
  
standard	
  library	
  func)ons	
  that	
  were	
  useful	
  to	
  us.	
  
For	
  instance,	
  we	
  returned	
  to	
  code	
  to	
  execute	
  
system(“/bin/sh”)	
  instead	
  of	
  returning	
  to	
  
shellcode	
  on	
  the	
  stack.	
  

•  We	
  have	
  also	
  seen	
  returning	
  to	
  pop-­‐pop-­‐ret	
  as	
  a	
  
means	
  to	
  accomplish	
  our	
  goals.	
  

•  This	
  general	
  approach	
  of	
  calling	
  other	
  legi)mate	
  
code,	
  instead	
  of	
  shellcode,	
  is	
  o,en	
  referred	
  to	
  as	
  
return	
  oriented	
  programming	
  (ROP	
  for	
  short).	
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ROP	
  principles	
  

•  The	
  key	
  observa)on	
  in	
  using	
  ROP	
  is	
  that	
  if	
  we	
  
control	
  the	
  stack	
  (which	
  we	
  o,en	
  do	
  as	
  the	
  
aDacker)	
  we	
  can	
  cause	
  an	
  arbitrary	
  number	
  of	
  
calls	
  to	
  exis)ng	
  code	
  of	
  our	
  choosing.	
  

•  This	
  is	
  because	
  any	
  code	
  that	
  ends	
  with	
  a	
  
return	
  instruc)on	
  (like	
  all	
  normal	
  func)ons)	
  
will	
  look	
  to	
  the	
  stack	
  for	
  where	
  they	
  should	
  go	
  
to	
  con)nue	
  execu)on	
  a,er	
  the	
  func)on	
  is	
  
complete.	
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Using	
  ROP	
  to	
  Defeat	
  DEP	
  

•  There	
  are	
  two	
  obvious	
  paths	
  we	
  can	
  take	
  here	
  
•  Op)on	
  1,	
  we	
  can	
  use	
  ROP	
  to	
  return	
  to	
  an	
  
exis)ng	
  func)on	
  that	
  does	
  something	
  useful	
  
from	
  an	
  aDacker	
  standpoint,	
  like	
  system(“/
bin/sh”).	
  	
  

•  Op)on	
  2,	
  we	
  can	
  use	
  ROP	
  to	
  effec)vely	
  
disable	
  DEP.	
  Then	
  we	
  will	
  be	
  free	
  to	
  execute	
  
shellcode	
  in	
  the	
  usual	
  manner.	
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DEP	
  implementa)on	
  weaknesses	
  

•  There	
  exist	
  several	
  standard	
  opera)ng	
  system	
  
func)ons	
  that	
  allow	
  you	
  to	
  change	
  the	
  memory	
  
permissions	
  on	
  arbitrary	
  ranges	
  of	
  memory.	
  

•  Even	
  with	
  DEP	
  enabled	
  system	
  wide,	
  these	
  
func)ons	
  can	
  be	
  freely	
  called	
  during	
  a	
  processes	
  
execu)on	
  to	
  change	
  the	
  memory	
  permissions	
  of	
  
pages	
  of	
  memory.	
  

•  As	
  an	
  aDacker,	
  we	
  can	
  return	
  to	
  these	
  func)ons	
  
and	
  make	
  the	
  stack	
  executable.	
  Then	
  we	
  are	
  free	
  
to	
  return/call	
  our	
  shellcode	
  and	
  it	
  will	
  execute	
  
freely.	
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•  We	
  saw	
  this	
  before,	
  this	
  is	
  DEP	
  keeping	
  us	
  safe.	
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•  This	
  is	
  DEP	
  lemng	
  us	
  down.	
  
•  No)ce	
  the	
  call	
  to	
  VirtualProtectEx.	
  Even	
  with	
  DEP	
  
enabled,	
  I	
  am	
  free	
  to	
  call	
  this	
  func)on	
  to	
  make	
  
the	
  stack	
  executable	
  so	
  that	
  DEP	
  won’t	
  bother	
  us	
  
when	
  we	
  execute	
  shellcode	
  on	
  the	
  stack.	
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SafeSEH	
  and	
  ASLR	
  

•  SafeSEH	
  and	
  ASLR	
  are	
  really	
  only	
  useful	
  to	
  us	
  if	
  
the	
  target	
  process	
  and	
  all	
  of	
  its	
  DLL’s	
  opt	
  into	
  
them.	
  

•  Let’s	
  look	
  at	
  a	
  typical	
  3rd	
  party	
  applica)on’s	
  
SafeSEH/ASLR	
  compliance	
  on	
  a	
  Windows	
  7	
  64	
  
bit	
  machine…	
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•  Here	
  I	
  use	
  a	
  useful	
  WinDBG	
  extension	
  called	
  
“narly”	
  to	
  automa)cally	
  tell	
  me	
  the	
  mi)ga)on	
  
compa)bility	
  of	
  each	
  module	
  loaded	
  into	
  a	
  
process	
  address	
  space.	
  

•  These	
  are	
  narly’s	
  results	
  on	
  a	
  target	
  process	
  I	
  
randomly	
  selected.	
  

hDp://code.google.com/p/narly/	
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Non-­‐compatability	
  

•  Many	
  3rd	
  party	
  DLLs	
  that	
  are	
  loaded	
  in	
  a	
  
process	
  address	
  space	
  fail	
  to	
  opt	
  into	
  SafeSEH	
  
and	
  ASLR.	
  	
  

•  If	
  any	
  one	
  of	
  these	
  DLLs	
  fail	
  to	
  opt	
  into	
  these	
  
mi)ga)ons,	
  they	
  can	
  be	
  leveraged	
  to	
  make	
  
our	
  exploit	
  successful.	
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ASLR	
  Non-­‐compatability	
  
•  Having	
  just	
  one	
  DLL	
  in	
  the	
  process	
  address	
  
space	
  not	
  be	
  ASLR	
  compa)ble	
  severely	
  
weakens	
  the	
  security	
  of	
  the	
  whole	
  process.	
  

•  This	
  weak	
  DLL	
  gives	
  the	
  aDacker	
  a	
  large	
  body	
  
of	
  code	
  to	
  work	
  with	
  that	
  exists	
  at	
  a	
  reliable	
  
loca)on.	
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SafeSEH	
  non-­‐compatability	
  

•  When	
  a	
  DLL	
  fails	
  to	
  opt	
  into	
  SafeSEH,	
  we	
  can	
  
use	
  any	
  of	
  its	
  code	
  in	
  a	
  excep)on	
  handler	
  
overwrite	
  scenario.	
  

•  This	
  means	
  if	
  we	
  can	
  find	
  a	
  pop-­‐pop-­‐ret	
  
sequence	
  in	
  the	
  weak	
  dll	
  (which	
  we	
  usually	
  
can),	
  we	
  can	
  exploit	
  an	
  excep)on	
  handler	
  
overwrite	
  in	
  the	
  vic)m	
  process.	
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Mi)ga)ons	
  bypass	
  lab	
  
•  To	
  demonstrate	
  the	
  fragility	
  of	
  Windows	
  
exploit	
  mi)ga)on	
  techniques,	
  our	
  next	
  lab	
  will	
  
exploit	
  one	
  of	
  our	
  previous	
  targets	
  with	
  all	
  
exploit	
  mi)ga)ons	
  enabled.	
  

•  The	
  mi)ga)ons	
  that	
  we	
  will	
  enable	
  and	
  bypass	
  
are	
  GS,	
  DEP	
  and	
  SafeSEH.	
  This	
  is	
  preDy	
  much	
  
the	
  worst	
  case	
  (from	
  an	
  aDacker	
  perspec)ve)	
  
that	
  you	
  can	
  expect	
  to	
  find	
  in	
  a	
  vanilla	
  
Windows	
  XP	
  target.	
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Target	
  

•  Our	
  target	
  will	
  be	
  the	
  seh_overflow	
  project	
  
we	
  have	
  previously	
  exploited,	
  with	
  the	
  
aforemen)oned	
  mi)ga)ons	
  turned	
  on.	
  

•  Since	
  seh_overflow	
  is	
  a	
  simple	
  project	
  that	
  
doesn’t	
  load	
  many	
  DLLs,	
  I’ll	
  force	
  it	
  to	
  load	
  
some	
  applica)on	
  DLLs	
  that	
  I’ve	
  found	
  on	
  the	
  
system.	
  

•  These	
  applica)on	
  DLLs	
  will	
  be	
  abused	
  to	
  help	
  
facilitate	
  our	
  aDack.	
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A	
  liDle	
  help	
  courtesy	
  of	
  Flash	
  

•  Flash6	
  does	
  not	
  have	
  SafeSEH	
  enabled,	
  which	
  
allows	
  us	
  to	
  call	
  any	
  of	
  its	
  code	
  during	
  a	
  SEH	
  
overflow.	
  We	
  will	
  abuse	
  this	
  weak	
  DLL	
  to	
  help	
  us	
  
bypass	
  other	
  mi)ga)ons.	
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Game	
  Plan	
  
•  We	
  will	
  overwrite	
  the	
  Excep)on	
  Handler	
  and	
  
trigger	
  an	
  excep)on.	
  This	
  will	
  bypass	
  /GS	
  
protec)on	
  because	
  the	
  Excep)on	
  Handler	
  will	
  be	
  
called	
  before	
  the	
  stack	
  cookie	
  is	
  checked	
  at	
  the	
  
end	
  of	
  the	
  func)on	
  epilogue.	
  

•  We	
  will	
  ini)ally	
  call	
  code	
  in	
  a	
  non-­‐SafeSEH	
  
module	
  (Flash6.ocx)	
  which	
  bypasses	
  SafeSEH.	
  

•  We	
  will	
  then	
  call	
  VirtualProtect	
  to	
  change	
  the	
  
memory	
  protec)ons	
  on	
  the	
  stack	
  to	
  include	
  the	
  
executable	
  bit.	
  This	
  bypasses	
  DEP.	
  

•  Finally,	
  we	
  will	
  jump	
  to	
  our	
  shellcode.	
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Stack	
  Control	
  

•  Because	
  we	
  will	
  need	
  to	
  chain	
  several	
  blocks	
  of	
  
code	
  together	
  to	
  pull	
  off	
  our	
  aDack,	
  we	
  will	
  need	
  
to	
  control	
  the	
  stack	
  pointer.	
  More	
  specifically	
  we	
  
need	
  esp	
  to	
  point	
  to	
  aDack	
  controlled	
  data.	
  This	
  
is	
  because	
  we	
  need	
  to:	
  

•  Call	
  the	
  VirtualProtect	
  func)on	
  with	
  the	
  right	
  
arguments	
  and	
  the	
  stack	
  controls	
  the	
  arguments.	
  

•  Control	
  where	
  execu)ng	
  flows	
  during	
  a	
  return	
  
call	
  and	
  the	
  stack	
  controls	
  the	
  result	
  of	
  a	
  return	
  
instruc)on.	
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We	
  don’t	
  have	
  it	
  

•  Whenever	
  we	
  gain	
  control	
  of	
  EIP	
  by	
  corrup)ng	
  
something	
  like	
  a	
  func)on	
  pointer	
  (like	
  we	
  do	
  with	
  
a	
  SEH	
  overflow),	
  we	
  control	
  EIP	
  but	
  not	
  ESP.	
  	
  

•  We	
  need	
  to	
  somehow	
  force	
  ESP	
  to	
  point	
  to	
  
aDacker	
  controlled	
  data	
  so	
  we	
  can	
  control	
  return	
  
instruc)ons,	
  arguments	
  to	
  func)ons,	
  and	
  
ul)mately	
  call	
  mul)ple	
  blocks	
  of	
  code	
  to	
  be	
  
executed	
  in	
  the	
  order	
  and	
  with	
  the	
  parameters	
  
we	
  desire.	
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Mini	
  Lab	
  1	
  
•  Force	
  seh_overflow	
  to	
  crash	
  by	
  feeding	
  it	
  a	
  file	
  
with	
  a	
  lot	
  of	
  0xDEADBEEF.	
  

•  Let	
  the	
  program	
  con)nue	
  a	
  couple	
  break	
  points/
excep)ons	
  un)l	
  EIP=DEADBEEF.	
  

•  What	
  is	
  the	
  value	
  of	
  ESP?	
  
•  What	
  range	
  of	
  stack	
  addresses	
  point	
  to	
  aDacker	
  
controlled	
  data?	
  

•  What	
  is	
  the	
  difference	
  between	
  the	
  current	
  value	
  
of	
  ESP	
  and	
  the	
  range	
  of	
  stack	
  addresses	
  
associated	
  with	
  aDacker	
  controlled	
  data?	
  

•  What	
  registers	
  point	
  to	
  aDacker	
  controlled	
  data?	
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•  It	
  looks	
  like	
  anywhere	
  from	
  esp+0x4ac	
  to	
  esp
+0x8f0	
  points	
  to	
  aDacker	
  controlled	
  data	
  at	
  
the	
  )me	
  we	
  can	
  control	
  of	
  EIP.	
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Stack	
  pivot	
  

•  If	
  we	
  can	
  find	
  a	
  sequence	
  of	
  instruc)ons	
  of	
  
the	
  form	
  add	
  esp,	
  X;	
  ret;	
  for	
  any	
  0x4ac	
  <	
  X	
  <	
  
0x8f0	
  we	
  can	
  use	
  it	
  to	
  gain	
  control	
  of	
  ESP	
  
while	
  maintaining	
  control	
  of	
  EIP.	
  

•  If	
  we	
  can	
  find	
  this	
  instruc)on	
  sequence	
  in	
  
Flash6.ocx	
  we	
  can	
  point	
  the	
  excep)on	
  handler	
  
to	
  it	
  and	
  use	
  it	
  to	
  gain	
  control	
  of	
  the	
  stack	
  
because	
  Flash6.ocx	
  does	
  not	
  have	
  SafeSEH	
  
enabled.	
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Mini	
  lab	
  2	
  

•  Run	
  the	
  seh_overflow	
  program	
  again,	
  semng	
  a	
  
breakpoint	
  a,er	
  the	
  point	
  where	
  Flash6.ocx	
  gets	
  
loaded.	
  

•  Search	
  for	
  a	
  stack	
  pivot	
  that	
  meets	
  the	
  criteria	
  
described	
  previously.	
  	
  

•  The	
  first	
  bytes	
  for	
  add	
  esp,	
  imm32	
  ret	
  are:	
  
	
  0x81	
  0xc4	
  	
  

	
  	
  	
  	
  So	
  to	
  perform	
  the	
  search	
  you	
  should	
  execute:	
  
“s	
  flash6	
  L194000	
  81	
  c4”	
  
From	
  this	
  list,	
  try	
  to	
  pick	
  out	
  a	
  suitable	
  stack	
  pivot.	
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•  What	
  offset	
  into	
  the	
  overflowed	
  buffer	
  will	
  
ESP	
  point	
  to	
  a,er	
  we	
  execute	
  the	
  above	
  stack	
  
pivot?	
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Target	
  Stack	
  Configura)on	
  

•  If	
  we	
  setup	
  our	
  buffer	
  with	
  the	
  above	
  layout,	
  precisely	
  at	
  the	
  point	
  
where	
  esp	
  will	
  point	
  a,er	
  our	
  stack	
  pivot	
  is	
  used,	
  we	
  can	
  call	
  
VirtualProtect	
  with	
  whatever	
  arguments	
  we	
  choose.	
  

•  Fill	
  out	
  the	
  table	
  for	
  what	
  these	
  arguments	
  should	
  be	
  to	
  allow	
  us	
  to	
  
execute	
  our	
  shellcode	
  on	
  the	
  stack.	
  

Overflowed	
  Buffer	
  Symbolic	
  

VirtualProtectEx	
  Address	
  

Return	
  address	
  for	
  Virtual	
  Alloc	
  

hProcess	
  Argument	
  

lpAddress	
  Argument	
  

dwSize	
  Argument	
  

flNewProtect	
  Argument	
  

lplOldProtect	
  Argument	
  

Fill	
  Me	
  Out	
  

=?	
  

=?	
  

=-­‐1	
  

=?	
  

=?	
  

=?	
  

=?	
  

Esp	
  
points	
  

here	
  a,er	
  
pivot	
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Pumng	
  it	
  all	
  together	
  

•  Modify	
  your	
  previous	
  seh_overflow	
  aDack	
  to	
  
overwrite	
  the	
  excep)on	
  handler	
  with	
  the	
  
address	
  of	
  the	
  stack	
  pivot	
  we	
  discovered.	
  

•  Setup	
  your	
  payload	
  so	
  that	
  a,er	
  the	
  above	
  
stack	
  pivot	
  executes,	
  esp	
  is	
  poin)ng	
  precisely	
  
at	
  the	
  values	
  you	
  filled	
  out	
  on	
  the	
  previous	
  
page.	
  

•  Set	
  the	
  return	
  address	
  for	
  VirtualProtectEx	
  to	
  
be	
  the	
  address	
  of	
  your	
  nops/shellcode.	
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Victory!!!	
  

•  Congratula)ons,	
  you	
  survived	
  the	
  
thunderdome…	
  This	
  day…	
  

hDp://www.blackhat.com/presenta)ons/bh-­‐usa-­‐08/So)rov_Dowd/bh08-­‐so)rov-­‐
dowd.pdf	
  offers	
  a	
  good	
  summary	
  of	
  Windows	
  mi)ga)ons	
  and	
  their	
  weaknesses.	
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Day	
  3:	
  Vulnerability	
  Discovery	
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Game	
  Plan	
  

•  We	
  are	
  about	
  to	
  embark	
  on	
  a	
  day	
  long	
  lab	
  
where	
  we	
  will	
  fuzz	
  an	
  applica)on	
  to	
  discover	
  
vulnerabili)es,	
  then	
  develop	
  exploits	
  for	
  those	
  
vulnerabili)es.	
  

•  Phase	
  1:	
  Fuzz	
  applica)on	
  to	
  generate	
  crashes	
  
•  Phase	
  2:	
  Analyze	
  crashes	
  for	
  exploitability	
  
•  Phase	
  3:	
  Develop	
  exploits	
  for	
  the	
  crashes	
  we	
  
deem	
  vulnerable	
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No	
  mi)ga)ons	
  

•  For	
  now	
  we	
  will	
  turn	
  off	
  DEP	
  and	
  other	
  
mi)ga)ons.	
  A,er	
  we	
  have	
  working	
  exploits	
  in	
  
mi)ga)on-­‐less	
  world,	
  we	
  can	
  step	
  it	
  up	
  to	
  the	
  big	
  
leagues.	
  

166	
  



Fuzzing	
  

•  Fuzzing	
  is	
  the	
  process	
  of	
  feeding	
  an	
  
applica)on	
  malformed	
  data	
  in	
  the	
  hope	
  of	
  
making	
  it	
  crash	
  

•  The	
  crashes	
  that	
  are	
  generated	
  may	
  yield	
  
underlying	
  vulnerabili)es	
  in	
  the	
  applica)on.	
  

•  Fuzzing	
  is	
  nice	
  because	
  it	
  can	
  be	
  automated	
  so	
  
you	
  can	
  use	
  your	
  brain	
  cycles	
  on	
  other	
  things.	
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Fuzzing	
  pros/cons	
  

•  Pro:	
  you	
  can	
  program	
  a	
  computer	
  to	
  do	
  it	
  
•  Pro:	
  easy	
  and	
  effec)ve	
  
•  Con:	
  you	
  can	
  program	
  a	
  computer	
  to	
  do	
  it	
  
•  Con:	
  lower	
  quality	
  bugs	
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Malformed	
  data	
  

•  Deciding	
  how	
  to	
  generate	
  the	
  ‘malformed’	
  
program	
  data	
  is	
  a	
  crucial	
  step	
  in	
  the	
  fuzzing	
  
process.	
  

•  Two	
  differing	
  approaches	
  are	
  muta)onal	
  vs	
  
genera)onal.	
  

•  The	
  former	
  involves	
  taking	
  known	
  good	
  exis)ng	
  
data	
  and	
  warping	
  them	
  to	
  some	
  degree.	
  

•  The	
  laDer	
  involves	
  genera)ng	
  data	
  from	
  scratch	
  
based	
  on	
  the	
  constraints	
  the	
  program	
  data	
  is	
  
supposed	
  to	
  conform	
  to.	
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Genera)onal	
  

•  Pro:	
  generally	
  produces	
  beDer	
  and	
  more	
  
unique	
  bugs	
  

•  Con:	
  requires	
  that	
  you	
  understand	
  the	
  
constraints	
  on	
  the	
  program	
  data.	
  This	
  is	
  o,en	
  
difficult	
  when	
  dealing	
  with	
  proprietary	
  data	
  
formats	
  and	
  applica)ons,	
  and	
  requires	
  )me	
  
consuming	
  reverse	
  engineering.	
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Muta)onal	
  

•  Pro:	
  very	
  easy	
  to	
  do	
  
•  Pro:	
  requires	
  no	
  knowledge	
  of	
  the	
  data	
  
constraints	
  

•  Con:	
  not	
  quite	
  as	
  good	
  as	
  genera)on	
  fuzzing,	
  
but	
  s)ll	
  works.	
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Our	
  Fuzzer	
  

We	
  are	
  going	
  to	
  take	
  a	
  muta)on	
  approach,	
  
because	
  this	
  class	
  isn’t	
  about	
  reverse	
  
engineering.	
  
	
  
Our	
  first	
  genera)on	
  fuzzer	
  will	
  make	
  the	
  
simplest	
  muta)on	
  possible,	
  it	
  will	
  change	
  a	
  
random	
  byte	
  in	
  a	
  known	
  good	
  document	
  to	
  a	
  
random	
  value.	
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I	
  know	
  what	
  you’re	
  thinking…	
  

•  This	
  is	
  bogus	
  bro…	
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Not	
  exactly	
  

•  This	
  same	
  method	
  has	
  been	
  used	
  to	
  find	
  
vulnerabili)es	
  in	
  many	
  popular	
  so,ware	
  
packages	
  (Microso,	
  Office,	
  Adobe,	
  etc…)	
  

•  See	
  Charlie	
  Miller’s	
  An	
  analysis	
  of	
  Fuzzing	
  4	
  
products	
  with	
  five	
  lines	
  of	
  python.	
  (
hDp://www.youtube.com/watch?
v=Xnwodi2CBws)	
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Crappy	
  Document	
  Reader	
  

•  Crappy	
  Document	
  reader	
  uses	
  .cdf	
  files	
  (crappy	
  
document	
  format)	
  to	
  render	
  documents.	
  

•  CDF	
  reader	
  supports	
  drawing	
  a	
  background	
  
image,	
  and	
  displaying	
  text	
  on	
  top	
  of	
  that	
  
background.	
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Well	
  formed	
  data	
  sample	
  

•  Our	
  first	
  step	
  in	
  the	
  fuzzing	
  process	
  is	
  to	
  
choose	
  a	
  set	
  of	
  well	
  formed	
  data	
  to	
  mutate.	
  

•  The	
  key	
  is	
  to	
  choose	
  a	
  set	
  of	
  data	
  that	
  
exercises	
  all	
  of	
  the	
  features	
  offered	
  by	
  the	
  
target	
  program.	
  	
  

•  In	
  the	
  case	
  of	
  CDF	
  reader,	
  any	
  document	
  that	
  
has	
  text	
  and	
  a	
  background	
  is	
  already	
  u)lizing	
  
all	
  of	
  the	
  features	
  available.	
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Target	
  Data	
  

•  This	
  cdf	
  file	
  will	
  serve	
  us	
  well	
  since	
  it	
  is	
  exercising	
  
all	
  of	
  cdf	
  reader’s	
  available	
  features.	
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Reminder	
  

•  Remember,	
  our	
  gameplan	
  is	
  to	
  take	
  this	
  
known	
  good	
  cdf	
  file,	
  mutate	
  it	
  a	
  liDle	
  bit	
  by	
  
randomly	
  changing	
  data	
  in	
  it,	
  throwing	
  it	
  at	
  
the	
  cdf	
  reader	
  and	
  seeing	
  what	
  happens.	
  

•  Eventually	
  we	
  will	
  have	
  a	
  set	
  of	
  crashes	
  we	
  
can	
  analyze	
  to	
  try	
  to	
  discover	
  vulnerabili)es.	
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The	
  code	
  

•  In	
  the	
  cdf_fuzzer	
  python	
  script,	
  
createFuzzyDocument	
  is	
  the	
  func)on	
  responsible	
  
for	
  muta)ng	
  known	
  good	
  cdf	
  data.	
  

•  I	
  encourage	
  you	
  to	
  adjust	
  the	
  func)onality	
  of	
  this	
  
func)on.	
  	
  

•  Consider	
  changing	
  how	
  many	
  bytes	
  are	
  randomly	
  
changed,	
  changing	
  sequen)al	
  bytes,	
  etc…	
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Other	
  code	
  components	
  

•  Some	
  pydbg	
  code	
  that	
  listens	
  for	
  cdf	
  reader	
  crashes	
  
and	
  logs	
  the	
  context	
  of	
  the	
  crash	
  to	
  file.	
  

•  Code	
  to	
  start	
  the	
  cdf	
  reader	
  process	
  with	
  our	
  mutated	
  
data,	
  and	
  then	
  kill	
  the	
  reader	
  process	
  soon	
  a,erwards	
  
if	
  a	
  crash	
  is	
  not	
  detected.	
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Start	
  your	
  engines	
  

•  Now	
  let’s	
  raise	
  the	
  power	
  bill	
  up	
  in	
  here…	
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Crash	
  analysis	
  

•  Eventually	
  you	
  will	
  end	
  up	
  with	
  a	
  large	
  sample	
  
of	
  crashes.	
  Some	
  will	
  be	
  exploitable,	
  and	
  some	
  
will	
  not.	
  	
  

•  The	
  trick	
  is	
  to	
  examine	
  program	
  state	
  at	
  )me	
  
of	
  crash	
  and	
  get	
  a	
  general	
  feel	
  for	
  how	
  
exploitable	
  you	
  think	
  the	
  crash	
  is.	
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Crash	
  Example	
  

•  Exploitable/not	
  exploitable?	
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Crash	
  example	
  

•  Exploitable/non	
  exploitable?	
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Crash	
  example	
  

•  Exploitable/non	
  exploitable?	
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Example	
  con)nued	
  

•  How	
  about	
  now?	
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Difficult	
  crash	
  dump	
  

•  Some)mes	
  the	
  crashes	
  you	
  get	
  provide	
  no	
  
context	
  because	
  the	
  process	
  has	
  been	
  too	
  far	
  
corrupted.	
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Rules	
  of	
  thumb	
  

•  It	
  is	
  difficult	
  to	
  tell	
  right	
  away	
  the	
  implica)ons	
  
of	
  a	
  bug	
  just	
  by	
  looking	
  at	
  state	
  during	
  crash.	
  

•  O,en	
  it	
  is	
  easy	
  to	
  determine	
  exploitability,	
  for	
  
instance,	
  if	
  EIP=41414141	
  

•  Non-­‐exploitability	
  is	
  harder.	
  	
  
•  In	
  order	
  to	
  make	
  stronger	
  statement	
  about	
  
the	
  security	
  implica)ons	
  of	
  a	
  crash,	
  you	
  really	
  
need	
  to	
  reproduce	
  the	
  crash	
  and	
  step	
  through	
  
the	
  crash	
  in	
  a	
  debugger.	
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Example	
  crash	
  analysis	
  

•  This	
  crash	
  looks	
  interes)ng	
  to	
  me.	
  	
  
•  I’m	
  crashing	
  on	
  a	
  bad	
  dereference,	
  but	
  esi	
  is	
  not	
  null,	
  ruling	
  out	
  the	
  

obvious	
  null	
  pointer	
  deference	
  case.	
  Let’s	
  be	
  generous	
  and	
  assume	
  
ESI	
  is	
  completely	
  aDacker	
  controlled.	
   189	
  



Crash	
  analysis	
  con)nued	
  

•  I	
  note	
  that	
  this	
  is	
  crash	
  20,	
  which	
  means	
  the	
  
offending	
  file	
  should	
  be	
  stored	
  in	
  crash_20.cdf	
  

•  Let’s	
  run	
  that	
  in	
  the	
  debugger	
  to	
  get	
  a	
  closer	
  
look.	
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Crash	
  analysis	
  con)nued	
  

•  Even	
  assuming	
  we	
  control	
  ESI,	
  which	
  we	
  aren’t	
  really	
  
sure	
  about,	
  ESI	
  isn’t	
  being	
  used	
  in	
  many	
  interes)ng	
  
ways,	
  so	
  I’m	
  not	
  too	
  excited	
  about	
  this	
  crash.	
   191	
  



Your	
  Turn	
  

•  Look	
  at	
  your	
  crash	
  log	
  file,	
  pick	
  out	
  a	
  crash	
  you	
  
think	
  looks	
  interes)ng.	
  

•  Reproduce	
  the	
  crash	
  in	
  WinDBG	
  so	
  you	
  can	
  
get	
  a	
  beDer	
  feel	
  for	
  the	
  state	
  of	
  the	
  program	
  
at	
  crash	
  )me.	
  

•  Try	
  to	
  find	
  one	
  you	
  feel	
  confident	
  is	
  
exploitable.	
  

•  Also	
  try	
  to	
  find	
  a	
  crash	
  you	
  feel	
  is	
  not	
  
exploitable.	
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Ques)ons	
  you	
  should	
  be	
  asking	
  
yourself	
  

•  What	
  instruc)on	
  did	
  I	
  crash	
  on?	
  
•  Is	
  the	
  EIP/excep)on	
  chain	
  corrupted?	
  
•  What	
  registers	
  do	
  I	
  think	
  I	
  control	
  at	
  the	
  )me	
  
of	
  the	
  crash?	
  

•  What	
  func)on	
  did	
  I	
  crash	
  in?	
  
•  Do	
  I	
  control	
  the	
  arguments	
  to	
  that	
  func)on?	
  
•  What	
  is	
  the	
  state	
  of	
  the	
  stack	
  during	
  the	
  
crash?	
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Automated	
  crash	
  analysis	
  

•  Microso,	
  has	
  developed	
  a	
  windbg	
  module	
  that	
  
will	
  automa)cally	
  aDempt	
  to	
  classify	
  a	
  bug	
  as	
  
exploitable/non-­‐exploitable/unknown.	
  

•  To	
  use	
  it,	
  run	
  “.load	
  msec”	
  to	
  load	
  the	
  module,	
  
then	
  “!exploitable”	
  a,er	
  the	
  crash	
  as	
  occurred	
  to	
  
aDempt	
  to	
  automa)cally	
  classify	
  the	
  crash.	
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!exploitable	
  

•  !exploitable	
  is	
  using	
  some	
  preDy	
  simple	
  heuris)cs	
  
to	
  aDempt	
  to	
  classify	
  a	
  crash.	
  For	
  instance,	
  if	
  the	
  
crash	
  occurs	
  at	
  a	
  call	
  instruc)on,	
  it	
  automa)cally	
  
classifies	
  a	
  bug	
  as	
  exploitable.	
  

•  !exploitable	
  is	
  far	
  from	
  perfect,	
  it	
  will	
  classify	
  
some	
  bugs	
  as	
  not-­‐exploitable	
  that	
  are	
  exploitable	
  
and	
  vice-­‐versa.	
  

•  However,	
  it	
  can	
  be	
  useful	
  as	
  a	
  triaging	
  tool	
  to	
  
help	
  you	
  priori)ze	
  which	
  bugs	
  to	
  inves)gate	
  first,	
  
especially	
  if	
  you	
  are	
  a	
  so,ware	
  engineer	
  with	
  
limited	
  security	
  experience.	
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!exploitable	
  experimenta)on	
  

•  Revisit	
  some	
  of	
  the	
  cdf	
  reader	
  crashes	
  you	
  
generated	
  while	
  fuzzing.	
  Use	
  !exploitable	
  to	
  
automa)cally	
  generate	
  a	
  crash	
  classifica)on.	
  
Do	
  you	
  agree/disagree	
  with	
  the	
  classifica)on?	
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Crash	
  analysis	
  lessons	
  
•  	
  As	
  you	
  probably	
  no)ced,	
  not	
  all	
  of	
  your	
  crashes	
  were	
  
unique.	
  Many	
  of	
  the	
  crashes	
  were	
  the	
  same	
  type	
  (null	
  
pointer	
  dereference),	
  or	
  crashed	
  at	
  the	
  same	
  EIP.	
  

•  The	
  more	
  unique	
  crashes	
  you	
  can	
  cause	
  your	
  fuzzer	
  to	
  
generate,	
  the	
  beDer.	
  

•  To	
  generate	
  more	
  unique	
  crashes,	
  you	
  should	
  make	
  
sure	
  your	
  fuzzer	
  is	
  exercising	
  all	
  features	
  of	
  the	
  target	
  
applica)on.	
  In	
  our	
  case	
  we	
  were	
  exercising	
  all	
  of	
  cdf	
  
reader’s	
  features:	
  displaying	
  a	
  background,	
  displaying	
  a	
  
window	
  )tle,	
  drawing	
  some	
  text.	
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Crash	
  analysis	
  lessons	
  2	
  
•  Determining	
  crash	
  exploitability	
  is	
  harder	
  than	
  you	
  
might	
  think.	
  

•  It’s	
  easy	
  to	
  spot	
  something	
  very	
  obviously	
  exploitable	
  
(eip=41414141),	
  but	
  its	
  hard	
  to	
  rule	
  out	
  a	
  crash	
  as	
  not-­‐
exploitable.	
  

•  There	
  could	
  be	
  some	
  technique	
  you	
  are	
  unaware	
  of	
  
that	
  allows	
  you	
  to	
  exploit	
  what	
  you	
  deemed	
  an	
  
unexploitable	
  scenario.	
  

•  Extensive	
  research	
  is	
  being	
  done	
  to	
  help	
  automate	
  the	
  
process	
  of	
  determining	
  crash	
  exploitability.	
  

•  What	
  you	
  can	
  do	
  is	
  rank	
  the	
  crashes	
  in	
  terms	
  of	
  how	
  
exploitable	
  they	
  seem,	
  and	
  start	
  from	
  the	
  top	
  of	
  the	
  
list.	
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From	
  Crash	
  to	
  Cash	
  

•  In	
  my	
  fuzzing,	
  crash	
  1	
  looks	
  promising.	
  
•  It	
  it	
  crashing	
  in	
  a	
  memcpy	
  (rep	
  movsd)	
  which	
  is	
  good	
  
•  The	
  source	
  parameter	
  of	
  the	
  memcpy	
  (esi)	
  also	
  looks	
  like	
  its	
  poin)ng	
  at	
  valid	
  

memory.	
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•  Let’s	
  make	
  a	
  copy	
  of	
  the	
  crash	
  file	
  and	
  get	
  to	
  
work	
  building	
  our	
  exploit.	
  

•  First	
  step,	
  recreate	
  the	
  crash	
  in	
  windbg.	
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•  First	
  ques)on:	
  Do	
  we	
  control	
  the	
  data	
  causing	
  
the	
  overflow?	
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•  That	
  looks	
  promising,	
  but	
  how	
  do	
  we	
  really	
  
know	
  we	
  control	
  it	
  and	
  can	
  manipulate	
  it?	
  

202	
  



•  The	
  origin	
  of	
  the	
  data	
  causing	
  the	
  overflow	
  is	
  
our	
  cdf	
  file,	
  so	
  we	
  can	
  control	
  the	
  data	
  used	
  in	
  
the	
  overflow.	
  Good	
  news	
  so	
  far…	
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•  The	
  excep)on	
  handler	
  is	
  being	
  overwriDen	
  
before	
  its	
  called.	
  Also	
  good.	
  

•  But	
  do	
  we	
  control	
  the	
  excep)on	
  handler	
  as	
  well?	
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•  Looks	
  promising.	
  Let’s	
  try	
  changing	
  the	
  excep)on	
  
handler	
  record	
  and	
  rerunning	
  the	
  program	
  to	
  see	
  
if	
  we	
  do	
  in	
  fact	
  control	
  the	
  exchain	
  by	
  
manipula)ng	
  these	
  bytes.	
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•  Bytes	
  changed	
  to	
  place	
  holder	
  values	
  for	
  
tes)ng	
  purposes…	
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•  Create,	
  we	
  have	
  demonstrated	
  control	
  over	
  the	
  excep)on	
  
handler	
  by	
  modifying	
  those	
  bytes	
  in	
  the	
  cdf	
  file.	
  

•  We	
  also	
  know	
  parts	
  of	
  those	
  bytes	
  will	
  be	
  used	
  as	
  a	
  
func)on	
  pointer.	
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Pop-­‐pop-­‐ret	
  

•  We	
  need	
  the	
  excep)on	
  chain	
  func)on	
  pointer	
  
to	
  point	
  to	
  a	
  pop-­‐pop-­‐ret	
  instruc)on	
  as	
  we	
  
encountered	
  yesterday.	
  	
  

•  Furthermore,	
  this	
  pop-­‐pop-­‐ret	
  construc)on	
  
must	
  come	
  from	
  a	
  non-­‐safeseh	
  module.	
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•  Unsurprisingly,	
  the	
  3rd	
  party	
  graphics	
  engine	
  I’m	
  
using	
  for	
  CDF	
  graphics	
  rendering	
  is	
  not	
  
compa)ble	
  with	
  SafeSEH.	
  	
  

•  Thus	
  if	
  we	
  can	
  find	
  a	
  pop-­‐pop-­‐ret	
  sequence	
  in	
  
any	
  of	
  those	
  modules,	
  we	
  can	
  point	
  our	
  
excep)on	
  handler	
  func)on	
  pointer	
  at	
  it,	
  and	
  we’ll	
  
be	
  in	
  business.	
  

•  Challenge:	
  who	
  can	
  find	
  a	
  valid	
  pop-­‐pop-­‐ret	
  first?	
  
Don’t	
  cheat	
  and	
  look	
  at	
  the	
  next	
  slide!	
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•  There	
  are	
  actually	
  a	
  bunch	
  in	
  those	
  SDL	
  
modules,	
  take	
  your	
  pick.	
  

•  0x62e414fc	
  will	
  do.	
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•  I	
  change	
  the	
  excep)on	
  handler	
  to	
  the	
  pop-­‐pop-­‐ret	
  we	
  discovered.	
  
•  This	
  will	
  point	
  EIP	
  to	
  the	
  bytes	
  just	
  before	
  the	
  func)on	
  pointer.	
  Originally	
  

11	
  22	
  33	
  44,	
  I	
  have	
  changed	
  them	
  to	
  eb	
  06	
  00	
  00,	
  which	
  are	
  the	
  opcodes	
  
for	
  rela)ve	
  jump	
  forward	
  6	
  bytes.	
  

•  That	
  jmp	
  forward	
  6	
  bytes	
  should	
  put	
  us	
  at	
  the	
  0xCC	
  bytes	
  I	
  hacked	
  in	
  a,er	
  
the	
  pop-­‐pop-­‐ret	
  func)on	
  pointer.	
  These	
  are	
  so,ware	
  breakpoint	
  bytes,	
  
and	
  the	
  debugger	
  should	
  cause	
  a	
  break	
  to	
  occur	
  if	
  our	
  EIP	
  gets	
  there.	
  
Let’s	
  see…	
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success	
  

•  We	
  caused	
  the	
  opcodes	
  we	
  inserted	
  into	
  the	
  cdf	
  file	
  to	
  be	
  
executed.	
  We	
  are	
  very	
  close	
  to	
  owning	
  this	
  thing…	
  we	
  just	
  
need	
  to	
  get	
  some	
  real	
  shellcode	
  to	
  execute.	
  Let’s	
  replace	
  
those	
  0xCC’s	
  with	
  calc.exe	
  spawning	
  shellcode.	
  

•  Hint:	
  make	
  a	
  copy	
  of	
  the	
  exploit	
  file	
  each	
  )me	
  you	
  make	
  a	
  
change,	
  this	
  isnt	
  going	
  to	
  be	
  as	
  easy	
  as	
  you	
  might	
  hope…	
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•  Here	
  I’ve	
  used	
  the	
  hex	
  editor	
  to	
  hack	
  in	
  the	
  calc.exe	
  
spawning	
  shellcode	
  where	
  I	
  had	
  originally	
  put	
  
0xCC’s.	
  I	
  clobbered	
  some	
  other	
  stuff	
  too	
  with	
  all	
  
this	
  shellcode,	
  hopefully	
  that	
  doesn’t	
  maDer..	
  

•  Let’s	
  give	
  this	
  one	
  a	
  go	
  and	
  see	
  what	
  happens.	
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Hmm…	
  

•  No	
  calc.exe…	
  Who	
  can	
  tell	
  me	
  (or	
  at	
  least	
  
speculate	
  as	
  to	
  what	
  happened?)	
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•  Not	
  all	
  of	
  our	
  shellcode	
  got	
  copied.	
  
•  Why?	
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Plan	
  B	
  
•  Since	
  we	
  don’t	
  have	
  enough	
  room	
  on	
  the	
  stack	
  to	
  
put	
  our	
  200	
  byte	
  calc	
  shellcode	
  AFTER	
  the	
  
excep)on	
  handler	
  record.	
  You	
  need	
  to	
  relocate	
  it.	
  

•  Restore	
  your	
  exploit	
  file	
  with	
  the	
  0xCC	
  opcode	
  
bytes	
  a,er	
  the	
  excep)on	
  record.	
  

•  Try	
  to	
  transplant	
  your	
  shellcode	
  elsewhere	
  in	
  the	
  
file	
  so	
  that	
  it	
  ends	
  up	
  in	
  one	
  piece	
  on	
  the	
  stack.	
  	
  

•  Then,	
  change	
  the	
  0xCC	
  bytes	
  a,er	
  the	
  excep)on	
  
handler	
  record	
  (the	
  bytes	
  that	
  get	
  executed)	
  to	
  
get	
  a	
  rela)ve	
  call/jmp	
  to	
  your	
  transplanted	
  
shellcode.	
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•  Some	
  windbg	
  inves)ga)on	
  told	
  me	
  the	
  loca)on	
  of	
  the	
  file	
  
being	
  memcpy’d	
  was	
  where	
  the	
  “zero	
  day	
  haiku”	
  ascii	
  
bytes	
  were.	
  Since	
  I	
  figure	
  this	
  will	
  get	
  copied	
  on	
  the	
  stack,	
  
I’ll	
  overwrite	
  that	
  message	
  with	
  my	
  shellcode.	
  

•  Next	
  I’ll	
  need	
  to	
  reload	
  the	
  file	
  with	
  cdf	
  reader,	
  and	
  try	
  to	
  
locate	
  the	
  address	
  of	
  where	
  my	
  new	
  shellcode	
  ends	
  up.	
  

•  No)ce	
  I	
  gave	
  myself	
  some	
  NOPs	
  as	
  well	
  so	
  I	
  have	
  some	
  
wiggle	
  room.	
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Scanning	
  for	
  shellcode	
  

•  Here	
  I’ve	
  recreated	
  the	
  crash	
  with	
  my	
  work	
  in	
  
progress	
  exploit	
  file,	
  and	
  scanned	
  the	
  stack	
  
space	
  for	
  my	
  shellcode/nops.	
  

•  They	
  seem	
  to	
  be	
  located	
  at	
  12fd70.	
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Calcula)ng	
  jmp	
  

•  At	
  the	
  )me	
  I	
  get	
  to	
  my	
  0xCC	
  opcodes,	
  I	
  am	
  0x248	
  bytes	
  
away	
  from	
  my	
  transplanted	
  shellcode.	
  Therefore	
  if	
  I	
  
change	
  my	
  0xCC	
  opcodes	
  to	
  a	
  rela)ve	
  jmp/call	
  
backwards	
  ~0x248	
  bytes,	
  I	
  should	
  start	
  execu)ng	
  my	
  
shellcode.	
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•  -­‐584	
  is	
  0xfffffdb8	
  in	
  hexadecimal.	
  
•  So	
  if	
  I	
  change	
  my	
  0xCC’s	
  to	
  e9	
  b8	
  �	
  ff	
  ff,	
  which	
  
tells	
  the	
  cpu	
  jmp	
  -­‐584,	
  I	
  should	
  hit	
  my	
  shellcode.	
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•  Victory!!!	
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Choose	
  your	
  path	
  

•  At	
  this	
  point	
  you	
  should	
  start	
  trying	
  to	
  exploit	
  
other	
  unique	
  crashes	
  you	
  found	
  in	
  cdf	
  reader.	
  	
  

•  If	
  you	
  want	
  a	
  much	
  more	
  difficult	
  challenge,	
  
reboot	
  with	
  DEP	
  turned	
  on,	
  and	
  try	
  to	
  modify	
  
one	
  of	
  your	
  cdf	
  exploits	
  to	
  bypass	
  DEP	
  and	
  
launch	
  a	
  calc.exe	
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Recap:	
  What	
  you	
  learned	
  

•  Vanilla	
  stack	
  overflows	
  in	
  win32	
  
•  Windows	
  Shellcode	
  Fundamentals	
  
•  Excep)on	
  Handler	
  overwrites	
  in	
  Windows	
  
•  Windows	
  exploit	
  mi)ga)ons	
  including:	
  
– DEP	
  
– SafeSEH	
  
– GS	
  Protec)on	
  
– ASLR	
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What	
  you	
  learned	
  2	
  

•  Stack	
  pivots	
  and	
  using	
  VirtualProtect	
  to	
  bypass	
  
DEP.	
  

•  Muta)on	
  based	
  fuzzing	
  
•  Crash	
  analysis	
  
	
  
	
  

224	
  


