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read in this
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Windows Registry,
mutexes, network
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command line
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actually read?
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if so does it
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data or
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calling
convention
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information
into this

function?
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files written to in
written? this function?
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therefore in
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What are Are they "regular"
the literal files, directories, or
input "special" files like a

Are any "passed-
by-reference"
input parameters
dereferenced and
read from?

values?

named pipe?

Are any "passed-by-
reference" input
parameters dereferenced
and written to?

Do any of the pointers
look to be pointers to
structures where fields
are read from?
(TODO: hopefully we
have some video we
can point at which talks
about what a structure
dereference looks like in
asm

Do any of the pointers
look to be pointers to
structures where fields
are written to?
(TODO: hopefully we
have some video we
can point at which talks
about what a structure
dereference looks like in

asm

the

What are
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the fields of

structure?
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written?

code
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any system
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Does the

What
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the system
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system call
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Recognizing
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Structures

Strings
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T m Am | confident | know functions
Is the target a "well-formed
: . . enough obfuscated used many
function with a prolog/epilog
. ! . control flow methods places
or is otherwise following i
: . to spot one if it's throughout
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being used? the code or
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What is the
. - . — . . Where else are Where can
return value What is the control Does this seem like a legitimate Is this a leaf node, or is . . . -
. . . : ) ) ) Does this function these functions Does this | look up
and, moving flow target value and, location where a function pointer it possible there is . . , :
: . . . call the same sub- called in the binary? function the inputs/
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. functions in many (Use {x} to see recurse to outputs of
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Does this
look like an
if()else()
statement?

Does this
look like a
switch()
statement?
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the scenes for a
switch statement

Linked C++
wArra > | Lists i | Classes i |_|Structs

The "this"

How C++

Manifests Itself

in Assembl

ointer

Constructors

GCC passes the "this"

Visual Studio pointer to functions as the
passes the "this" last parameter_pushed
pointer to onto the stack in cdegl

functions in the copve_n_tlon, _therefore like

ecx register an |r_IV|S|bIe first parameter
(since parameters are

N\

Bushed right to Ieftz

Class
Member
Access

| Destructors |

Inheritance &
Virtual
Function
Table
"vtable"

Constructors
construct the
vtable

Obfuscated

Exception
Handlin

Handling
SEH

Windows

Green nodes can be clicked to go to the video for this topic

Structured
Exception

Uncollapse
Nodes

see video

Edit Group

see video

Collapsing
Group
Again After
Expansion

isee videot

Introduction to Reverse Engineering
Fine-granularity class topics covered

i+t Sfor arram

| IDAPro Matt Briggs & Frank Poz
Control Flow CC BY AT licensed
hosted at OpenSecurityTraining.info
Calculating current
address with "call $ Indirect Interrupts Graph Assembly Hox View Exports Imports Function Strings FLIRT Debugging
+5" (aka "call O bytes Call/Jum e.g. "int 3" View View Ia View View View View Signatures Binar
ast end of instruction"
Grouping & Stack Trace
cllepse, Crel Toggling nabling Addresses Setting Command
Graoh Zooming Redrawing View Nodes Graph/ Conveying Manioulatn Text View Finding DA Debu Stopping the (Debugger Menu > Line Ootions
P Assembly : Navigating Meaning P 9 Comment vs. Locations . 9 Debugger gge P
Overview : , : : . {Options Menu -> Your . View Tracing ->
Wi {ctrl + {Right click -> {ctrl click multiple View Assembl Through . Instruction That Call .
indow : . General -> Environment Windows Stack Trace} {Debugger Menu ->
scroll wheel Layout Graph nodes, right click -> . i Color Addresses an Import .
Group Nodes S - Line Prefixes or Process Options
enter name cIick’OKi S B (i1 - )
Function Name
Colors Editing Sizes &
Call : : Define a Locations of _—
Taking sneak peek at Graphs Celloiing LiFe Eleee el Color Coded Branches Function Displayed Stack 2eiilng e
Returmn 1o target address Jump/Goto Jump/Goto Linked = Light Dafinin Defining Defining (causes IDA to RN Arquments/ [ Structures Rebase
Previ — 9 . , Arbitrary Currently {Edit > Blue " Undefine g Changing the Radix of Data to be Rename Data to be , gume Add Executable
revious Double clicking control {mouse over to bring Control Flow {View -> Add o IDA (Blue = condition true, Data to be try to determine Local Variables :
) ress Highlighted Context o Other -> » Bytes Constants to/from hex an ASCII Address an ASCII . {View-> comment . .
Address flow transfer targets to up code, optionally Arrows Graphs -> o Navigation : : Red = condition false, Code : and display . . | Stack | | Reglsters | | IDA View |
follow control flow scroll wheel down to Assembly View Function HETEEE Al Bar Cellor Ineileten; pynamlca!ly Dark Blue = Loop jump g ClErEey input {Edit -> CfpE SIS = {Edit Menu ->
. {lowercase g + or Linked = Pink h : Structures} ; Segments ->
escape ke increase the amount Calls} I s , ; h backwards) parameters) Functions-> R P
of code shown or addresst ictr + entert ee V|.deo or where . iat jrt Stack Variables} _or ebase rogramt
i to click on graeh User-defined = —_— shift + F9
sl Pl default & or
: : ictrl + kt
instruction
colorz
Add Structure
Member
- - . . Applying a Structure
Instruction Remove Custom Changing Data Sizes Applying a Structure L ,
; L Definition to Data {hit d repeatedly to
Colorlpg Name _ Definition to Code Add/Delete cycle through 1, 2,
Conventions {hit d repeatedly to Structure
& Relai , {select data, and 4 byte data
elation to {hit n, then delete cycle through 1, 2, and 4 {select code, press t, ress alt + sizes)
CFG entire name and byte data sizes, when in select desired spelect desirgc,:l ins/del or
Colorin hit return Stack Frame tab structure definition - .
— — — — | oiructure defriion) izl
or

Setting A SiElilig iz Passing Continuing

EffEEL PO Debugger exceptions to Execution
IDA or the
F9 application F9
Changing all

Conditional Excgrr)(talfoerr]el;:igglmg
Breakpoints
{right click {File Menu ->

breakpoint and

select editt

Debugger Options ->
Exceptions ->
Edit ->

Right CIiCk}I»

Working
With Files

IDB (IDA
Database)
Files

Opening A
File

Open File

Dialog
Box

Loading
Symbols

User
Interface
Misc

IDA
Buttons (&
removing

Bottom plugins/

loading/general
information
window


http://www.youtube.com/watch?v=byK0tXH5axQ#t=55m37s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=51m57s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=53m41s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=54m22s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=51m57s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=8m50s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=2m03s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=19m36s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=24m42s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=21m53s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=22m04s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=22m58s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=25m12s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=26m22s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=45m49s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=10m37s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=48m57s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=50m52s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=11m41s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=21m17s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=31m03s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=22m04s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=33m48s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=25m30s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=4m45s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=29m15s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=22m41s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=26m50s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=37m39s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=31m56s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=43m06s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=43m14s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=45m32s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=43m06s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=8m44s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=24m58s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=43m30s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=14m15s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=16m27s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=36m06s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=42m10s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=37m17s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=37m39s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=3m54s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=25m17s
I_know_this_is_in_there_somewhere_but_I_cant_find_it.Can_you_help_find_it?
http://www.youtube.com/watch?v=byK0tXH5axQ#t=44m21s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=45m31s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=46m40s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=47m57s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=1h10m42s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=7m39s
http://www.youtube.com/watch?v=byK0tXH5axQ#t=55m37s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=1h13m56s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=17m43s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=19m51s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=20m26s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=22m37s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=22m00s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=26m01s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=28m52s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=24m42s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=26m10s
http://www.youtube.com/watch?v=vhJ3KZLF2Bc#t=26m34s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=2m21s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=16m08s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=23m52s
http://www.youtube.com/watch?v=uNLxDrVzFCk#t=33m00s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=24m10s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=24m25s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=28m19s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=32m02s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=32m07s
http://www.youtube.com/watch?v=7V3-0DL4Syw#t=34m33s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=6m18s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=3m10s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=23m14s
http://www.youtube.com/watch?v=03MuoFUtmhg#t=58m45s

	Medium level
	Low level

