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SOME CODE




Simmer down y'all.

| reckon what ya best do is...

Find some subset of interesting code
— You *could* search for B/D/F address of interest

But better is to narrow down what you want to look at, by
slicing and dicing the firmware filesystem with one of:
EFIPWN

— https://github.com/G33KatWork/EFIPWN

UEFITool

— https://github.com/LongSoft/UEFITool

UEFI Firmware Parser
— https://github.com/theopolis/uefi-firmware-parser

— We're not going to cover this for now, since | haven't built it on
Windows yet




Firmware Storage

SPI Flash

Flash Descriptor

Management Engine

~ Firmware Device refers to the flash chip

UEFI/BIOS

« UEFI utilizes the physical flash device as a storage repository

« Comprised of 4 basic components:
— Firmware Device
— Firmware Volume
— Firmware File System
— Firmware Files



Firmware Volumes (FVs)

SPI Flash Firmware Volume(s)

Flash Descriptor FVO

FV1

UEFI/BIOS

FV does not
have to align
with the start
of the BIOS
region as
configured in
the Flash
Descriptor

A Firmware Device is a physical component such as a flash chip.

We mostly care about Firmware Volumes (FVs)

We often see separate volumes for PEI vs. DXE code
— And occasional “duplicate” volumes for restore-from-backup

FVs can contain multiple firmware volumes (nesting)

FVs are organized into a Firmware File System (FFS)

The base unit of a FFS is a file



FFS -

Firmware File System (FFS)

FVO 31 16 15
FV1 .
- File data
A“Srit:::es I Type SiZTntegrilyCheck L o ’ State Size
’ Attributes Type IntegrityCheck
Name
s I pe grityChecl
= | T SizT Check
Attributes ‘ ype ntegrityChecl F[Ie Data
EFI_FFS_FILE_HEADER

FVs are organized into a Firmware File System (FFS)
A FFS describes the organization of files within the FV

The base unit of a FFS is a file

Files can be further subdivided into sections




Firmware Files

31 16 15
File data
State Size
Attributes Type IntegrityCheck
Name
File Data

EFI_FFS_FILE_HEADER

« We mostly care about file sections that are in PE (Portable
Executable) file format
— Alternatively can be a TE (Terse Executable) which is a “minimalist” PE

typedef struct {
EFI_GUID
EFI_FFS_INTEGRITY_ CHECK
EFI_FV_FILETYPE
EFI_FFS_FILE_ATTRIBUTES
UINTS
EFI_FFS_FILE STATE

} EFI_FFS_FILE HEADER;

Name;
IntegrityCheck;
Type;
Attributes;
Sizel[3];

c

-
State;

Oh, how interesting! My BIOS uses "Windows" executables? | know how to analyze those!




Yay Standardization!

A standard way of putting together
the firmware filesystem, with nice
human readable names, makes it
easier for me to find my way around
to the likely locations | want to attack

A standard way of putting together

the firmware filesystem, with nice
human readable names, makes it
easier for me to understand the
context of what might have been
attacked if | see a difference there




UEFITool/UEFIExtract

* The best and most up-to-date firmware
filesystem parser



Go to File->Open and select the file dump (I selected the "e6430A03.bin")

& UEFITool 01710 E=8(EER T
File Action Help
Structure Information
Name Action Type Subtype Text Size: ©8c0000ee
4/ Intel image Image Intel F1a§h chaps: 2
. . . . Regions: 4
Descriptor region Region Descriptor Masters: 3
GbE region Region GbE PCH straps: 18
ME region Region ME PROC straps: 1
» BIOS region Region BIOS ICC table entries: ©
Navigation by expanding Parsed metadata here
portions here
Structure Information
Name Action Type Subtype Text Size: 1000
4 Intel image Image Intel GbE region offset:
- : = - 80001000
Descriptor region Region Descriptor ME region offset:
GbE region Region GbE 205000 .
ME region Region ME BIOS region offset:
» BIOS region Region BIOS 00600000
Region access
settings:
TP . BIOS:8bBa ME:@d@éc
Here it's interpreting the | | =7 202
Flash Descriptor and BIOS access table:
. . ) Read Write
telling us which regions Desc Yes No
BIOS Yes Yes
the BIOS can access 2 o Mo
GbE Yes Yes

PDR No No
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This volume holds a bunch of PEIMs (and the one above it a bunch of DXE drivers.)

Structure Information
Name Action Type Subtype Text ja FileSystem GUID:
4 Intel image Image Intel 7A9354D9-0468-444A-81C
Descriptor region Region Descriptor E-.QBFGNDSQQDF
. ; Size: 09082080800
GbE region Region GbE Revision: 1
ME region Region ME | |Attributes: fFffgeff
4 BIOS region Region BIOS Erase polarity: 1
> 7A9354D9-0468-444A-81C.. Volume Header size: 2848
> 7A9354D9-84638-444A-81C.. Volume
Padding Padding T
> 7A9354D9-8468-444A-81C.. Volume
4 7A9354D9-0468-444A-81C.. Volume Boot
> 3B42EF57-16D3-44CB-8.. File PEI module MemoryInit
> CASD8617-D652-483B-B.. File PEI module TxtPei
> @D1ED2F7-E92B-4562-9.. File PEI module CRBPEI
> A27E7C62-249F-4B7B-B.. File PEI module DellFlashUpdatePei
> 1D88C542-9DF7-424A-A.. File PEI module WdtPei
> 92685943-D818-47FF-A.. File PEI core CORE_PEI
> @1359D99-9446-456D-A.. File PEI module CpulnitPei
> C866BD71-7C79-4BF1-A.. File PEI module CpuS3Peim
> 8B8214F9-4ADB-47DD-A.. File PEI module SmmBasePeim
> @AC2D35D-1C77-10833-A.. File PEI module CpuPolicyPei
> 1555ACF3-BDB7-4685-B.. File PEI module CpuPeiBeforeMem
> 2BBSAFA9-FF33-417B-8.. File PEI module CpuPei
> CLIFBD624-27EA-48D1-A.. File PEI module SBPEI
> 333BB2A3-4F28-4C8B-A.. File PEI module AcpiPlatformPei
> @BF69FBD7-8E4B-43A6-B.. File PEI module WdtAppPei -

UL




"AmgTcgPlatformPeiBeforeMem" is the PEIM we're going to be interested in shortly

To get a well-formed PE file, we extract it by right clicking and selecting "Extract body"

Structure Information
Name Action Type Subtype Text - Type: 18

> 12345678-930A-4A95-A.. File PEI module TcgPeiAfterMem Size: @eebae
> 6B844C5B-6B75-42CA-8.. File PEI module TcgPeiplatform
> 9B3F28D5-18A6-46C8-B.. File PEI module AmiTcgPlatformPeiAfterMem
4 E9312938-E56B-4614-A.. File PEI module AmiTcgPlatformPeiBeforeMem

PEI dependency sect.. Section PEI dependency

PE32+ image section Section PE32+ image I

User interface sect.. Section User interface Extract as is... Ctrl+E
> @DCA793A-EA96-42D8-B.. File Freeform .
> 3FD1D3A2-99F7-420B-B.. File Freeform R T
> BABB2C5B-85A8-48C4-9.. File PEI module ( R .

. Rebuild Ctrl+Space

> 336CDDEA-AB28-4C4C-9.. File PEI module [
> FB8415B7-EA7E-4EBD-9.. File PEI module [ R T Ctrl+I
> DEBASA2C-D788-47FB-A.. File PEI module [ )
> 4AD92749-732E-445A-B.. File PEI module i Insert before...  Ctrl+Alt+]
> F665C81D-EFDE-4B5F - 8.. File PEI module i Insert after... Ctrl+Shift+I
> E9B6BFS94-7A8B-48CD-9.. File PEI module [
> B178ESAA-0876-420A-B.. File PEI module ¥ Replace as is... Ctrl+R
> EQABBF94-7A8B-45BA-9.. F]..le PEI module [ Replace body.. Ctrl+Shift+R
> 78EB5212-F3AD-495F-B.. File PEI module [
> 5924BEBG3-9DD8-4BAB-8.. File PEI module [ BT Ctrl+Del
> 81F@BCF2-F1AD-4DDE-9.. File PEI module —




UEFIExtract is a simple command line tool that just dumps everything
out to the filesystem instead of making it navigable from a GUI

C:\Users\student\Desktop>UEFIExtract .exe
UEFIExtract 0.2

Usage: uefiextract imagefile

C:\Users\student\Desktop>UEFIExtract.exe C:\Users\student\Desktop\ebt436BAA3.bhin
parseRegion: ME region version is unknown, it can be damaged
parselolume: 170888572-377F-44EF-8F4E-BA?FFF46AA78, unaligned file

| » e6430A03.bin.dump »

v Include in library = Share with »
. Name

rites .

sktop 0 Descripter regicn
wnloads 1 GbE region

zent Places 2 ME region

3 BIOS regicn

o D eod b The metadata will be stored off to the side
cuments ir\fc:tx‘t in tXt ﬁ|eS



This is good if you want to search all the files for a pattern. But it's less
easy to navigate if you want to just get a single file (in that case just use

th e G U I ) | .« 0FV_MAIN_NESTED » 0 Compressed section » 0 Volumeimage section » 07A8354D9-0468-444A-81CE-0BF617D8S0DF »
v Include in library « Share with ¥ Burn New folder
r— Name . Date modified Type Size
iktop . 0 IntelSaGopDriver 6/21/2014 711 PM  File folder
~nloads ./ 1 IntellvbGopDriver 6/21/2014 7:11 PM File folder
:ent Places .. 2IntelSnbGopDriver 6/21/2014 711 PM  File folder
) 3 TegDxe 6/21/2014 7:11 PM File folder
ries . 4 CpuDxe 6/21/2014 711 PM  File folder
tuments .. 5 FileSystem 6/21/2014 711 PM  File folder
sic ., 6 DAC2B117-B5FB-4964-A312-0DCC77061BSB 6/21/2014 7:11 PM File folder
tures , 79221315B-30BB-46B5-813E-1B1BF4712BD3 6/21/2014 7:11 PM File folder
€os ., 8 CORE_DXE 6/21/2014 7:11 PM File folder
./ 9 BindingsDxe 6/21/2014 7:11 PM File folder
puter ., 10 DellFlashlcDxe 6/21/2014 7:11 PM File folder
:al Disk (C:) . 11 DellEcConfigDxe 6/21/2014 711 PM  File folder
novable Disk (E:) . 12 DellTagsCenfig 6/21/2014 711 PM  File folder
.. 13 DxeEcloDriver 6/21/2014 7:11 PM File folder
ork ., 14 SpiPartAtmelDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
1) 15 SpiPartEonDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
1) 16 SpiPartMicronDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
., 17 SpiPartMxicDxe-Edkl_06-Pil_0-Uefi2 1 6/21/2014 7:11 PM File folder
. 18 SpiPartPromJetDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
1) 19 SpiPartSstDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
) 20 SpiPartStMicroDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
) 21 SpiPartWinbondDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
. 22 DellTagsDxe-Edkl_06-Pil_0-Uefi2_1 6/21/2014 7:11 PM File folder
. 23 SpiCoentrollerDxe 6/21/2014 7:11 PM File folder
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ldentifying Changes in BIOS (bios_diff.py)

So as we know, Copernicus provides us the full dump of the
BIOS flash

— Repeated from previous: Copernicus maintains the FLA offsets for each
region by reading even those which the CPU/BIOS master has no
permissions to read (like the Management Engine, typically)

— Any BIOS dump should work as long as it's a UEFI BIOS (structured for
better parsing)

Comparing BIOS dumps over a period of time can provide
change detection

How this differs from observing the TPM PCR registers is this:

When a PCR tells you a change has been made, it cannot tell
you where the change has been made

Bios_diff.py uses the decomposition capability of EFIPWN to
tell us the particular module(s) in which the change(s) is/are
located



ldentifying Changes in BIOS (bios_diff.py)

C:\Tools\CoP>python bios_diff.py —dpan —e ..\EFIPUN C:\uefi_hins\efi.bhin C:\uefi_bins\efix.bhin —-o C:\

« This script uses EFIPWN to parse and diff the modules
between two BIOS dumps

« EFIPWN decomposes the BIOS into its firmware volumes
(FVs) and then decomposes each into the files/modules that
comprise it

* In this example we’re analyzing an earlier “known-good” BIOS
with one which we notice has changed

— We took a known good and purposefully made a small change in the
“suspicious” one



ldentifying Changes in BIOS (bios_diff.py)

« The script has found a difference located in firmware volume 3

« Some files/modules have user-friendly names and if this is the
case the script outputs this name

 AmiTcgPlatformPeiBeforeMem

« Tcg could be Trusted Computing Group and this is likely a
PEIM that executes before memory is established
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ldentifying Changes in BIOS (bios_diff.py)

« If more than 1 diff is found they will all be listed here in this
manner

* In this case it is just a single diff found

« Diff was found at offset 0x40C in the file
“‘AmiTcgPlatformPeiBeforeMem”

* The length of the diff is 7 bytes

19



ldentifying Changes in BIOS (bios_diff.py)

* Files in the UEFI Flash File System are in the PE format (or
TE [Terse Executable], which is a minimalist PE file)
— But still PE
« For this reason we can identify whether diffs are located in

the .data or .text (code) sections of a given file
— In this case the change occurs in the code section

20



ldentifying Changes in BIOS (bios_diff.py)

« Also from the PE file we can get the Virtual Address of the
change in the file

* From this we can derive both the Flash Linear Address of the
change on the serial flash (provided the size of the BIOS
region) and therefore its location in mapped high-memory

« The output also identifies the Relative-Virtual Address (RVA),
which is the segment offset from the start of the PE file

21



ldentifying Changes in BIOS (bios_diff.py)

Offset(n) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF

ooa6ccso A4 08B 00 1 4D SA JO 00 00 00 00 00 00 00 00 00 na .........
00R6CCS0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...

OOR6CCAO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +uvvuvevnenneenns
0OR6CCBO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  +uveuvesneennnns
00R6CCCO C8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 E
00R6CCDO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

« We can use the VA and RVA information to locate this PE file
in the BIOS hex dump

« VA - RVA = beginning of PE file

« But first let’'s convert that VA to a flash linear address:
 FFFF_FFFFh - FFE6 _D090h =19 2F6Fh

« <.insize>-19 2F6Fh =BF FFFFh-19 2F6Fh = A6_D090h
« A6 D090h —-40C = A6_CC84h

22



Analyzing UEFI Files with IDA
(Search for “MITRE Copernicus Analyzing
BIOS Differences with IDA Pro”)



Analyzing UEFI Files

=% Administrator Command Prompt = || 6P |

C:\cop>python bios_diff.py -e EFIPUN e6430A03.bin e6430A03_ha

xed.bin
Difference in file firmwareVolume3\e9312938-e56b-4614-a252-cf7d2f377e26\PE32_94
File Name: Aq@TchlatFormPeiBeforeMem
Diff #0
Offset: Ox40c
ben th: Ox1

nformation
i : .text

: Bx40c
VA: Oxffebd90

C:\cop>_

« Following our example of finding a “diff” across multiple BIOS,
let’s find out how to analyze the change using IDA

* This should strike a sharp contrast to trying to analyze a
legacy BIOS which does not follow public standards

— Not to say they don’t have internal standards, just that those standards
are not public

* The free version of IDA will be adequate for these purposes



=% Administrator Command Prompt

C:\cop>python bios_diff.py -e EFIPUN e6430A03.bin e6430A03_haxed.bin
E@Fference in file firmwareVolume3\e9312938-e56b-4614-a252-cf 7d2f 377e26\PE32_94

Name: AquchlatrormHetberoremem
: Bx40c

nFor'mat ion Name Date modified Type
~ X T T e
VA: Oxffebdd90 3/1/2014 3:16 PM File folder
i 3/1/2014 3:16 PM File folde
3/1/2014 3:16 PM File folder

C: \COP> firmwareVolume3

« The first step having identified a change between two BIOS

dumps is to first locate the specific files in which the change(s)
were detected

* In our example, the changes occur in Firmware Volume 3

« Find the directory where EFIPWN decomposed the UEFI
binary and go to firmwareVolume3



Analyzing UEFI Files

=% Administrator Command Prompt

C:\cop>python bios_diff.py -e EFIPUN e6430A03.bin e6430A03 haxed.bin

Difference in file ~firmwareVolume3\e9312938-e56b-4614-a252- cf 7d2f 377e26\PE32_%94
Name: AqgTchlatFormPelBeForeMem

Diff #0

Offset: Ox40c

Length: Ox1

PE Information

Section: .text

RVA: 0Ox40c < €9312938-e56b-4614-3252-cf7d2f377e26

VA: Oxffebdo0

0 g
.....

=
N

\ w!lw w

= = = e e

oo o

1 f
1 f
A f
3:16 PM File folder
1 f
1 f
1 f

f665c81d-efde-3DoT-00e5-21000/48d2bd 3

fac2efad-8511-4e34-9cae-16a257ba%488 3/1/2014 3:16 PN File folder
C:\cop>. fb8415b7-eale-4e6d-9381-005c3bd1 dad7 3/1/2014 316 PM File folder

fd236ae7-0791-48c4-b2%e-29bdeeel a811 3/1/2014 3:16 P\ File folder

« Inside the firmwareVolumea3 directory is a directory listing of GUIDS
« Find the GUID in which this diff was detected
* In this case it is GUID:

— €9312938-e56b-4614-a252-cf7d2f377e26

 Inside this directory you will find the PE32_94 file which contains the
file that has changed

* You can locate both of these files in this manner: the previous one

which is assumed to be good, and the new one in which the change
has been observed



Quick look in hex editor

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

= 00000 OO000O0O0
s OO OmE OO0 0s
) 0O 00000 'O 0000

hrt
frt

------

* One of the first things you can do upon acquiring both files is
to observe them in a hex editor

« HxD allows you to easily perform binary comparisons between
2 files (Analysis > File-Compare > Compare, and then select
the 2 files you want to compare)



Quick look in hex editor

File Edit Search View Analysis Extras Window 7

X - @ cHces 16 v ANSI v hes v

e

48] PE32_94_haxed | &) PE32_94

B C:\Documents and Settings\Administrator\Desktop\PE32_94_haxed

Offsec(h) 00 01 02 03 04 0S 06 07 08 09 OA OB OC OD OE OF
000003 24 8B "8 8B D2 89 > C oA a< Eg<@.%Ee.EUP)
5 & ..fEu.j

9 0A

0B OC
» E8 8D 45

Offset (h)

Q00003 D0 4S5 E4 8B 45 F8 8B

000003 ED OC 8D 45 BO S0 S6 8 33 00 00 00 83
Q00003 F0O OC 8D 4D EO 51 75 8 8B 06
00000400 C4 1C 8B C7 EB 02 33 C9 C3
00000410 SB 08 68 44 D7 18 S9
00000420 249 0OC 8B 449 24 3 74 24
Q0000430 18 52 6A 04 SO0 of 10 85
00000440 BB 3E 8B 74 24 08 AS AS AS M

Offset: 40C Block: 40C-40C Length: 1 Overwrite

HxD’s file comparison compares each file in parallel and highlights
each byte that differs

It's a quick way to “eyeball” changes which have been detected

This is less helpful when the file-sizes differ and the area where you
want to analyze the change occurs at an offset other than where it
usually does

28



Quick look in hex editor

File Edit Search View Analysis Extras Window ?

- RS » 16 ¥  ANSI v hex v

.._’] PE32_94_haxed _,_:] PE32_94

B C:\Documents and Settings\Administrator\Desktop\PE32_94_haxed

)19 0A OB OC OD OE OQF
""" 8D 02

45 FC 5
) 00 83 45 FC 18 64 ..E°PVe3

Offset(h) 00 01 02 03 04 0S5 06 07 08 09 0OA OB OC OD OE OF A
""" D 4 E4 B 45 F B 4 ) 4 E D

000003 E D 4 BO S6 E 0 0 ( S

000003 FO0 OC 8D 4D EO S1 FF 75 FC 8B F8 8B 06 FF 5

00000400 Cq4 1C 8B C7 EB 02 33 CO SF SE C9 C3 =%

00000410 8B 08 68 44 D7 E6 FF S0 FF 51 18 59 59 C3

00000420 249 0OC 8B 44 2494 04 8B 08 56 8B 74 24 4 56 83 C2 - Je )

00000430 18 S2 6A 04 S0 FF S1 34 83 C4 10 85 C0O 78

00000440 8B 3E 8B 74 24 10 83 C7 08 AS AS AS AS 33 CO SF

Offset: 40C Block: 40C-40C Length: 1

In this simple example, the “haxed” version of the PE file has
opcode 0xC3 at offset 0x40C while the original file has 0x8B

Those who are familiar with the x86 instruction set may recognize
the OxC3 opcode as the RET (return) instruction

Note that at the bottom of the HxD window it shows the file offset of
the highlighted diff byte (“Block 40C-40C”)

This corresponds to the information outputted by our bios_diff.py
29



Quick look in hex editor

. File Edit Search View Analysis Extras Window ?

% - @ Her 16 ¥ ANSI ¥ | hex v

&) PE32_94_haxed | i) PE32_94]

B C:\Documents and Settings\Administrator\Desktop\PE32_94_haxed - |OX
-~

Offsec(h) 00 01 02 03 04 0S5 06 07 08 09 OA OB OC OD OE OF

000003D0 45 E4 8B 45 F8 8B 40 02 89 45 E8 8D 45 FC 50 64 E&cEw<@.%Ee&.EuPj
OOO0O3E0 OC 8D 45 BO S50 56 ES 33 00 00 00 83 45 FC 18 64 ..E°PVeé3...fEu.J
OO00O3FO0 OC 8D 4D EO 51 FF 75 FC 8B F8 8B 06 FF 50 50 83 ..MaQyui o< .y¥PPF
00000400 C4 1C 8B C7 EB 02 33 CO 5F SE C9 C3 44 24 08 Ai.cge.3i ~Eifips.
00000410 8B 08 68 44 D7 E6 FF 50 FF 51 18 59 59 C3 8B 54 < .hD=x&yPyQ.YYAcT
00000420 24 OC 8§ RS Bigipt=R 2 14 S6 83 C2 $.<D$.¢.Vct§.VFA
00000430 18 S5z cEIGINEWET [XI CO 78 11 57 .Rj.PY¥Q4fi. Ax.W
00000440 8B 3E 8 A5 33 CO SF <>ct$.fC.¥¥FFE3A

Bs C:\Documents and Se

-]
Y
] ‘
\j[:”

Y X [

Offset (h) 00 01 O OC OD OE OF

00000D3D0 45 E4 § 45 FC S50 6A E&<Es<R.%Ee.EuPj
ODODDD3ED OC 8D 4 B 2 - - o000 00 o3 45 FC 18 64 . .E°PVeé3...fEu.3
O00D0O03FO0 OC 8D 4D EO S1 FF 75 FC 8B F8 8B 06 FF 50 S50 83 . MaQyuik o< . yPPF
00000400 C4 1C 8B C7 EB 02 33 CO SF SE C9 C3 EB 44 24 08 .xge.3A_”EiBD$.
00000410 8B 08 68 44 D7 E6 FF 50 FF S1 18 59 59 C3 8B 54 .hDxeyPy¥Q.YYAcT
00000420 24 OC 8B 44 24 04 8B 08 56 8B 74 24 14 56 83 Cz <D§.c. Vs .VFfA
00000430 18 52 6A 04 SO FF 51 34 83 C4 10 85 CO 78 11 57 -Rj.PYQ4AfA. Ax.W
00000440 8B 3E 8B 74 24 10 83 C7 08 AS AS AS AS 33 CO SF «<>ct§.fC.¥¥¥¥34 >

A s

an

Jofset: s0c Block: 40C-40C Length: 1 Overwrite

You can cycle through each byte that is different by pressing
‘F6’ (Next Difference)

In this simple example, there is only this single byte that is
different



Analyzing UEF| Files with IDA

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94 (= |[&]
File Edit Jump Search View Debugger Options Windows Help
& H = =2 An 5‘1 55” 5 3 N ol Q ?‘ Et (\J \ ,ﬂ' () x P @ ) No debugger v | J r » 5 g » == >
B 1 : -
Library Function Data [l Regular function Unexplored Il Instruction External symbol
_r-_Pw_ru;r_lsrl-_: windows O & X _ IDA View-A m ‘(ﬂ Hex View-A A| Structures 1 Enums ::_ Imports z Exports
Function name 2
£ sub_FFEGCEE4
I start v B3
£ sub_FFEEDOA2
£ sub_FFEEDOD
£ sub_FFEED170
Z sub_FFEGD1A7 public start
,‘ sub FFEED281 start proc near
f. ub_FFEED30C 3
= arg_ 4= dword ptr 8
< >
mov eax, [esp+arg_ 4]
TE——— mov ecx, [eax]
Graph overview 0O & X =
dh, Graph dtsiodi push offset unk FFE6D74%4
push eax
[«} call dword ptr [ecx+18h]
. pop ecx
pop ecx
retn
| 100.00% (0,0) (242,243) 0000040C FFES[-CI:‘HZI-. _ff-_axr. ’
t ut windos O & x
gt vrewu. s HUU v.i1sww v wiv yamtoagzg
DnPuthon u1 l; '; F1na] («;m]ﬂ n) ((‘) The ll)m‘ythun Team <idapython@googlegroups.com> o

« Now we’ll actually take a look at these files in IDA
— Free version is mostly adequate, minus the Hex-Rays pseudo-code view
* Notice IDA recognizes the PE file format and opens the file accordingly

— IDA 6.7 will recognize UEFI files! (but can’t distinguish between PEI and DXE drivers, and so just
applies a DXE entry point definition in both cases%

« Shown here is the non-hacked version of the TPM driver showing real instructions at the
entry point
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Analyzing UEF| Files with IDA

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94_haxed = [
File Edit Jump Search View Debugger Options  Windows Help
SEHie- = B B 3 v @@ whal el - e X|: > @ O Nodebugger ¥ %)) B »|:@F »|: dh »|i -
i ] : v
Library function Data [l Regular function Unexplored [l Instruction External symbol
? Functions window 0O & X ‘— IDA View-A @ 'ﬂ Hex View-A F Structures 1 Enums lz Imports ;z Exports
Function na o
| sub_FFEGCEE4
7] stan
[7] sub_Frespoa2
; FE '
= f — (W RS
¥d _FFEED170
£ sub_FFEED1A
7] sub_Freepze
£ suo_FFE6D30 v public start
< > start proc near
retn
start endp
1';! P O & X
100.00% (0,0) (179,288) 0000040C FFE6DOSO startc
[=] Output window 0O & X
v . LVWwU v.irswe vz wx =

TYTHOTW £ eV sE \UUTUUXC, UGN VL LUTT, 17-OU-rzy [V = - C ovawccxgg
IDAPython v1.5.5 final (serial 8) (c) The IDAPython Team <idapython@googlegroups.com>

« Shown above is the hacked file with just the RET at the entry
point

* This simple example assumes the attacker has placed this
instruction here so that the TPM driver never performs any of
its activities

32



Analyzing UEF| Files with IDA

1n

'K
Y

-

ocode-A —] J| Hex View-A _\- tructures ‘ Enums t Imports

v Puy)(

return (*(int | y(int, UNKNOWN *))(%*( DWORD =) . &r.nk FFEGD744) ;

To see the pseudo-code you will need the full version of IDA
Pro with Hex-Rays
The non-hacked file is dereferencing a DWORD at offset 24 of
arg 2

— IDA displays offsets in base 10 by default; 24 is 0x18
The dereference is followed by a call: (a2, &unk FFEGD744)

So this appears to be calling a function pointer from out of a
table




Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

ZCM Edit  Jump Search View Debugger Options Windows Help

Reload the input file
#  additional binary file. ..
X Script File Alt+F7 IDS/IDT File. .,

: Script command Shift+F2 PDB file. .. L
o save Cri+w DBG file. ..

Save as. TDS file. ..
_* Take database snapshot.. Ctrl+Shife+w '7 FLIRL sigaabuas Fil

lose

« UEFI uses publically-defined data structures

« We're going to import ‘behemoth.h’ which was created by Snare
(using scripts)
— https://github.com/snarez/ida-efiutils/blob/master/behemoth.h
— Snare has done a talk on attacking Apple’s EFI implementation

— Black Hat USA 2012:
http://ho.ax/downloads/De Mysteriis Dom Jobsivs Black Hat Slides.pdf

— White Paper: http://ho.ax/De Mysteriis Dom Jobsivs Black Hat Paper.pdf
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Applying UEFI Structure Definitions

Select C header file to parse @
Look in: | (B} Desktop v T £° Gl
N LMy Document
‘,’ _d My Computer
My Recent \3r-‘.;. Network Places E Structures »j En
Documents ) cleanup -
3 |®
‘ it
C C near
brd ptr 8
J Ax, [esp+arg_ 4]
My Documenits Ex, [eax]

Ffset unk FFE6D74%4
b
sord ptr [bcx+18h]

C X
C X

58

ompute

s D)
“g File name behemoth h o
My Network Files of type h v Cancel I

* QOur behemoth.h file is located in the C:\Tools\ directory

* [t contains a lot of structure definitions from the EFI
Specification
— Plus enumerated values and types



Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

SHi e > | AR B 3 @R Al F o X| > O O b -
Library Function Data [l Reqular function Unexplored [l Instruction External symbol

- | - .

| f | Functions window 0O & X LZ] 1A view-a B3 E] Pseudocode-A | 1@ Hex View-A | E Structures .3 Lj Enums .3

Function name -

£ sub_FFEGCEE4 .

L b FRE6CEE public start

L] start start proc near

| f | sub_FFEED0A2

LS| sub_FFE6DOD6 arg 4= dword ptr 8

7] sub_FFEED170

'f) sub_FFEED1A7 mouv eax, [esp+arg_4]

Z sub_FFE6D281 mouv ecx, [eax]

7| sub_FFEED30C 3

\ Warning

| A
v

6 There were 7 error(s). Please look at the message window to see the details

.ﬁl_Graph overview O & X

100.00% (-270,37) (127,9) 00000418 FFE6EDOSC: start+C

e T, e

« Ignore any errors you see when importing this file
— Importing the structures we use will still work



Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

File Edt Jump Search View Debugger Options Windows Help
ChHe = " HMHA & 3 @A @ F ol aF - #F ed X > @ O Nodebugger

Library function Data [l Reqular function Unexplored [l Instruction External symbol
Z Functions window 0O & X H—:_]ID‘:‘ View-A 5 Pseudocode-A [ (@ Hex View-A ( m :'»tlulztun;--_:c, E;
Function name 00000000 ; Ins/Del : create/delete structure
r 4 T 00000000 ; D/A/ = : create structure member (data/ascii/array)
J_—:"J“—F BSCEE4 00000660 ; N : rename structure or ‘.ll'lll}lll'l' member
é'—"‘"'t 88066060668 ; U : delete structure member
Lf | sub_FFEEDOAZ 8000080880 ; ——————- -
Lf | sub_FFE6DOD6 880000608
Z:‘vut_FFEr:wE*l.‘lj g0080008e ; (Class Informer)
¥ sub_FFEED1A7 00000000 type_info struc ; (sizeof=8x8, variable size)
7] - EFE6D281 80000000 vftable dd ? ; offset (0060
'] <& FrecDo0C 00000004 _m_data dd ? _
?-'IF_F=EEE":~} 00000008 _m_d_l)ame db 8 dup(?) ; string(C)
= — 00000008 type_info ends
Fd 00000008
Fd 00000000 ; - ————————————————————————————
7| sub_FFE6D494 800600088
F| sub FFE6D619 9000808080808 ; (Class Informer)
' 80066666 PMD struc ; (sizeof=0xC) s XREF: RTTIBa:
80000608 mdisp dd ?
0000006064 pdiSp dd ?
3 |/80006008 vdisp dd ?
:h810f13 o l. type info:0000

Qutput window

* Now go to the Structures tab
« Hit ‘Insert’



Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

Ee > s 3 e @ At # i X > O O debue
Library Function Data [l Reqular function Unexplored [l Instruction External symbol
| 7] Functions window O & X || [[F] DA view-A ([5] pseudocode-a B3 | [S] Hex view-a 3 [A] structures B3 | [E]Enur
Function name 00000000 ; Ins/Del : create/delete structure
— - 00000000 ; D/A/* : create structure member (data/ascii/array)
é sub_FFESCEES 000000600 ; N : rename structure or structure member
LS start 80000660 ; U g
Lf | sub_FFEEDOA2 CELLLELE I 4, Create structure/union @
7] sub_FFEEDOD6 00000000
£ sub_FFEED170 8000800808 ; (C1) Structure name |struc_i o™
{£] sub_FFEED1A7 00000000 type_|
7] sub_Freenzst 00000000 ufta pos
= < cnanC 000000664 m_d [] Create before current structure
f | sub_FFEBD30C
—_ t—FF P 00000608 m_d_| L ' '
% >:Jt_FFE:E:,1z 00000008 type | [] pon't include in the list
— o s 06000008 E] Create union
| f| sub_FFE6D464 00000000 ; .
| 7| sub_FFEED494 GELLLLLL)
88868688 PMD Add standard str k’ Cc1
00000600 mdisp -
88668084 pdisy l OK ] [ Cancel ] [ Help J
Line 1 of 13 1. type info:0000
[=] Outout window

 Select ‘Add a Standard Structure’



t Please choose a structure

vpe name

ARd EFI_MTFTP6_TOKEN

A> EFI_NARROW_GLYPH

A3 EFI_NETWORK_INTERFACE_IDENTIFIER _INTERFACE
A3 EFI_NETWORK_INTERFACE_LJENTIFIER_PROTOCOL
A3 EFI_NETWORK_STATISTICS

A3 EFI_OPEN_PROTOCOL_INFORMATION_ENTRY

R EFI_PARTITION_ENTRY

A3 EFI_PARTITION_TABLE_HEADER

A3 EFI_PCD_PROTOCOL

Ry EFI_PCI_HOST_BRIDGE_RESOURCE_ALLOCATION_
Ry EFI_PCI_HOTPLUG_REQUEST_PROTOCOL

Ry EFI_PCI_HOT_PLUG_INIT_PROTOCOL

Ry EFI_PCI_IO_PROTOCOL

R EFI_PCI_IO_PROTOCOL_ACCESS

A3 EFI_PCI_IO_PROTOCOL_CONFIG_ACCESS

A3 EFI_PCI_OVERRIDE_PROTOCOL

A3 EFI_PCI_PLATFORM_PROTOCOL

A EFI_PCI_ROOT_BRIDGE_IO_PROTOCOL

A EFI_PCI_ROOT_BRIDGE_IO_PROTOCOL_ACCESS

A EFI_PE32_SECTION

A EF1_PE32_SECTIONZ

A>3 EFI1_PEI_DEPEX_SECTION

AR> EFI_PEI_DEPEX_SECTION2

R EFI_PEI_FIRMWARE_VOLUME_PPI
A3 EF1_PEI_HOB_POINTERS

R EFI_PEI_NOTIFY_DESCRIPTOR
R3 EFI_PEI_PPI_DESCRIPTOR

EFI_PEI_SER

A3 EFI_PCI_ROOT_BRIDGE_IO_PROTOCOL_PCI_ADDR....

2eclaration
struct _EFI_MTFTP6_TOKEN
struct $4C25BD3ABSFELAZO
EFI_NETWOREK_INTERFACE
struct _EFI_NETWORK_INTE
struct $775CA34CBECCCTD:
struct $69792873A83EERCS!
struct $S28E0275AD91 1FES!
struct $922F44E67AD0121CC,
struct _EFI_PCD_PROTOCOI
struct _EFI_PCI_HOST_BRIC
struct _EFI_PCI_HOTPLUG_F
struct _EFI_PCI_HOT_PLUG._
struct _EFI_PCI_IO_PROTOX
struct $E346F8498CASCDD2
struct $AS2CASSEG1ES1B9D
EFI_PCI_PLATFORM_PROTO
struct _EFI_PCI_PLATFORM_
struct _EFI_PCI_ROOT_BRIL
struct $1A1FB1IFS81865924(
struck $D7773540B5449B7 2E
EFI_COMMOMN_SECTION_HE
EFI_COMMON_SECTION_HE
EFI_COMMON_SECTION_HE
EFI_COMMON_SECTION HE
struct _EFI_PEI_FIRMWARE
union $B30AF9753A431918(
struct $9B60B6B6980957B45
struct $6S511F1D301007EC4
Fl SECURITYZ2

=

We can sort the
structures by name to
make search easier

We're looking for
EFl_PElI SERVICES

These are services
used by PEIMs during
the PEI phase

An (incomplete)
sampling is below:

EFI
Hdr

InstallPph dd
RelnstallPpj dd
LocatePpi dd
NotifyPpi dd
GetBootHMode dd
SetBootMode dd
GetHoblList dd
CreateHob dd
FfsFindNextUolume dd '
FfsFindNextFile dd ?
FfsFindSectionData dd ?
InstallPeiMemory dd ?

PEI_SERVICES struc ;

{(sizeof=0x78)
EFI _TABLE HEADER ?

W) W) ) ) ) W

-~
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Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

% E A - 3A»'X 3‘!_ "ﬁ' a 4 N E \_: : w‘(t C:t u’\+ -\+ >‘?. ] >< » m D No debugger

Library Function Data [l Reqular function Unexplored [l Instruction External symbol
z Functions window O & X (E] IDA View-A 3 Pseudocode-A || @ Hex View-A | E Structures m Lj Enur
Function name 00000000 ; Ins/Del : create/delete structure )
o - 00000000 ; D/A/* : create structure member (data/ascii/array)
é Sub_FFEGCEES 000000600 ; N : rename structure or structure member
L] start 800066000 ; U g
L f | sub_FFE6D0OA2 CELLLELE I 4, Create structure/union @
| f | sub_FFE6DOD6 8080080800808
£ sub_FFEED170 00080000 ; (C1] Structure name | struc_i ™
{£] sub_FFEED1A7 00000000 type_|
Z sub_FFEED281 000008000 vufta pos
—_ cran~ 000000064 m_d [] Create before current structure
| f| sub_FFE6D30C
;- PP —— 00000008 _m_d_| ] Don't include in the
% T,JE_FFE,TD:‘;.;, 00000008 type | on't include in the list
— o s 08000008 E] Create union
| f| sub_FFEED464 90000000 ; A
| 7| sub_FFEED494 GELLLLLL)
¥ sub_FFE6D619 GELLLLLL
86060860680 cl
8680060806068 .
86066064 ] [ Cancel ] [ Help J
_<_ l' 8086000608
Line 1 of 13 1. type info:0000

[=] Outout window

 Now we’re going to add an EFI_GUID structure



t Please choose a structure

« AGUID is a 16-byte
data structure used as
a name for many of the

EFI objects:

Dword
Word
Word

Char array[8]

EFI_GUID
Data1
Data2
Data3
Datai
EFI_GUID

struc

dd 7
duw ?
duw ?
db 8
ends

; (sizeof=0x10)

dup(?)

Type name “  Declaration

R EFI_FIRMWARE_VOLUME_EXT_ENTRY_OEM_TYPE  struct $D117E6D6ADFSAEGES
A EFI_FIR MWARE_VOLUME_EXT_HE{SER struct $9A94C1850C5771676
A EFI_FIRMWARE_VOLUME_HEADER | struct $331CF4F13D46CAB3F
A EFI_FIRMWARE_VOLUME_IMAGE_SECTION EFI_COMMON_SECTION_HEZ
A3 EFI_FIRMWARE_VOLUME_IMAGE_SECTIONZ EFI_COMMON_SECTION_HEZ
A3 EFI_FONT_DISPLAY_INFO struct _EFI_FONT_DISPLAY ]
A3 EFI_FONT_INFO struct $CA721A38617EESBED
A3 EFI_FORM_BROWSERZ_PROTOCOL struct _EFI_FORM_BROWSEF
A3 EFI_FREEFORM_SUBTYPE_GUID_SECTION struct $A092FDESFBE135C43
R EFI_FREEFORM_SUBTYPE_GUID_SECTION2 struct $7B33F66CE091FDOFD
A3 EFI_FTP4_COMMAND_TOKEN struct _EFI_FTP4_COMMAND
Ry EFI_FTP4_CONFIG_DATA struct $4BE1A16206B652E9F
Ry EFI_FTP4_CONNECTION_TOKEN struct $FISAFS3F7A4ADSC24
Ry EFI_FTP4_PROTOCOL struct _EFI_FTP4_PROTOCOI
ARy EFI_FV_BLOCK_MAP_ENTRY struct §1AFAOB1BEAFS3S7FC
ARy EFI_FV_FILE_INFO struct $88A6A407AB7AFSO7L
A3 EFI_FV_INFO struct $531CE289FESQO9CEB7
R EFI_FV_WRITE_FILE_DATA struct $9CADI7D4EDSFDCDS
R EFI_FX_SAVE_STATE_IA32 struct $0F200C5991ECESF6E
RD EFI_FX_SAVE_STATE_x64 struct $383942B824C6F4BS0.
R EF1_GCD_10_SPACE_DESCRIPTOR struct $D846051A28653AE62
A3 EFI_GCD_MEMORY_SPACE_DESCRIPTOR struct $08D8593954ESEBB7A
A3 EF1_GLYPH_GIBT_END_BLOCK struct _EFI_GLYPH_GIBT_ENC
Ry EF1_GPT_DATA struct tdEFT_GPT_DATA

A EFI_GRAPHICS_OUTPUT_BLT_PIXEL struct $A63DBE7FAABG23CFE
Ry EFI_GRAPHICS_OUTPUT_BLT_PIXEL_UNION union $87345345CBS5A1B82;
R EFI_GRAPHICS_OUTPUT_MODE_INFORMATION struct $A4A71508AC7A43D1¢
Ry EFI_GRAPHICS_OUTPUT_PROTOCOL struct _EFT_GRAPHICS_OUTF
A3 EF1_GRAPHIC ’ 5FOD3946E 19E3)

EFI_GUID

& EFI G

)_SECTIOI

LU
L

EFI_GUID
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Applying UEFI Structure Definitions

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94 a ﬂ
File Edit Jump Search View Debugger Options  Windows Help
& H = =% p,{‘ 5‘| 55, £ 4 ) rN J lu?n-l ﬁ n‘?‘ .:D' v ,#' () x > LB LJ No debugger v cl i Er r » * » .r?gn. » - == >
. 11 | v
Library function Data [l Regular Function Unexplored Il Instruction External symbol
7 | Functions window 0O & x — DA view-A E3 (D] Hex View-A A Structures 1 Enums \: Imports z Exports
Fun s
¥d EE
¥d -
¥d DOA2
z F DOD6
Fd FFEGD170
Fd EFEED1A public start
rd E > start proc a
f— F 0
- M arg 4= dword pt 8
< >
mov eax, [esp+arg_ 4]
mov ecx, [eax]
O & X
g, Grac push offset unk FFE6D744
push rax
L< call duwor d ptr [ecx+18h]
pop
pop
retn
""" FFE6D090: st
(=] O & X

« Likely this file will be using the PEI Services table:
« The name of the file is ‘AmiTcgPlatformPeiBeforeMem’

* It's a common structure used during the PEI phase so PEIMs
can use common services
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Applying UEFI Structure Definitions

3 IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

=l IR g B ® B 3 wid Qo ol oF F - #F d X[ P No debugger v | %
Library function Data [l Regular Function Unexplored [l Instruction External symbol

E Functions window 0O & X H_il DA view-A B3 ‘ E] Pseudocode-A | (O] Hex View-A | E Structures | (3] Enums x i
Function name A

£ sub_FFEGCEE4

LS| start I} Choose a structure for offset

L f | sub_FFE6D0OA2 m

7| sub FEEEDODE Operand representation Structure size

? 5'Jt‘_FFEL;'D1.7|J E EFI_'-SUI['.D~3t-34+10h 0010

7 sub_FFEED1A7 ] EFI_PEI_SERV'CES.InstallPpi

7| sub FFE6D281 LA size RTTIBaseClssDescriptor D013

z sub_FFEED30C ¥ % FlTTIClasaner.ar-:h'y'Descnpt-Jr.rn_umB-aseCIasses+1Elh 0010

(‘-‘ > — LA | RTTICompleteObjectLocator.offset+14h 0014
St ; E RTCI.m_pClassInit 001C

e ‘A] size EFI_TABLE_HEADER 0018

ﬂ.f- Graph overview O & X l-\- type_info._m_d_name+10h 0008

(A]

PMD.mdisp+18h 000C

Sear uzhj [ Help

Line 2 of 9

« Hit ‘t' to have IDA interpret that value as a structure
« Select EFI_PEI SERVICES based on our hypothesis
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Applying UEFI Structure Definitions

af ¥ - # wd X : » @ O Nodebugger v % AR
External symbol

ﬂ Hex View-A 7‘\_ Structures L ] Enums \‘: Imports i: Expn

public start
start proc near

arg 4= dword ptr 8

mouv eax, [esp+arg 4]

mouv ecx, [eax]

push . offset stru FFE6D744 ; EFI_PEI_PPI_DESCRIPTOR =
push Lﬁeax s PEFI PEI SERVICES =

call [ecx+hf17PEI7EERUICES-Insta11Ppi]

pop ecns

pop ecx

retn

start endp

J00418 FFE6DOSC: startc+C

Hit Ok or 'y’ to accept this definition

IDA does not have an undo, so it's always good to save first
— But we have a hunch that this is the right object
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Applying UEFI Structure Definitions

x 1\-)] IDA View-A -‘ Pseudocode-A m lﬁ' Hex View-A F Structures »] Enums i; Imports £ Export
1lint cdecl start(int a1, int a2)
2K
3 return (*(int ( cdecl **)(int, UNKNOWN »*))(*( DWORD =)a2 + 24))(a2, &unk FFE6D744);
L }

% Please enter a string

Please enter type declaration | EFI_PEI_SERVICES **a2
EFI_PEI_SERVICES **a2

* |In the pseudo-code view you can do the same thing

« Select the a2 argument and hit ‘t’

« Select the EFI_PEI _SERVICES structure

 When we enter the above, we see the code simplifies:
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Applying UEFI Structure Definitions

- . —m — — e —
=] IDA View-A Pseudocode-A i] | Hex View-A A tructures JL'I_I 15 WE| Imports g_j Exports

' cdecl start(int 11, EF1 PEI SERUICES =

return ((int ( cdecl *)(EFI PEI SERVICES =, EFI PEI PI DESCRIPTOR #*))(*al)->InstallPpi)(

« We see that this function immediately calls the InstallPpi() PEI
Service

 InstallPpi() takes 2 arguments:
— The EFI_PEI_SERVICES structure
— Some Unknown argument

« Per the EFI Specification, InstallPpi installs an interface in the
PEI PEIM-to-PEIM Interface (PPI) database by GUID

 We could look up the prototype in the spec:

typedef

EFI_STATUS

(EFIAPI *EFI_PEI_INSTALL_PPI) (
IN CONST EFI_PEI_SERVICES **peiServices,
IN CONST EFI_PEI_PPI DESCRIPTOR *PpiList
) ;

y &S



ST TLY I
Always let the GUIDs be your GUIDe

 UEFI uses a lot of “GUIDs” — Globally Unique
|Dentifiers.

e Used to identify files on the filesystem

— Filesystem GUIDs often reused between EDK &
production systems. Or between the same IBV
code on different OEMs’ systems

e Used to identify structures (PPIs in PEl phase,
Protocols in DXE phase) that contain data and/
or function pointers






Tracing PPlIs

“-‘ IDA View-4 ‘v Pseudocode-A 3 ".1 Hex View-A ;\- tructures T Enums :‘; Imports 5 Exports
1lal, EFI PEI SERUICES %*%a2) A
31 *)(EFI_PEI_SERVICES »x», EFI_PEI_PPI_DESCRIPTOR %))(*a2)->InstallPpi)(a2, &sjtcu FFE6D744);

4 S
EFI PEI PPI DESCRIPT(

typedef struct {

UINTN Flags;
EFI_GUID *Guid;
VOID *Ppi;

} EFI_PEI_PPI_DESCRIPTOR;

« But in this case IDA also recognizes this structure

« We can double-click on it to see that IDA has identified it as
an EFI_PEI PPl DESCRIPTOR:
— First is the Flags 80000010h
— Second is the pointer to the GUID
— Third is the pointer to the PPI that will be installed
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Tracing PPlIs

unk FFE6D71%4 Al A0S ~DATA XREF: .data:stru FFE6D74X4)
&) Rename N
Jump to operand Ente
ol St el e dd OC1E6791Dh - Datail
1\7] Jump in a new window Alt+Enter - DATA XREF: .data:stru FFI
(%S Jump in a new hex window dw BF35Bh ; Data2 a
Jump to xref to operand... b4 dw 43FFh - pata3
db 92h, ©6Ah, BBEh, 6, 8BAh, 7Fh, 86h, OA1h; Datak

@Y Eyte 10h
@y Word 731Dh
@l Double word DC1E6791Dh

B Structure Alt+Q »

Synchronize with ' G‘J'- F'r"1.fi"_5|:9 of 12)
r Add breakpoint F2 f\? RTTIClassHierarchyDescriptor (sizeof 16)
4: .dacvaunk FE 5 = - R e e
Copy address to command line A EFI_PEI_PPI_DESCRIPTOR (sizeof 12
l
COUp tUCITC IO Oy . ¥“‘§ Yrefs ko =

top\behemoth.
top\behemoth.

g?:ﬂ Xrefs from

_CORE_FU HANDLE

 Select the GUID structure

* One thing we can do is try and determine if this is a known-
GUID or an unknown GUID

— The UDK defines a lot of GUIDS, these would likely be the same across
all vendors

— Vendors also implement their own proprietary GUIDS
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Tracing PPlIs

Find @
/A1 Find [Replace ] Find in Files ] Mark |
3 Find what : - | Find Next |
[ Count ]

GUIDs = Find All in All Opened
ACPI_TA Documents E, O

'APPLE R Dx L6

,,,,, - . Find All in Current !
Cimmiar :~; [ Match whole word only Document cd,

. _1.?_‘{7:{ 0 = 88,
—— — Match case [ Close ] as
- |¥| Wrap around !
B Ox¢

'BDS_LIH Search Mode Direction ] Transparency , 0

'BLOCKIQ @ Normal ©up @ On losing focus 0x3

"BLOCK M 7 Extended (\n, ¥, \t, \0, \x...) @ Down Always 0x72

'BOOT_MH *) Reqular expression [ | . matches newline 0 HCC,
BOOT_MA X

' CONNECT] |Find: Can't find the text "c1e6791d" 0xb3

II GUID':[0xeb832fd9, 0x9089, 0x4898, 0x83, Oxc9, 0Ox41l, Oxe6l, Ox8f, Ox5c, 0Ox48,

Snare also provides the efiguids.py file which contains GUIDs he
pulled out of the UDK

Our efiguids.py is located in C:\Tools\ and contains previously
identified GUIDs

In this case it is not in this file. We can name it ‘UnknownGuid1’



Tracing PPlIs

typedef struct {
b ] R
UINTN r& ':2‘:" it O & X ‘- IDA View-A -' Pseudocode-A ‘11 Hex View-A 7‘\— Structures
k111 A - oo
EFI—GUID -ula, A var_C= dword ptr -8Ch
VOID *Ppi; var_ 8= dword ptr -8
). e e d
} EFI_PEI PPI_DESCRIPTOR; —— e sl ner: B
lﬁpush ebp
2 nov ebp, esp
FEED1A7 sub esp, 66h
FE6D281 and [ebp+var_8], O
FEED30C 3 and [ebp+var_14], 0O
> mov eax, 2819h
mov [ebp+var_3C], ax
push esi
overview 0 & X nou esi, [ebp+arg 8]
mov eax, 4479h
mov [ebp+var 3A], ax
push edi
L mnov eax, 163Eh
f mov [ebp+var_4C], ax
‘EE‘ lea ecx, [ebp+var_C]
L 100.00% (-131,932) (152,73) 00000266 FFEGCEEA: sub FFEGCEE4+6

* Now if we follow the pointer it will take us to the PPI that is
going to be installed

« This function is what will get called when someone uses this
PPI

52



Recurse & define

File Edt Jump Search View Debugger Options Windows Help
ShHie-= 58 B ) v A i ddatF #FeXipODO

Library Function Data [l Regular Function Unexplored [l Instruction External symbol
T Functions window O & X ‘Fl IDA View-A : Pseudocode-A m lﬁ Hex View-A E Sk
oS SEes 1/int cdecl sub FFEG6CEEA4(int al)
J— o 2K
LZ] sub_FFEGCEE4 3| int v1; /7 esi@1
L_ start 4 int v2; // eax@1
S | sub_FFEEDOAZ B int result; // eax@2
| f | sub_FFE6DODS6 6 int v4; // eax@13
£ sub_FFEED170 7| int u5; // edi@13
F| sub FFE6D1A7 8 int vé; // [sp+8h] [bp-66h]E186
? su:_F=Er_x[,;:5:1 9 int v7; // [sp+18h] [bp-56h]E1
?554{}=&c301 10 __@nt16 u8; /7 [sp+1Ch] [bp-4Ch]@1
— 11| _ int16 v9; // [sp+1Eh] [bp-4Ah]@1
»ﬁ;‘”—Ffﬁthf 12| char v10; // [sp+26h] [bp-48h]@1
J | sub_FFEED419 13| char v11; // [sp+21h] [bp-47h]@1
1| sub_FFEED464 14| char v12; // [sp+22h] [bp-46h]@1
f | sub_FFE6D494 15| char v13; // [sp+23h] [bp-45h]@1
7| sub_FFEED6E19 16 char vi4; // [sp+*24h] [bp-4hh]@1

17| char v15; /7 [sp+25h] [bp-43h]@1

18| char v16; /77 [sp+*26h] [bp-42h]@1 [R
19| char v17; /7 [sp+27h] [bp-41h]@1
28| int v18; /7 [sp+28h] [bp-46h]@1

[l\
v
|A

—
Output window

We can analyze this is pseudo-code or the main view

Since it accepts one argument we can hypothesize again that
it takes in an instance of the EFI_PEI SERVICES structure



Recurse & define

% IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

=3

=l

2

Library Function

z Functions window

Function name
sub_FFE6CEE4
start
sub_FFE6EDOA2
sub_FFE6DOD6
sub_FFE6ED170
sub_FFEED1A7
sub_FFE6D281
sub_FFESD30C
sub_FFESD3S4
sub_FFE6ED419
sub_FFEBD464
sub_FFE6D494
sub_FFE6ED619

SSSSRISSSSRRES

<

| ——

Z Output window

=

Data [l Reqular function

'%n‘ 3‘[, '3% a 4 a3 | LZ] @ A: lutj [:_‘B .‘\+ -\+ >|? () x b OO0 :T;Jc- debugger v

¥ uUnexplored Il Instruction

External symbol

O & X lE] IDA View-A E] Pseudocode-4 [£3 (3] Hex view-A 3 [A] structures £3 =] Enums 3 #E) Imports £
37 char v35; // [sp+43h] [bp-25h]@1
38, char v36; // [sp+44h] [bp-24h]@1
39 char v37; // [sp+45h] [bp-23h]@1
48, char v38; // [sp+a6h] [bp-22h]@E1
11 char v39; /7 [sp+47h] [bp-21h]E@E1
42 int v48; /7 [sp+48h] [bp-26h]@13

43
44

int16 vui1;

o /7 [sp+4Ch] [bp-1Ch]E13
int v42; 7/

sp+56h bp-18h ]E13

% Please enter a string

Please enter type declaration | EFi_F‘EI_SER'-fICES ok a|

EFI_PEI_SERVICES **al

T o
52 ui43 = 0;

53 vu19 = 10265;

54 vl = =

55 u28 =%529;

56 u8 = 5694;

» As before, we can define this as EFI PElI SERVICES**a1
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Recurse & define

3 IDA - C:\Documents and Settings\Administrator\Desktop\PE32_94

e = A S 3 v @@ ofghaF T #F zd X[ p @ O Nodebugger v| % || &
| Library Function Data ll Reqular function Unexplored [l Instruction External symbol
Z] Functions window O & X lE] IDA View-A 3 Pseudocode-4 [£3 @ Hex View-A | LE Structures [ Lj Enums .3 L-g] Imports [
Function name 37| char v35; // [Ssp+43h] [bp-25h]@1

38| char v36; // [sp+44h] [bp-24h]@1

R 39| char v37; /7 [sp+45h] [bp-23h]@1

s 48 char v38; // [sp+46h] [bp-22h]@1
sub_FFEEDOAZ 41| char v39; // [sp+47h] [bp-21h]@1
sub_FFE6DOD6 42 int u40; // [sp+48h] [bp-26h]E@13
sub_FFEED170 43 int16 v41; /7 [sp+4Ch] [bp-1Ch]@13

sub_FFEED1A7 44 int u42; // [sp+56h bp-18h]E13

sub_FFEED281

% Please enter a string

SISRISSRISSRINSRS

sub_FFEED30C
sub_FFE6D354 Please enter type declaration | EFI_PEI_SERVICES **v1|
sub FFEED412
sub_FFEED464 l
sub_FFE6D494 v
| sub_FFE6D619 52 uih3 = 0;
53| u19 = 18265;
54 = {(int)al;
55 % = 17529;

<

« Also we can define v1 in the same way since its equal to a1
« EFI PElI SERVICES**v1
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IDA View-A

i
{

Recurse & define

1= Pseudocode HJ ﬂllv- View-A Al tructures TLH_I 1S ": Imports _:_f‘t ports
1676632482 ; ~
100;
84;
= 67;
= —-34;
= 126;
= 114;
= 111;
0 = -98:
f ( ((int ( cdecl *){(EFI PEI SERUICES #**_, int =, DWORD, DWORD, int =)) (a1, &
((v ( nlwa} «)(EFI PEI SERVICES =%, EFI PEI SERUICES =*x*))(*vu1)->GetBootMode)(vi1, &al);
if ( (||| igne int8)sub FFE6D464() ) 1N
goto LABEL 17
ruh FFFﬁD1ﬂ7( i )is
vhly = rnh Frf60?81( 1);
if ( '( & Ox800006000) )
((void (¢ cdecl *){(EFI PEI SERUICES UNKNOWN »*))(*u1)->InstallPpi)(vi1, &unk FFE6D734);
if ( a1 *= (EFI PEI SERVICES =*)17 && a1 ¢ (EFI_PEI SERUVICES %%)32 )
¢ v

Now we can scroll down and see that we were right in
assuming this was an instance of a EFI_PEI _SERVICES

We see a call to LocatePpi(), and then GetBootMode(),
followed by InstallPpi()

This series of EFI services “makes sense”
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Recurse & define

=] IDA View-A -z:’»r‘*'l‘.fu‘-ﬁf*'i\ 1 Hex View-A »T Structures _,]Lru_r 1S jzln ports L“‘t ports
79 1676632482 ; A
80 100;
81 >33 = —-84;
82 34 = 67;
83 5 = -34;
84 36 = 126;
85 37 = 1143
86 18 = 111;
87| wv39 = -98;
8 if ( ((int ( cdecl *){(EFI PEI SERUVICES %, int ==, DWORD, DWORD, int #=)) (a1, &vu
|A} {
20 ((void (_ cdecl *)(EFI_PEI SERVICES =%, EFI PEI SERUICES =xx))(*u1)->GetBootMode)(v1, &al);
21 if ( (unsigned _ int8)sub FFE6D464() ) N
92 goto LABEL_17; 9
93 sub_FFE6D1A7(v1, al);
o4 vl = sub_FFE6D281(v1);
95 if ( t{(uhh & Ox80000000) )
96 {((void { cdecl =){EFI PEI SERUICES »», UNKNOWN %)) (%*u1) )lnsLdllei)(xw‘{m“ntfPLGDISM);>
97 if ( a1 *= (EFI PEI SERUICES *%)17 && a1 *= (EFI PEI SERVICES *%)32 )
98 < v

>

We can look up the definitions for the new services
LocatePpi(), GetBootMode()

Can we identify the GUID located in the
EFl PEI PPl DESCRIPTOR passed into InstallPpi?

PM_INITIALIZED PPI GUID':[0xe9db0dS58, Oxd48d, 0x47f6, 0x9c, Ox6e, Ox6f, 0x40, Oxe8, Ox6c, Ox7b, 0x41],
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Analyzing UEF| Files with IDA

« So from here the strategy would be to use the same
methodology to identify and “fill out” LocatePpi(),
GetBootMode(), etc.

« For you, cross-correlating where the PPls are defined that you
see getting called later will take a bit of grunt work (grepping
for guids, finding their usage, etc)...

« For us, it’s already scripted ;)



TERFREIR

Further GUID-based analysis strategies

* If you binary grep for a GUID (or search by GUID
in UEFITool), you may find that it is specifically
referenced/loaded by some other file.

* Pick a GUID in the spec that you're interested in.
E.g. EFI._ DHCP4 PROTOCOL GUID

* If you grep for it, you'll find everywhere that
particular protocol/PPI is used (to include
installation, lookup, and things that have
registered to be notified when it’s available)

— Then you just have to sift through the results



TODO:

* Add discussion of diffing things against EDK &
against other known stuff

* Here comes a new challenger!

e http://joxeankoret.com/blog/2015/03/13/
diaphora-a-program-diffing-plugin-for-ida-
pro/
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UEFI/Secure Boot Summary

Secure boot can help you protect your firmware

— If your BIOS is UEFI but Secure Boot isn’t used, you can self-sign keys
and turn it on

But if the SPI flash isn’t locked down, secure boot doesn’t
provide any protection

— And neither does System Management Mode, or signed firmware
updates, or TPM Measured Boot...

UEFI does add complexity to locking down the SPI flash SPI
Protected Range (PR) registers can be used to lock down the
UEFI executable firmware

But the NVRAM variables must remain writeable



A Locked Down UEFI/BIOS Does the Following:

Has a properly-configured flash descriptor
— Read-only, provides proper Flash Master permissions

Protects the UEFI executable code using the PR registers
Locks down the SPI flash configuration registers (FLOCKDN)
Uses BIOS_CNTL to protect the flash

Implements signed firmware updates

Implements Secure Boot

Ensures SMM_BWP is asserted so that the flash is writeable
only when the processor is in SMM

Ensures SMRAM is locked down (D _LCK is set and SMRR are
used)

Ensures SMl’s are enabled and cannot be suppressed
If possible uses Measured Boot and observes PCRs
Sounds simple enough...



csc\fvsc\fv3\43172851-cf7e-4345-9fe@-d7012bb17b88\csc iFfsSmm
csc\fvsc\fv3\5552575a-7e00-4d61-a3a4-f7547351b49e\csc SmmBaseRuntime
csc\fvsc\fv3\59287178-59b2-49ca-bc63-532b12ea2c53\csc PchSmbusSmm
csc\fvsc\fv3\6869c5b3-ac8d-4973-8b37-e354dbf34add\csc CmosManagerSmm
csc\fvsc\fv3\753630c9-fae5-47a9-bbbf-88d621cd7282\csc SmmChildDispatcher
csc\fvsc\fv3\77a6009e-116e-464d-8ef8-b35201a022dd\csc DigitalThermalSensorSmm
csc\fvsc\fv3\7fed72ee-0170-4814-9878-a8fb1864dfaf\csc SmmRelocDxe
csc\fvsc\fv3\8d3be215-d6f6-4264-beab-28073Ffbl3aea\csc SmmThunk
csc\fvsc\fv3\921cd783-3e22-4579-a71f-00d74197fcc8\csc HeciSmm
csc\fvsc\fv3\9cc55d7d-fbff-431c-bcl4-334eaeab052b\csc SmmDisp
csc\fvsc\fv3\abbad9f7-ab78-491b-b583-c52b7f84b9e@\csc SmmControl
csc\fvsc\fv3\abb74f50-fd2d-4072-a321-cafc72977efa\csc SmmRelocPeim
csc\fvsc\fv3\acaeaa7a-c039-4424-88da-f42212eale55\csc PchPcieSmm
csc\fvsc\fv3\bc3245bd-b982-4f55-9f79-856ad7e987c5\csc AhciSmm
csc\fvsc\fv4\025b3ec4-28dc-44ae-8c94-d07563be743f\csc DellFnUsbEmulationSmm
csc\fvsc\fv4\0369cd67-fa74-45a3-bdcb-d25675d5ffde\csc DellOA3@CtrlSmm-Edkl_©6-Pil_©-Uefi2_ 1
csc\fvsc\fv4\08abeb65-c359-4b95-8d59-c1b58eb657b5\csc IntellLomSmm
csc\fvsc\fv4\e99fd87f-4b39-43f6-ab4d7-f801f99209f7\csc DellDcpRegisterSmm-Edkl_06-Pil_©-Uefi2_1
csc\fvsc\fv4\e9d2cb46-c303-42¢c2-9726-5704alfdfbbd\csc DellVariableSmmWrapper
csc\fvsc\fv4\0d28c529-87d4-4298-8a54-40f22a9fe24a\csc DellDaHddProtectionSmm-Edkl_06-Pil_@-Uefi2_1
csc\fvsc\fv4\0d81lfdc5-cb98-4b9f-b93b-70a9c0@663abe\csc DellDccsSmmDriver
csc\fvsc\fv4\0dde9636-8321-4edf-9f14-8bfca3b473f5\csc DellIntrusionDetectSmm
csc\fvsc\fv4\1137c217-b5bc-4e9a-b328-1e7bcd530520\csc DellThermalDebugSmmDriver
csc\fvsc\fv4\118lel6d-afll-4c52-847e-516dde9bd376\csc DellCenturyRolloverSmm
csc\fvsc\fv4\119f3764-a7c2-4329-b25c-e6305e743049\csc DellSecurityVaultSmm-Edkl_@6-Pil_©-Uefi2_1
csc\fvsc\fv4\12963e55-5826-469e-a934-a3cbb3076ec5\csc SmmSbAcpi
csc\fvsc\fv4\1478454a-4584-4cca-b0d2-120acel29dbb\csc DellMfgModeSmmDriver
csc\fvsc\fv4\166fde43-eal3-4848-bb3c-6fa295b94627\csc DellVariableSmm-Edkl_©6-Pi@_9-Uefi2_ 1
csc\fvsc\fv4a\16c368fe-f174-4881-92ce-388699d34d95\csc SmmGpioPolicy
csc\fvsc\fv4\lafebbdo-c9c5-44d4-b7bd-8f5e7d0f2560\csc DellDiagsSbControlSmm
csc\fvsc\fv4\26c04cf3-f5fb-4968-8d57-c7fava932783\csc SbServicesSmm
csc\fvsc\fv4\2a502514-1e81-4cda-9b50-8970fadac311\csc R5U242Smm

BindingsSmm

Oh but vendors also need to ensure that none of the code
they implement in SMRAM is buggy

On the Dell Latitude E6430, ~144 out of 495 EFI modules
appear to contribute code to SMM ...



Backup

e Used EFIPWN to backup because we don’t
recommend its use as a primary tool anymore
(but it is still used behind the scenes for

Copernicus’ bios_diff.py)



EFIPWN

https://github.com/G33KatWork/EFIPWN
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Setting up EFIPWN

This describes using a version of EFIPWN modified by Sam
Cornwell who added some improvements:

EFIPWN requires the following:

Python (I use 2.7.x-something)

Mako: http://www.makotemplates.org/

ArgParse: https://pypi.python.org/pypi/argparse
Pylzma: http://www.joachim-bauch.de/projects/pylzma/

| have an easier time downloading the source and installing
using “python setup.py install”

You will also need the xz’ utility
— Mac and Linux: you get it either automatically or by easy download
— Windows: http://tukaani.org/xz/

— The pre-built binaries work fine. | tested it by putting the bin_x86-x64
version into the local EFIPWN directory and it worked fine
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Testing EFIPWN Functionality

C:\Tools\EFIPUN>python dump.py —h
usage: dump.py [-h]l [-d] file {print.dump.genfdf> ...

EFI Firmuware exploration tool

positional arguments:
file The firmware file

optional arguments:
—h, ——help show this help message and exit

—d, ——debug Display debug information (DEBUG>

Operations:
{print.dump.genfdf>
print Print a tree of the structure of the EFI firmware image
dump Dump all files in an EFI firmware image into a
directory structure
genfdf Try to create a EDK2 FDF file for generating a firmuware
image out of a dump

C:\Tools\EFIPUN>

Once you have all the dependencies installed, typing the following
‘python dump.py —h’ should yield the above output

The arguments are a little confusing for EFIPWN, as a general rule
they go like this:

Python dump.y <file> <print, dump> <output>
* The genfdf function does not work yet



EFIPWN ‘print’

C:\Tools\EFIPUN>
C:\Tools\EFIPUN>python dump.py C:\Users\student\Desktop\labhs\uefi_hins\uefi.bin print > C:\efipuwun.txt

Specify ‘print’ to gather information Redirect this output
about the structure of the UEFI to a text file
binary

« Before we decompose a UEFI binary, we’'ll use the ‘print’
functionality to print a text file containing the UEFI firmware
volume information and the PE files/modules contained

therein




EFIPWN ‘print

* Firmware Volume

I
n

[ﬂamwmmtﬁﬂ

1 EFI FIRMWARE VOLUME:

Base Offset: 0x008600000
Header Length: 0x48

Data Length: 0x0001ffb8
Total Length: 0x00020000
Signature: FVr

Attributes: Oxffff8eff

EFI_FIRMWARE FILE:
Base Offset: 0x00000000
Le h: Ox0001ffa
GUID: OxcefSk%a3-476d-497f-9fdc-e8 e
Type: RAW (0Ox )
ibutes: 0x
e: Oxf

EFI_FIRMWARE VOLUME:
Base Offse 0x008&
eader Ler : Ox4
Data Leng 0x0001ffb
T 1 Le : 0x00020000
ignature: _FVH
ibutes: Oxffffg8eff

The base offset is the Flash
Linear Address (FLA) in the
file where the volume
begins

This page shows one FV
beginning at 60 _0000h and
another immediately
following it at 62_0000h
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EFIPWN ‘print’: Firmware Volume

U Ra=AMa 4
’l neaaivie bd

Eﬂﬁmwnmtﬁﬂ

1 EFI_FIRMWARE VOLUME:

Base Offset: 0x00600000

oth: 0x00020000 typedef struct {
EVE UINTS ZeroVector[16];

Signature: _FVH
Attributes: OxffffSeff EFI GUID
UINT64 h
S UINT32 Signature;
&r -_: -:\.‘.W.ﬁ.:\.‘._- 1L = .. ]
Base Offset: 0x00000000 EFI_FVB_ATTRIBUTES_ 2 Attributes;
Length: 0x0001ffa0 UINT16 HeaderLength;
GUID: OxcefS5b9a3-476d-497f-9fdc-298143204 UINT16 -
fecripuces: 0x00 UINT16 ExtHeaderOffset;

State: Ox£s UINTS8 Reserved[l] ;

Type: RAW (0x01)

UINTS Revision;
EFI_E’V_BLOCK_MAP BlockMapll;
} EFI_FIRMWARE_VOLUME_HEADER ;

« The Header length refers to the length in bytes of the FV header
« The Data length refers to the length in bytes of the FV minus the

header

« The Total length refers to the total length of the FV including the

header
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EFIPWN ‘print’: Firmware Volume

B Readiiest B H efiown e B

EFI_FIRMWARE VOLUME:
Base QOffset: 0x00860

Header Length: 0x48

Data Length: 0x0001ffb8g

typedef struct {

Total Z_e:gt':'.: 0x00020000
ignature: FVH UINTS ZeroVector[l6]
Attributes: Oxffffeeff EFI GUID FileSystemGuid
UINT64 FvLength;
cmr s N UINT32 Signature
§ 9 0 § 1R H‘-a.'\... FALLE =

~;3~ Offset: 0x00000000 EFI_FVB_ATTRIBUTES_ 2 \ttributes;

Length: 0x0001ffa0l UINT16 HeaderLer

GUID: Oxcef3b2a3-476d-427f-9fdc-298143204 UINT16 -

T oann UINT16 ExtHeaderOffset;

State: Oxf8 UINTS Reserved[l] ;
UINTS Q~v___kq;

EFI_FV_BLOCK_MAP BlockMapll;
} EFI FIRMWARE VOLUME HEADER

« The Signature of a firmware volume is {" ', 'F’, V', ‘H’}
« The signature field only applies to Firmware Volumes



EFIPWN ‘print’: Firmware Volume

B Readiiest B H efiown e B
EFI_FIRMWARE VOLUME:

Base Offset: 0x00600000

Header Length: 0x48

Data Length: O0x0001ffks8

typedef struct {

Total Length: 0x00020000 '
Signature: FVH UINTS ZeroVector[l6] ;
Attributes: Oxfffffeff EFI GUID FileSystemGuid
UINT64 FvLength;
mmr memyimme mem. UINT32 Signature;
LE -_Z -:L‘.W.‘-a.:\.'.._: 1L = .. ]
Base Offset: 0x00000000 EFI_FVB_ATTRIBUTES_ 2 Attributes;
Length: 0x0001ffa0 UINT16 HeaderLengt!

GUID: OxcefSb%a3-476d-497f-9fdc-e98143e04 UINT16 Chf—-’:krum;

Type: RAW (0x01)
Acttributes: 0x00
State: Oxfg

UINT16

UINTS

UINTS
EFI_FV_BLOCK_MAP

TTer+= 1T~ = ~ —~ B Eh el =
X LAA.-."_-'CI'd’_-'r“.-“.L I'setC,
Reserved[1l] ;
Revision;

BlockMapll ;

} EFI_FIRMWARE VOLUME HEADER;

« The attributes field declares capabilities and power-on defaults

for the firmware volume




EFIPWN ‘print’: Firmware Volume

// Attributes bit definitions

#define EFI_FVB2_READ_DISABLED_CAP 0x00000001
#define EFI_FVB2_READ_ENABLED_CAP 0x00000002
#define EFI_FVB2_READ_STATUS 0x00000004
#define EFI_FVB2_WRITE_DISABLED_CAP 0x00000008
#define EFI_FVB2_WRITE_ENABLED_CAP 0x00000010
#define EFI_FVB2_WRITE_STATUS 0x00000020
#define EFI_FVB2_LOCK_CAP 0x00000040

#define EFI_FVB2_LOCK_STATUS 0x00000080
#define EFI_FVB2_STICKY_WRITE 0x00000200
#define EFI_FVB2_MEMORY_MAPPED 0x00000400
#define EFI_FVB2_ERASE_POLARITY 0x00000800
#define EFI_FVB2_READ_LOCK_CAP 0x00001000
#define EFI_FVB2_READ_LOCK_STATUS 0x00002000
#define EFI_FVB2_WRITE_LOCK_CAP 0x00004000
#define EFI_FVB2_WRITE_LOCK_STATUS 0x00008000
#define EFI_FVB2_ALIGNMENT 0x001F0000

#define EFI_FVB2_WEAK_ALIGNMENT 0x80000000
#define EFI_FVB2_ALIGNMENT_1 0x00000000
#define EFI_FVB2_ALIGNMENT_2 0x00010000
#define EFI_FVB2_ALIGNMENT_4 0x00020000
#define EFI_FVB2_ALIGNMENT_8 0x00030000
#define EFI_FVB2_ALIGNMENT_16 0x00040000
#define EFI_FVB2_ALIGNMENT_32 0x00050000
#define EFI_FVB2_ALIGNMENT_64 0x00060000
#define EFI_FVB2_ALIGNMENT_128 0x00070000
#define EFI_FVB2_ALIGNMENT_256 0x00080000
#define EFI_FVB2_ALIGNMENT_512 0x00090000

#define EFI_FVB2_ALIGNMENT_1K 0x000A0000
#define EFI_FVB2_ALIGNMENT_2K 0x000B0000
#define EFI_FVB2_ALIGNMENT_4K 0x000C0000
#define EFI_FVB2_ALIGNMENT_8K 0x000D0000
#define EFI_FVB2_ALIGNMENT_16K 0x000E0000
#define EFI_FVB2_ALIGNMENT_32K 0x000F0000
#define EFI_FVB2_ALIGNMENT_64K 0x00100000
#define EFI_FVB2_ALIGNMENT_128K 0x00110000
#define EFI_FVB2_ALIGNMENT_256K 0x00120000
#define EFI_FVB2_ALIGNMENT_512K 0x00130000
#define EFI_FVB2_ALIGNMENT_1M 0x00140000
#define EFI_FVB2_ALIGNMENT_2M 0x00150000
#define EFI_FVB2_ALIGNMENT_4M 0x00160000
#define EFI_FVB2_ALIGNMENT_8M 0x00170000
#define EFI_FVB2_ALIGNMENT_16M 0x00180000
#define EFI_FVB2_ALIGNMENT_32M 0x00190000
#define EFI_FVB2_ALIGNMENT_64M 0x001A0000
#define EFI_FVB2_ALIGNMENT_128M 0x001B0000
#define EFI_FVB2_ALIGNMENT_256M 0x001C0000
#define EFI_FVB2_ALIGNMENT_512M 0x001D0000
#define EFI_FVB2_ALIGNMENT_1G 0x001E0000
#define EFI_FVB2_ALIGNMENT_2G 0x001F0000

Defined in Vol. 3 Shared
Architectural Elements
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EFIPWN ‘print’: Firmware Files
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1 EFI FIRMWARE VOLUME:

Base Offset: 0x00600000
Header Length: 0x48

Data Length: O0x0001ffks8
Total Length: 0x00020000
Signature: FVr

Attributes: Oxffff8eff

EFI FIRMWARE FILE:
Base Offset: 0x00000000
Le n: Ox0001ffa
GUID: OxcefSb%a3-476d- f-9fdc-e
Type: RAEW (0Ox
ributes: 0x
ate: Oxf

typedef struct {
EFI_GUID
EFI_FFS_INTEGRITY_CHECK
EFI_FV_FILETYPE
EFI_FFS_FILE ATTRIBUTES
UINTS8
EFI_FFS_FILE STATE

} EFI_FFS_FILE HEADER;
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Attributes;

Size[3];
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volumes

Firmware File System

Firmware files are code and/or data stored within firmware
Combined, Firmware Files are described/contained within a

Base offset refers to its relative location within the volume
Length refers to the length of the file
e« GUIDIsits ID




EFIPWN ‘print’: Firmware File
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1 EFI_FIRMWARE VOLUME:

Name Value Description
2 Base Offset: 0x00600000 :
. - : EFI_FV_FILETYPE_RAW 0x01 Binary data
Header Length: 0x48 - —
. Data Length: 0x0001ffbs EFI_FV_FILETYPE FREEFORM 0x02 Sectioned data
Total Length: 0x00020000 EFI FV FILETYPE SECURITY CORE 0x03 Platform core code used during
6 Signature: _FVH - - - the SEC phase
’ RECELDYCEss OXLLLTO0ELS EFI_FV_FILETYPE_PEI_CORE 0x04 | PEIFoundation
EFI_FV_FILETYPE DXE_CORE 0x05 DXE Foundation
1 EFI_FIRMWARE FILE: EFI_FV_FILETYPE PEIM 0x06 PEI module (PEIM)
11 Base Offset: 0x00000000 EFI FV FILETYPE DRIVER 0x07 DXE driver
12 Length: 0x0001f£fa0 S =
1 GUID: OxcefSb%a3-476d-497f-9fdc-29814320422¢ LI
- mesl e i EFI_FV_FILETYPE FFS_PAD 0xFO | Pad File For FFS
15 Attributes: 0x00 e — —
16 Stat

e: Oxfsg ‘

« There are different enumerated types of Firmware Files
« Defined in Vol3 Shared Architectural Elements Section 2.1.4.1



EFIPWN ‘print’: Firmware Files
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1 EFI_FIRMWARE VOLUME:

Base QOffset: 0x00600000
Header Length: 0x48

Data Length: O0x0001ffksS

Total Length: 0x00020000

Signature: FVH

Attributes: Oxfffféeff

EFI FIRMWARE LE
Base Offset: 0x00000000

........

Length: 0x0001ffal
GUID: OxcefS5b9%a3-476d-497f-9fdc-e88143e0

Type: RAW (0x01)

Zttributes: 0x00
1

State: Oxf8

// FFS File Attributes

#define FFS_ATTRIB LARGE FILE
#define FFS_ATTRIB FIXED

#define FFS_ATTRIB DATA_ALIGNMENT
#define FFS_ATTRIB_CHECKSUM

0x01
0x04
0x38
0x40

42

2c

Firmware Files have attributes like Firmware Volumes do (and

are the same)

The State of the file is intended to preserve integrity




EFIPWN ‘print’: Firmware Files
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1 EFI_FIRMWARE VOLUME:

Base Offset: 0x00600000
Header Length: 0x48
Data Length: O0x0001ffksS

Total Length: 0x00020000

Signature:

Attributes: Oxfffféeff

#define
T #define
#define
#define
PVRBE FIEES #define

// FFS File
#define

State Bits

EFI FILE HEADER CONSTRUCTION

EFI_FILE HEADER VALID
EFI_FILE_DATA_VALID

EFI_FILE MARKED FOR UPDATE

EFI FILE DELETED

EFI FILE

HEADER INVALID

0x01
0x02
0x04
0x08
0x10
0x20

Length: 0x0001ffal
GUID: OxcefS5b9%a3-476d-497f-9fdc-e98143e0422cC

Type: RAW (0x01)

Attributes: 0x00
State: Oxf8

* You can see that it includes the provision for marking files as

Bits 6, 7 are reserved bits.

deleted, which is kind of interesting. But unlike filesystem
forensics, all these tools should basically show you all files,

whether they’re deleted or not




